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    Changelog

0.5.2 - 2026-10-16
Changed
	Architectural decision records moved out of the public repository and package into the maintainer's private records; the published documentation no longer references them. The architecture and threat model describe the accepted decisions in place (source-bound profiles, the extension surface, the atomic replay envelope), and the public document list shrank accordingly. No library behavior changed.
	RequestSeal.Plug.Verify's {:halt, status} rejection now sets the halted flag before sending the response instead of after. The wire behavior is identical (Plug reads the flag only after the pipeline returns); register_before_send callbacks now observe the final halted state. The Plug transport test harness reports its observed connection from a before_send hook, so the report strictly precedes the response bytes and can no longer be lost when a client closes the connection immediately after receiving a rejection.

0.5.1 - 2026-10-16
Fixed
	A JWKS key whose alg names an algorithm RequestSeal does not verify with — an encryption key ("RSA-OAEP", "A128GCM"), or a signing name outside both the HTTP and JOSE registries ("ES512") — is now skipped, and the rest of the key set still fetches and resolves. Previously any out-of-registry alg rejected the whole set with :invalid_key_set, so a publisher's JWKS that mixed signing keys with an encryption key was unusable. A malformed non-string alg still rejects the whole set. The :max_keys bound still counts every listed key.
	The Plug target-fidelity test suite no longer flakes on saturated CI runners: each real-Bandit-transport assertion drains the helper's per-request reports so the mailbox never backs up between iterations, and the observed-result window is 15 seconds (a starved handler process can trail the client's received response by more than the previous 5-second window; the identical 0.5.0 tree passed one lane and failed a cold-cache rerun of another purely on this timing). No library code changed.

0.5.0 - 2026-10-16
Breaking changes
	RequestSeal.AshHooks.Http.request/5 now requires a nonce on every signed attempt: a signing spec with nonce: nil returns {:error, {:terminal, :request_seal_signing_failed}} before any request is sent. It previously signed such attempts without a nonce. Remove nonce: nil from ash_hooks signing specs.
	RequestSeal.Plug.Verify on an already verified connection: a repeat with the same :policy and :label now reuses the first result; a repeat with any other policy or label fails closed. RequestSeal.Plug.verification/1 then returns :error, private state holds {:error, %RequestSeal.Adapter.Error{reason: :already_verified}}, every Verify assign is removed, and on_reject applies. Previously any repeat replaced the result with that error. Migration: install Verify once per pipeline; if a route needs stricter checks, verify once with the stricter policy instead of stacking a second Verify.

Added
	RequestSeal.Replay.Postgres.ddl_index/1 returns a CREATE INDEX statement on retain_until for the replay table, so caller-scheduled sweeps delete through an index instead of a scan that grows with the table. Execute it once beside ddl/1; it accepts table names of at most 46 bytes so the derived index identifier (17 more bytes) fits PostgreSQL's 63-byte name limit.
	RequestSeal.verify_quorum/3 accepts a :deadline option: an absolute System.monotonic_time(:millisecond) value bounding the slot-assignment search's wall-clock time, closing the capacity gap where a crafted message could hold a verifier at the full node budget (~0.5–1 s CPU). Expiry keeps the best-so-far acceptance semantics (a policy-satisfying assignment still succeeds) and otherwise returns the new closed reason :deadline at :quorum — the first retryable RequestSeal.Error (the same call may succeed with a later deadline or under less load). Without the option, the deterministic 131,072-node budget stays the only bound, so conformance behavior is unchanged.
	A versioned telemetry contract (ADR 0006): RequestSeal.Telemetry documents the v1 events — [:request_seal, :verify, :stop], [:request_seal, :verify_quorum, :stop], [:request_seal, :web_bot_auth, :verify, :stop], [:request_seal, :replay, :claim], and [:request_seal, :custody, :sign, :stop] — each with a native-unit :duration measurement and low-cardinality outcome/reason/layer/detail metadata only; no label, key ID, URL, byte, or exception text ever appears. The :telemetry package (~> 1.0, no transitive dependencies) becomes the library's single required dependency. Both signing forms emit the custody event: generated-spec function signers now run through the shared custody signing path, which also applies its documented 1–1,024-byte signature bound to them (previously only the explicit form enforced it for function signers).
	RequestSeal.Plug.Verify accepts a :name option (atom, or 1..256-byte binary): a later Verify on the same connection reuses the first result when its :name and :label are equal, even when the :policy value is a rebuilt-equivalent policy whose function fields make == fail — the name is the caller's explicit assertion that the policy is the same. A repeat with a different name, no name, or a different label still fails closed :already_verified.
	Discovery caches revalidate conditionally: when a :jwks_uri or :directory source serves an ETag, refetches send If-None-Match (RFC 9111) and an unchanged source's 304 keeps the stored key set while extending freshness under the 304's own cache directives (the stored representation's lifetime persists when the 304 omits them, per RFC 9111 Section 3.2; a 304 naming a different validator rejects :invalid_response, per Section 4.3.4; a kept key still expires at its own exp or the directory proof's bound, whichever it reached first). The stored validator is visible as RequestSeal.Discovery.KeySet's new etag field. Validators never cross a redirect (they identify their own request target) and CIMD sources always revalidate unconditionally — a CIMD document's 304 says nothing about the nested JWKS it names. An unsolicited 304 (no conditional was sent) rejects :unexpected_status as before.

Changed
Closed error reasons that callers may match on changed as follows (old → new).
	RequestSeal.Discovery.Cache.resolve/4 and refresh/2 on a cache that is not running: :invalid_response (not retryable) → :source_unavailable (retryable), as remove/3 and invalidate/2 already returned.
	RequestSeal.Replay.Postgres: a lost connection or a shutting-down server, :store_failed → :store_unavailable; a server-side statement cancellation or lock timeout, :store_failed → :store_timeout. Other database errors stay :store_failed.
	RequestSeal.Replay.Postgres and RequestSeal.Replay.AshOnetime: a pool queue timeout, or a connection failure or rolled-back transaction observed after the claim's deadline (a client timeout), :store_unavailable or :store_failed → :store_timeout.
	RequestSeal.sign/4 with a generated signing spec and a key handle bound to another algorithm: :invalid_options → :signer_algorithm_mismatch (layer :input), like the explicit form. Req, Finch, and Plug keep :invalid_options and carry the core error in source.
	RequestSeal.Profile.dictionaries/2 with an invalid message or a max outside 1..64: :invalid_signature_input → :invalid_message or :invalid_options, checked before parsing. RequestSeal.Profile.preflight/4 with an extra other than :allow or :reject, or invalid freshness values such as a negative skew: used as given (for example :unexpected_component or :expired) → :invalid_policy.
	RequestSeal.Req.attach/2 with a verify map whose max_stream_bytes is nil: :unsupported_delivery → :invalid_options, as for any other non-integer or negative value.
	RequestSeal.Plug.Verify.init/1 with a Boolean :assign: accepted → raises RequestSeal.Adapter.Error with :invalid_options.
	RequestSeal.JOSE.JWS.sign/4 and RequestSeal.JOSE.JWE.encrypt/4 with a header that is not a list of {name, value} pairs: :limit → :invalid_header. More than 64 pairs stays :limit.
	RequestSeal.WebBotAuth.sign/4 with an invalid caller-supplied :agent location, such as a non-HTTPS URL: :invalid_signature_agent at :fields → :invalid_options at :input. An invalid existing Signature-Agent field keeps :invalid_signature_agent.
	Verify and sign entry points are total: an unexpected internal fault returns the new closed reason :internal at the new layer :internal, with the exception class (the raised exception's module, or :exit/:throw) in detail; previously such a fault escaped RequestSeal.verify/3, verify_quorum/3, Web Bot Auth verification, or sign/4 as an uncaught exception. A defective label inside a quorum becomes that label's nonqualifying fact instead of failing the whole call. The crypto layer's blanket rescue is narrowed to OTP's argument/runtime error classes, so logic-defect classes surface as :internal instead of masking as input reasons; the [:request_seal, :verify, :stop] telemetry event makes them observable. RequestSeal.Error's retryable field widens from the literal false to boolean() (:deadline is the only retryable reason).
	DNS resolution failures split: an authoritative NXDOMAIN on every queried family returns the new nonretryable :domain_not_found (a configuration error — the configured host does not exist), while every other :resolution_failed becomes retryable (possibly-transient resolver trouble). RequestSeal.Discovery.Error's retryable set gains :resolution_failed.
	JWKS keys may assert alg with standard RFC 7517 JOSE names ("EdDSA", "RS256", ...) as well as HTTP registry identifiers; either spelling normalizes once at import to its standard JOSE name, and {:jws, name} tuples in algorithm allowlists match either asserted spelling in RequestSeal.Discovery.KeySet.lookup/3 and directory signature verification — including PS256 and PS384, which exist only as JOSE names. An alg outside both registries still rejects the whole set :invalid_key_set.
	RequestSeal.JOSE.Nested.verify/4 accepts an inner JWS carrying a non-JOSE cty (for example application/json); only values naming another JOSE envelope reject :nesting_depth — application/jose, application/jose+json, the per-structure application/jws and application/jwe, and RFC 7519's application/jwt (abbreviated JWT), case-insensitively, with RFC 7515 Section 4.1.10's abbreviation rule and media-type parameters ignored for the classification. Previously any inner cty rejected.
	Signature-base hot path: field-value OWS trimming uses binary parts instead of integer-list round-trips (the 1 MiB / 256-component base measures ~2.5× faster at p50, ~5× at p99), message builder counting is single-pass, and a verification validates the message once instead of ~5× (the parse/build/check internals gained validated fast paths used by the verification pipeline; the public entry points validate exactly as before).
	Development and test dependency refresh within pins: ash 3.34.6 → 3.36.1, ash_hooks 2.0.3 → 2.0.4, ash_onetime 1.5.0 → 1.6.0 (lockfile only; no package requirement changed). Development-only additions: dialyxir in the declared gate (static analysis with an exact-entry .dialyzer_ignore.exs; the CI latest lane caches the PLT) and a grouped Dependabot configuration for the two Mix environments and GitHub Actions.

Fixed
	RequestSeal.sign/4 (explicit form) no longer raises an uncaught MatchError when the one-entry Signature-Input dictionary would serialize past the 65,536-byte Structured Fields ceiling (for example, a signature input at the ceiling with any label, or a 256-byte label); it returns {:error, reason: :limit, layer: :input}. The Signature and field-occurrence serialization sites in the same pipeline received the same total mapping.
	RequestSeal.Discovery cache freshness now honors RFC 9111's qualified no-cache and no-store spellings, such as no-cache="content-type" and the RFC 7234 #field-name form with commas inside the quoted value. Previously only the bare tokens forced a zero freshness lifetime, so a publisher demanding revalidation could have its keys served from the caller cache up to max_ttl (default 86,400 seconds). The directive name before = is now matched case-insensitively in every form.
	RequestSeal.Discovery's HTTP/1.1 client skips up to four interim 1xx responses (for example 103 Early Hints from a CDN) before the final status, per RFC 9110 Section 15.2. A 1xx used to be read as the final status and rejected as non-retryable :unexpected_status, making an Early Hints origin permanently unfetchable.
	A CIMD document's nested jwks_uri is now checked against the origin that actually served the document instead of the originally configured origin. Under redirect_scope: :any_https with a cross-origin redirect, the previous check rejected a same-origin-with-the-document JWKS and, when satisfied, labeled key provenance with the wrong origin.
	RequestSeal.JOSE resolver entries without an :algorithm key now reject with :key_resolver_failed, as documented; :algorithm_mismatch stays reserved for a present, different algorithm. Oversized caller-supplied JOSE header strings (over 16,384 bytes per value or key) reject with :limit before serialization allocates, instead of building the full JSON first.
	RequestSeal.Plug's request-local state reader tolerates a foreign conn.private[:request_seal] value by treating it as absent (no capture), instead of raising inside Plug.Parsers; the value is server-controlled and inside the documented trust boundary, so this hardens the parser path only.
	The Plug delivery adapter's replay-digest comparison hashes the retained bytes directly instead of finalizing the shared incremental hash state, so post-verification body reads keep updating a live state instead of relying on undocumented OTP crypto reuse semantics.
	RequestSeal.AcceptSignature.fulfill/5 reports the underlying signing failure's bounded reason in the error's detail when it returns :negotiation_unfulfillable.
	RequestSeal.AshHooks.Http.request/5 returns {:error, {:terminal, :request_seal_signing_failed}} for a malformed options container instead of raising out of the ash_hooks callback.
	corpus/index.json's elixir_release now follows the package version, and the declared gate fails whenever it differs from v plus the mix.exs version. At the v0.4.1 tag the corpus was identical to v0.4.0's, elixir_release: "v0.4.0" included, so the corpus release workflow refused the tag and v0.4.1 has no corpus release. The field follows the package version from this change on; this release publishes its corpus once the gate passes.
	Development and test dependency Bandit moved to ~> 1.13.1, pulling thousand_island to 1.6.0, clearing mix hex.audit advisories EEF-CVE-2026-105659 (HIGH) and EEF-CVE-2026-105660 (MEDIUM) against Bandit 1.12.5. Bandit is a test-only dependency and ships in no published package; no package requirement changed. The notebook toolchain's Bandit override moved with it.
	The internal signature-fields component parser's inner/1 (used by policies, adapters, and Web Bot Auth) returns one error shape — {:error, %RequestSeal.StructuredFields.Error{}} — instead of also returning a bare :error; every in-tree caller is updated in the same pass and the Plug target check no longer relies on an internal match that could raise.
	RequestSeal.Digest.check_stream/3 rejects an invalid message with {:error, %RequestSeal.Digest.Error{reason: :invalid_message}}; it previously surfaced the same reason as a RequestSeal.StructuredFields.Error through the field parser. check/3 is unchanged.
	RequestSeal.Custody's identity/1 callback specification admits the documented {:error, reason} return that function-signer and JOSE custodian bridges produce (a callback_type_mismatch found by the new static analysis).

Documentation
	RequestSeal.sign/4 now states that its explicit form preserves caller metadata beyond what verify/3 accepts — a nonce above verification's 1,024-byte bound still signs and is rejected by the verifier with :limit — and that callers signing for RequestSeal verifiers should keep nonces within that bound. RequestSeal.verify_quorum/3 documents that a quorum rejection is returned before Accept-Signature negotiation is evaluated. The Req adapter documents that cross-origin credential stripping is monotonic across the redirect chain. Message.request/5 documents that a generated content-digest occurrence counts toward the combined 1,024 field bound. The key-custody guide states that CEKs cannot be zeroized on the BEAM and names the process-level mitigation; the key-discovery guide covers qualified no-cache spellings and interim 1xx responses.

	Every public function now documents its parameters, options with defaults and bounds, return shape, the error reasons it can return, and executed doctest examples. RequestSeal.Req.attach/2, RequestSeal.Req.verification/1, the RequestSeal.Finch functions, RequestSeal.JOSE.JWS.sign/4, RequestSeal.JOSE.KeyManagement.wrap/4 and unwrap/4, and RequestSeal.JOSE.Nested.verify/4 had no documentation before. Replay store callbacks are documented on each adapter.

	RequestSeal.Ash.Scope's type now admits replay: :claimed, which RequestSeal.Ash.scope/2 already produced.

	New guides: diagnose and handle errors, rotate signing keys, and test your integration. New Livebooks: core signing and verification, a Plug webhook receiver, Web Bot Auth, and JOSE; the RFC 9421 notebook now verifies the published vector through RequestSeal.

	Corrected documentation: size limits of Body and Plug capture, the spec-form nonce option, Web Bot Auth max_lifetime, the Req redirect default, the TypeScript package name (@request-seal/core), SECURITY.md's description of the library and its private vulnerability reporting route (GitHub's "Report a vulnerability"), and the release runbook.


0.4.1 - 2026-10-10
	RequestSeal.Custody.sign/3, verify/4, RequestSeal.Crypto.sign/4 and verify/5 accept max_bytes: (1–16,777,216, default 1,048,576). The default and the existing :invalid_data rejection are unchanged. Out-of-range or non-integer values reject with :invalid_options before handle, capability, or algorithm validation. unwrap/3 does not accept it. Crypto.max_bytes_ceiling/0 exposes the shared ceiling.
	Direct Custody.Local.sign/4, Local.verify/5, Custody.SSHAgent.sign/4, and SSHAgent.verify/5 callback calls (outside RequestSeal.Custody) accept up to the 16,777,216-byte ceiling; Local previously stopped at 1 MiB. They reject larger or nonbinary inputs with the bare reason {:error, :invalid_data} before reading the key reference, so such inputs no longer report :key_mismatch or a RequestSeal.Crypto.Error struct first. The public RequestSeal.Custody and RequestSeal.Crypto functions are unchanged for callers that pass no max_bytes:.
	Third-party custodians that sign with Crypto.sign/4 or verify with Crypto.verify/5 must pass max_bytes: RequestSeal.Crypto.max_bytes_ceiling(); custody has already enforced the caller's bound.
	The SSH-agent custodian forwards larger requests unchanged. OpenSSH caps the whole agent message at 256 KiB, including protocol overhead, so the practical payload limit is slightly under 262,144 bytes. Observed with OpenSSH 9.9 and Ed25519: 262,000 bytes signed successfully; 262,200 returned :custodian_protocol.
	Message.request/5 and Message.response/4 (1 MiB body default), message field totals, and compact JWS keep their 1 MiB limits; Body.new/1 and RequestSeal.Plug.Capture keep their caller-selected bounds. This release does not propagate the new custody/crypto opt-in to those APIs. RequestSeal.SignatureBase retains its separate 1 MiB ceiling.

0.4.0 - 2026-10-10
	Accept an algorithm-bound RequestSeal.KeyHandle in the explicit
RequestSeal.sign/4 form. signing_timeout accepts 1–300,000 ms, default 5,000.
The existing arity-two function signer stays synchronous and preserves its
existing errors and wire bytes.
	A handle/spec algorithm mismatch in that form returns reason
:signer_algorithm_mismatch, layer :input, and the exact message string
"signer algorithm does not match signature specification".
	Preserve custody signing failures as RequestSeal.Error with reason
:signing_failed, layer :crypto, and a bounded RequestSeal.Custody.Error
in source. For the existing signing-spec path with a KeyHandle, the reason
was :signer_failed, now :signing_failed with the custody error as source.
Core errors add message and source fields, both nil for existing
non-custody failures. Malformed signing output uses custody
:invalid_signing_output; malformed custody errors use :custodian_failure
on both HTTP signing paths.
	Add caller-supervised RequestSeal.Custody.Local.Owner for Ed25519 seeds
from tagged environment, file, and file-from-environment sources. Encodings
are :base64url, :base64, :hex, and :raw; source inputs are bounded to
4,096 bytes and decoded seeds to 32 bytes. Files require mode 0600 or stricter
and must be regular, not symbolic links. Bad keys report bounded statuses
and fail closed without preventing startup.
	Owner restart rereads sources and retires cached handles. Fetch per operation
or fetch again and retry once on :key_not_found; prefer direct file sources
in production. Environment variables are never deleted by the Owner.
	Owner queries distinguish :owner_unavailable from an unconfigured key.
Empty environment values and empty file paths from environment variables
report :unconfigured. Files removed or replaced after initial checks report
:insecure_file. Encoded seeds require canonical trailing bits and trim only
ASCII space, tab, CR, and LF. Base64url padding remains optional.
	Owner terminate and crash reports discard private reason terms while retaining
configured key names, bounded statuses, and an atom failure reason.

0.3.1 - 2026-10-09
	Tighten corpus validators to skip .DS_Store only for empty regular files or
files starting with Finder metadata magic; reject other contents and directories.
Refuse release packaging if any .DS_Store exists and exclude the name from tar
as a second guard.

0.3.0 - 2026-10-09
	Reject Structured Fields byte sequences with nonzero unused base64 pad bits
under RFC 4648 Section 3.5; retain missing-padding recovery under RFC 8941
Section 4.2.7. Pin the affected HTTP WG cases to rejection.
	Enforce RFC 3986 Section 3.2.2 IP-literal grammar for message authorities:
accept IPv6 and IPvFuture, reject bracketed IPv4 forms and zone identifiers.
	Add a canonical conformance corpus, source provenance, digest inventory, full
batch execution, rejection rule mapping, and mutation checks.
	Execute all twelve RFC 9421 signature bases and five Appendix B.4
transformations independently; correct rejection inputs to isolate one defect.
	Publish deterministic checksummed corpus assets from release tags.
	Bound caller clocks and replay sweeps at 253,402,300,799 Unix seconds;
retain the Structured Fields wire integer range. ETS and Postgres sweeps now
reject negative inputs. Generic verification rejects negative caller clocks.
	Reject replay claims whose retention end exceeds 253,402,300,799; no accepted
sweep clock can evict them. Stores return their existing invalid-claim failure.
	Reject generic and Web Bot Auth verification whose derived replay retention
end exceeds 253,402,300,799 with :retention_exceeded at :replay before
commitment or storage. Bound policy max_age at the same maximum;
larger values reject with :invalid_policy. Skew retains its existing
0..86,400-second range.
	Upgrade note: Postgres replay rows written before 0.3.0 with retain_until
above 253,402,300,799 are never swept by sweep/3. Operators can remove them
manually (replace replay_claims with the caller-selected table name):
DELETE FROM "replay_claims" WHERE retain_until > 253402300799;
	Reserve hyphenated core profile package names.
	Document the separate TypeScript package in progress and corpus vendoring.

0.2.0 - 2026-10-09
	Document RequestSeal.Custody.run/2 as a public deadline and cancellation
boundary, with sensitive workers, caller and context-owner monitoring,
nested cancellation, bounded failures, and revocable replies with cleanup.
	Change the formerly undocumented Custody.run/2 return contract: bare :ok
returns {:ok, :ok}; other bare returns become :custodian_failure; non-Context
arguments return :invalid_options instead of raising; context-owner death
returns a nonretryable :custodian_failure error instead of silence. An owner
already dead at entry prevents callback execution.
	Document the dirty-NIF cancellation limit: cleanup waits for the runner's exit,
so a long native call can overshoot the deadline.
	Add RequestSeal.Profile.valid_signature_input?/1 for parsed RFC 9421
Signature-Input Inner List semantics, delegating to the shared validator.
	Document RequestSeal.Replay.Claim.valid?/1 without changing its validation.
	Document JWS verification and JWE encryption/decryption arguments, exact
policy shapes, error results, and executable cryptographic examples.

0.1.0 - 2026-10-08
First public release: RFC 9421 HTTP Message Signatures, source-selected Web Bot Auth,
compact and nested JOSE, caller-owned key custody and discovery, replay protection,
and optional Plug/Phoenix, Req, Finch, Ash, ash_hooks, and ash_onetime integrations.
Includes executable guides, published-vector checks, and Livebooks.
	Cover webhook URL queries, generate a new nonce per attempt, reject duplicate
signed fields, and preserve transport exceptions with distinct signing errors.

	Bind inbound webhook policy resolution to tenant and key reference.

	Validate durable replay claims before encoding and anchor retention to the
database transaction clock; retain spent nonces across indeterminate timeouts.

	Preserve portable replay guide coverage and require optional integration
metadata and Elixir 1.20 or newer for publishing.

	Added optional RequestSeal.Replay.AshOnetime for independently committed durable nonce claims, deadline propagation, and ash_onetime-managed retention and cleanup. It is the recommended durable store; Replay.Postgres remains available.

	Added RequestSeal.AshHooks.Http for final-byte RFC 9421 signing through ash_hooks' bounded transport, and RequestSeal.AshHooks.verify_signature/4 for Provider delegation. Added executable webhook and durable replay examples.

	Optional ash_onetime ~> 1.5 and ash_hooks ~> 2.0 run on the latest Elixir lane; Elixir 1.18/1.19 omit them. Raised the Ash dependency floor to 3.34.3.

	Req and Finch accept the same defaulted signing specs as RequestSeal.sign/4, with fresh nonces per attempt and unchanged full-spec wire bytes.

	Plug verification accepts zero-arity policy functions and policy MFAs, validates their results per request, and contains callback failures.

	Req and Finch reject the :nonce option; selected nonces regenerate per attempt or invocation.

	Spec signing preserves :unsupported_component and :invalid_request errors and bounds callback faults without hiding internal exceptions.

	Core spec signing defaults metadata and requires a positive integer expiry; negative clocks reject.

	sign/4 documents separate types for explicit-input function signing and spec function or key-handle signing.

	The request builder lowercases scheme/host, omits default ports, and rejects fragments and invalid UTF-8 before URL parsing.

	Added lossless request/response builders and framework-free spec signing shared with the Req and Finch adapters. The quick start uses exact body bytes and an explicit verification policy.

	Custody runners and middle processes now set sensitivity before every operation. JWE handle-binding failures follow the same random-CEK authentication path and complete error as OAEP/GCM failures; direct unwrap rejects empty OAEP plaintext with :decryption_failed. Added recipient-handle guides and startup health checks.

	Added algorithm-bound local RSA-OAEP and RSA-OAEP-256 decryption custody, private PEM/PKCS #8 DER/JWK import, and RequestSeal.Custody.unwrap/3; JWE resolvers accept unwrap handles while retaining random-CEK fallback and identical OAEP/GCM failure errors.

	Added executable installation and integration examples, task-oriented guides, and grouped API documentation. Documentation metadata is retained in hidden HTML comments; the documentation check requires byte-identical tested Elixir examples.

	The TypeScript counterpart and npm package remain deferred; this release targets the Elixir library.

	JOSE protected headers now use compact JSON with top-level members in caller order.

	Feature-adaptive public-key encoding supports Elixir 1.18 or newer on OTP 27 or newer, tested in CI on Elixir/OTP pairs 1.18.4/27, 1.19.5/28, and 1.20.4/29. PKCS #8 v2 (OneAsymmetricKey) containers reject. CI validates all three pairs and optional client floors on the floor toolchain.

	Added fixed-seed parser, signature, and replay properties with 300 runs per property, real cryptography, and caller-provisioned PostgreSQL storm checks.

	Compact and nested JOSE parsing stops at the first excess segment instead of allocating all attacker-supplied segments.

	Discovery rejects trailing non-JSON whitespace according to RFC 8259 Section 2.

	Added reproducible input-ceiling and RSA-OAEP failure-timing measurements; the threat model records the observed distributions.

	Added a package-namespaced extension surface for named application profiles.

	Added explicit directory-assigned discovery key IDs while retaining computed thumbprints for identity, revocation, and removal.

	Added RequestSeal.JOSE.JWS.sign_protected/4 for caller-serialized protected JSON bytes with the same bounds and header rejections as Header.json/1.

	Added explicit Web Bot Auth protocol-00 signing and source-bound verification with nested coverage and whole-envelope replay; deployed-verifier acceptance remains open.

	RequestSeal.Verification inspection no longer shows principal for any profile; access authenticated principals explicitly.

	Plug verification requires the original replay adapter and, after any replay read, full draining with a digest matching the complete captured body. Partial reads, unread-suffix tampering, and replaced adapters reject before key resolution. The configured RequestSeal body reader records invocation; custom readers that bypass both it and the adapter remain a documented caller-configuration boundary.

	Invalid replay lengths return bounded errors without rewinding. Malformed response callback state produces an empty unsigned failure; absent callback state remains supported. Parameterized set-cookie coverage also rejects pending cookies.

	Plug verification permits unread raw bodies after pass-through parsing, including requests without a content type. Trusted IPv6 ranges containing IPv4-mapped addresses also match native IPv4 peers; unrelated transition forms do not acquire IPv4 trust.

	Plug Capture omits connection headers on HTTP/2 rejects. Retained-body replay runs at the adapter for multipart and default readers, honors read lengths, and checks a handed-out byte digest before verification. Wrapper readers must preserve returned bytes.

	Plug response signing runs after registered callbacks and rejects covered set-cookie fields when response cookies await Plug's later merge, including cookies added by session callbacks. Explicit final cookie headers remain signable.

	Plug verification rejects required or covered @request-target, @target-uri, and @query with :unsupported_component when exact transport evidence is unavailable. Response signing refuses the same related-request components; path, method, authority, fields, and content coverage remain usable.

	Added optional Plug/Phoenix request capture, explicit trusted-origin reconstruction, private verification results, parser body replay, and final-response signing bound to the captured request.

	Added bounded compact JWS/JWE and one-level nesting with pinned algorithms, protected bytes, sensitive results, published RFC/Wycheproof vectors, real entropy failure, and reciprocal Node WebCrypto/OpenSSL checks.

	Req signing rejects transport overrides outside an explicit option allowlist; allowed cross-origin redirects strip standard and caller-declared credential headers. Verified responses use bounded collection and verification before retry or redirect, including intermediate responses. Function signers share custody deadlines and cancellation.

	Local custody now keeps key material in sensitive per-handle holder processes with random 32-byte tokens and constant-time token checks; holders live until creator exit or explicit RequestSeal.Custody.Local.release/1, so long-lived owners must release unused handles or reuse handles created at startup.

	Added explicit Ash actor/tenant/context bindings, authorization-enabled scopes, and real ETS policy denial and tenant-isolation checks.

	Added optional Req/Finch adapters with final-attempt signing, fresh retry/redirect parameters, explicit origin policy, exact response association, and bounded verified streaming delivery.

	Added RFC public-key thumbprints and explicit HTTPS directory/JWKS/CIMD discovery with signed possession proofs, address and byte limits, cancellation, and a caller-started cache for freshness, rotation, removal, and revocation.

	Discovery cache freshness honors Cache-Control before Expires with Date/Age accounting; fallback freshness defaults to 300 seconds and negative entries are capped at 300 seconds. CIMD failures are not cached, expired snapshots are not served after refresh failure, and 5xx status failures are retryable while 4xx failures are not.

	Added post-validation nonce replay commitments, bounded deadlines and retention, atomic caller-owned ETS and optional Postgrex stores, and real concurrency checks.

	verify/3 intentionally fails closed with :duplicate_label for repeated labels within or across Signature-Input or Signature field occurrences, per RFC 9421 Section 3.2.

	Signing and single-label/quorum verification reject repeated parameter names in either signature dictionary with :duplicate_parameter.

	Key resolvers accept an optional :identity member carrying trusted RequestSeal.KeyIdentity for quorum key-equivalence counting; identities remain internal and establish no principal attribution.

	Added explicit RFC 9421 quorum verification, trusted key/principal/role counting, nested bindings, and Accept-Signature challenge negotiation.

	Quorum results use a plural label-keyed signatures map for assigned signatures; satisfied includes optional slots, and negotiation can be fulfilled by a verified eligible label outside the counted assignment.

	Quorum assignment maximizes distinct units before filled slots, enforces unique labels and merged identity classes, and searches binding alternatives under a 131,072-node budget. New identity-bridging evidence can reduce an otherwise feasible count; budget exhaustion succeeds only with a policy-satisfying assignment.

	Quorum verification rejects required replay before callbacks and stores run. Slot policies accept retained-body Content-Digest checks, rejecting representation digests and caller-fed digest state.

	Added opaque caller-owned key handles, local OTP/private PEM/JWK custody, trusted symmetric equivalence, monitored deadlines and cancellation, and verified non-exporting OpenSSH agent signing.

	Added explicit generic RFC 9421 policy, single-label layered verification, caller-owned signing functions, bounded safe errors, and published signed-message checks.

	Added six HTTP signature primitives, explicit JWS algorithm selection, public key formats and binding, published vectors, and reciprocal OpenSSL checks.

	Added RFC 9530 content/representation digests, bounded incremental SHA-256/SHA-512 hashing, explicit trailer checks, and digest preference fields.

	Added RFC 9421 signature-base construction with all derived components, ordered field parameters, bounded safe errors, and independent Sections 2, 4.3 and Appendix B vectors.

	Added bounded RFC 8941/9651 Structured Fields parsing, canonical serialization, explicit field type schemas, and ordered Message occurrence processing with independent HTTP WG vectors.

	Digest check/3 and check_stream/3 reject repeated supported checksum algorithms with :conflicting_digest, including identical checksums.

	Streaming init/3 accepts an explicit max_bytes above 16 MiB; retained-body compute/3 and check/3 keep that hard limit.

	Digest preferences/3 rejects sections other than :headers and :trailers.

	Added lossless HTTP message constructors and validators for raw ordered fields, request-target forms, response linkage, explicit trailers, caller-owned body availability, and declared transport facts, with bounded errors and redacted inspection.

	Added executable API documentation, published RFC inputs, and a captured HTTP exchange for message preservation and rejection tests.

	Established the local Elixir library scaffold and exact development toolchain.

	Defined HTTP signature and Web Bot Auth scope, architecture decisions, public technical explanations, and interoperability principles.

	Added official-Livebook execution tooling and a published RFC signature learning notebook.




  

    LICENSE


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all other
      commercial damages or losses), even if such Contributor has been
      advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   Copyright 2026 BaseLabs

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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RequestSeal
Copyright 2026 BaseLabs

The library is licensed under Apache License 2.0 (see LICENSE).

The signature base, signature and public key in livebooks/rfc-ed25519.livemd
are extracted from RFC 9421, Appendix B. Signature-base vectors in
test/fixtures/signature_base/rfc9421.json and test/signature_base_test.exs
and signed-message fields in test/fixtures/verification/rfc9421.json
derive from RFC 9421 Sections 2, 4.3 and Appendix B (retrieved October 7, 2026).
Signed-message and nested-signature fields in
test/fixtures/multi_signature/rfc9421.json derive from Sections 2.4 and 4.3 and Appendix B.
Its accept_signature field, exercised in test/accept_signature_test.exs,
is the Accept-Signature example from Section 5.1, not a signature-base vector.
Source: https://www.rfc-editor.org/rfc/rfc9421.txt
Source SHA-256: 612655786bf4293bfc486e4177571467fbb3de6e6f0eea90cb74c346a34fdf3c
RFC 8792 presentation wraps are removed; LF separates base lines with no final LF. Request-target and repeated-field
examples in test/message_test.exs derive from RFC 9421 Sections 2.1, 2.2.5, and 2.2.7. The HTTP capture fixtures record a real exchange with the
HTTP Working Group public RFC source; capture.json records their provenance.
Copyright (c) 2024 IETF Trust and the persons identified as the document authors.
All rights reserved.

Digest inputs and expected checksums in test/digest_test.exs are extracted
from RFC 9530, Appendices A, B, C, and D. The IETF copyright notice,
license conditions, and disclaimer above and below apply to these excerpts.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
   this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice,
   this list of conditions and the following disclaimer in the documentation
   and/or other materials provided with the distribution.
3. Neither the name of Internet Society, IETF or IETF Trust, nor the names
   of specific contributors, may be used to endorse or promote products
   derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Structured Fields vectors in test/fixtures/structured_fields/ are vendored
unchanged from https://github.com/httpwg/structured-field-tests at commit
00462dd7938b43bf596cb2af6a373d9c928a6cbe (retrieved October 7, 2026).
Source URL: https://github.com/httpwg/structured-field-tests/tree/00462dd7938b43bf596cb2af6a373d9c928a6cbe
The root JSON files and serialisation-tests/ JSON files retain their upstream
bytes. The upstream LICENSE.md is retained verbatim as
test/fixtures/structured_fields/LICENSE. License: BSD-3-Clause.
Copyright (c) 2018- IETF Trust and the persons identified as authors of the code.
All rights reserved. The full applicable license and disclaimer follow.

Copyright (c) 2018- IETF Trust and the persons identified as authors of the code. All rights
reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
  and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
  and the following disclaimer in the documentation and/or other materials provided with the
  distribution.

* Neither the name of Internet Society, IETF or IETF Trust, nor the names of specific contributors,
  may be used to endorse or promote products derived from this software without specific prior
  written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Cryptographic test vectors in test/fixtures/crypto/ are extracted from public
RFC 9421 (Sections 4.3 and Appendix B), RFC 8032 (Section 7.1), and
RFC 6979 Appendix A.2.6, retrieved October 7, 2026 from rfc-editor.org.
The RFC 6979 Appendix A.2.5 P-256 public key is embedded in test/crypto_test.exs.
RFC 9421 continuations use RFC 8792 unwrapping; JSON stores the published component bytes.
The fixture SHA256SUMS file identifies every extracted artifact. Keys and secrets
are published test material and MUST NOT be used outside tests. These IETF Code
Components use the Revised BSD license reproduced above.
Copyright (c) 2013, 2017, 2024 IETF Trust and the persons identified as the document
authors. All rights reserved. Source URLs:
https://www.rfc-editor.org/rfc/rfc9421.txt
https://www.rfc-editor.org/rfc/rfc8032.txt
https://www.rfc-editor.org/rfc/rfc6979.txt

The published OneAsymmetricKey example in
test/fixtures/crypto/rfc8410_10_3_oneasymmetrickey.pem is extracted from
RFC 8410 Section 10.3, retrieved October 8, 2026. Presentation indentation is
removed; the PEM lines retain the published bytes. Its checksum is recorded
in test/fixtures/crypto/SHA256SUMS. This is published test material, never an
operational credential. The Revised BSD license and disclaimer above apply.
Copyright (c) 2018 IETF Trust and the persons identified as the document
authors. All rights reserved.
Source: https://www.rfc-editor.org/rfc/rfc8410.txt

Private JWK test vectors in test/fixtures/custody/ are extracted from RFC 7517
Appendix A.2 and RFC 8037 Appendix A.1, retrieved October 7, 2026. Line breaks
inside RFC 7517 component strings are removed as specified by the source. The
fixture SHA256SUMS identifies both extracted artifacts. These are published test
keys, never operational credentials, and use the Revised BSD license above.
Copyright (c) 2015, 2017 IETF Trust and the persons identified as the document
authors. All rights reserved. Source URLs:
https://www.rfc-editor.org/rfc/rfc7517.txt
https://www.rfc-editor.org/rfc/rfc8037.txt

Thumbprint expectations in test/discovery_test.exs derive from RFC 7638
Section 3.1 and RFC 8037 Appendix A.3. The Ed25519 public x in Web Bot Auth
protocol-00 Section 5.5.1 has a locally recomputed thumbprint; the draft's
printed kid is not used as an expected value. Retrieved October 7, 2026.
The IETF Code Component license and disclaimer above apply.
https://www.rfc-editor.org/rfc/rfc7638.txt
https://www.ietf.org/archive/id/draft-ietf-webbotauth-httpsig-protocol-00.txt

JOSE vectors in test/fixtures/jose/rfc7515.json and rfc7516.json are
extracted from RFC 7515 Appendix A and RFC 7516 Appendix A.1.
The numbered cookbook JSON files are vendored unchanged from the IETF JOSE
cookbook, the companion vector repository for RFC 7520. Retrieved October 8, 2026.
RFC sources: https://www.rfc-editor.org/rfc/rfc7515.txt
https://www.rfc-editor.org/rfc/rfc7516.txt
https://www.rfc-editor.org/rfc/rfc7520.txt
Cookbook source: https://github.com/ietf-jose/cookbook/tree/13692b68bfc18b99557a5b1ed311fd5077bfff04
The pinned cookbook repository is released under the Unlicense (public domain):
https://github.com/ietf-jose/cookbook/blob/13692b68bfc18b99557a5b1ed311fd5077bfff04/LICENSE
The same cookbook vectors also appear in RFC 7520 under BCP 78 and the IETF
Trust's Legal Provisions Relating to IETF Documents. Copyright (c) 2015 IETF
Trust and the persons identified as the document authors. All rights reserved.
The extracted RFC Code Components retain the IETF license text and disclaimer
reproduced above. These published test keys are never operational credentials.
SHA256SUMS identifies the vendored and extracted bytes.

Wycheproof rsa_oaep_2048_sha256_mgf1sha256_test.json and aes_gcm_test.json
are vendored unchanged from https://github.com/C2SP/wycheproof/tree/12fd3aaf33eb5fa1f52e026912ee00c054f9d984
Retrieved October 8, 2026. The Wycheproof project supplies these public vectors.
Licensed under Apache License 2.0; the unchanged upstream license is retained
in test/fixtures/jose/WYCHEPROOF-LICENSE.

Web Bot Auth fixtures in test/fixtures/web_bot_auth/protocol-00.json are extracted
from draft-ietf-webbotauth-httpsig-protocol-00 Appendix E, retrieved October 8, 2026.
Source: https://www.ietf.org/archive/id/draft-ietf-webbotauth-httpsig-protocol-00.txt
Source SHA-256: 3021fd94cdffdb2eb030dec68b1a5c968f2348502dd94c481e2085ec7ddd90a0
Copyright (c) 2026 IETF Trust and the document authors. The Revised BSD license
and disclaimer reproduced above apply to these Code Components.

The unchanged web_bot_auth_architecture_v2.json fixture and upstream LICENSE in
that directory come from https://github.com/cloudflare/web-bot-auth at commit
6a8ece9bd2a64d83fc7bf3d7f9fd7886900a7355 (Apache License 2.0).
requests.json contains output produced with its npm package web-bot-auth@0.2.0;
directory.json contains OpenSSL output over an independently derived draft base.
PROVENANCE.md records package integrity, generation script, date, and sources.
SHA256SUMS pins every artifact. No upstream implementation code is a dependency.
All signing keys are published RFC 9421 test material, never operational keys.



  

    RequestSeal

RequestSeal signs and verifies HTTP requests and responses in Elixir with RFC 9421 HTTP Message Signatures, including Web Bot Auth for AI agents and crawlers.
Integrations support Req, Finch, and Ash; Phoenix uses the Plug integration; JOSE supports JWS signing and JWE encryption.
Use it to:
	Verify signed webhooks and service-to-service calls.
	Sign outgoing API requests.
	Identify and verify AI agents and crawlers with Web Bot Auth.
	Turn a verified caller into an Ash actor and tenant.
	Protect against replayed requests.

What RequestSeal does not do
	Decide access. A verification result states facts about a signature; your application, or Ash policies, decide what the caller may do.
	Choose trust for you. Every policy names its algorithms, keys, covered components, freshness, body integrity, and replay rules. Keys come from your resolver or from discovery sources you configure; a key ID or URL in a request never selects one by itself.
	Run in the background. Loading the library starts no process, pool, store, or network fetch. You start and supervise key holders, replay stores, discovery caches, and HTTP pools.
	Validate JWT claims. The JOSE modules handle compact JWS and JWE envelopes only.

Installation
Add this entry to your mix.exs dependency list, then run mix deps.get:
{:request_seal, "~> 0.5.2"}
Install RequestSeal 0.5.1 from Hex. Commit your application's mix.lock for reproducible builds.
Add optional dependencies for the integrations you use. The table is a reference; the complete webhook dependency list follows.
	Dependency	Requirement	Use
	:plug	~> 1.20.3	Plug pipelines, also used by Phoenix
	:bandit	~> 1.13.1	To run the example receiver
	:phoenix	~> 1.8.15	Only for the Phoenix controller example
	:req	~> 0.7.4	Req signing and response verification; also add Finch
	:finch	>= 0.23.0 and < 0.25.0	Finch transport and caller-started pools
	:ash	>= 3.34.3 and < 4.0.0	Ash scope protocol and authorization-enabled actions
	:ash_onetime	~> 1.5	Recommended durable replay; Elixir 1.20+
	:ash_hooks	~> 2.0	Webhook signing and verification; Elixir 1.20+
	:postgrex	~> 0.22.4	PostgreSQL replay storage using your existing connection

For both HTTP scripts below, paste this complete list into your deps/0 function. Jason decodes the webhook JSON:
[
  {:request_seal, "~> 0.5.2"},
  {:req, "~> 0.7.4"},
  {:finch, ">= 0.23.0 and < 0.25.0"},
  {:plug, "~> 1.20.3"},
  {:bandit, "~> 1.13.1"},
  {:jason, "~> 1.0"}
]
Concepts in one minute
	Key handle: an opaque reference to a key held by a custodian, such as a local holder process or an SSH agent. Private key bytes stay with the custodian.
	Message: the request or response, including its exact body and ordered headers.
	Signing spec: the label, algorithm, coverage, and lifetime of a signature.
	Covered components: the ("@method" ...) list is RFC 9421's syntax for which parts of the request are signed.
	Policy: the verifier's explicit choices about keys, coverage, freshness, body integrity, and replay.
	Verification result: the facts established by those checks; your application decides access.

Hello world
Sign a request and verify it. Run this in iex -S mix in a project that has RequestSeal installed:
{_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
components = ~s[("@method" "@scheme" "@authority" "@path")]
{:ok, message} = RequestSeal.Message.request("GET", "https://example.com/", [], nil)
spec = %{label: "sig", algorithm: "ed25519", components: components, expires_in: 60}
{:ok, signed} = RequestSeal.sign(message, spec, handle)
resolve = fn _ -> {:ok, %{algorithm: "ed25519", key: key}} end
clock = fn -> System.system_time(:second) end

{:ok, policy} =
  RequestSeal.Policy.new(%{
    algorithms: ["ed25519"],
    components: components,
    key_resolver: resolve,
    freshness: %{clock: clock, max_age: 60, skew: 5, require_expires: true},
    content: :not_required,
    replay: :not_required
  })

{:ok, verification} = RequestSeal.verify(signed, policy, label: "sig")
IO.inspect(verification.signature.crypto)
Expected output:
:valid
The examples cover @scheme as well as @authority: default HTTP port 80 and
HTTPS port 443 are omitted from the authority, so authority alone does not bind
the scheme. See coverage choices.
Send and receive a signed webhook
Save this entire script as webhook.exs in a fresh mix new project with the dependencies above, run mix deps.get, then mix run webhook.exs. It starts a receiver on an available local port, sends a signed request, and checks unsigned rejection.
In a real deployment, the receiver gets the sender's public key out of band or from a trusted JWKS URL or key directory; see key discovery.
defmodule WebhookReceiver do
  use Plug.Router

  # Capture keeps the signed body bytes before Parsers consumes them.
  plug(RequestSeal.Plug.Capture,
    origin: :connection,
    max_body_bytes: 1_048_576,
    read_timeout: 5_000
  )

  plug(Plug.Parsers,
    parsers: [:json],
    pass: ["*/*"],
    json_decoder: Jason,
    body_reader: {RequestSeal.Plug.Capture, :read_body, []}
  )

  plug(RequestSeal.Plug.Verify,
    policy: {Application, :fetch_env!, [:webhook_demo, :signature_policy]},
    label: "sig",
    on_reject: {:halt, 401}
  )

  plug(:match)
  plug(:dispatch)

  post "/webhooks" do
    {:ok, verified} = RequestSeal.Plug.verification(conn)
    send_resp(conn, 200, "#{verified.signature.crypto}: #{conn.body_params["event"]}")
  end

  match _ do
    send_resp(conn, 404, "not found")
  end
end

# The sender owns the private key; the receiver gets only its public key.
{_public, webhook_seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, webhook_handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, webhook_seed})
{:ok, webhook_key} = RequestSeal.Custody.public_key(webhook_handle)
webhook_components = ~s[("@method" "@scheme" "@authority" "@path" "content-digest")]

{:ok, webhook_policy} =
  RequestSeal.Policy.new(%{
    algorithms: ["ed25519"],
    components: webhook_components,
    key_resolver: fn
      %{keyid: "sender-key"} -> {:ok, %{algorithm: "ed25519", key: webhook_key}}
      _ -> :error
    end,
    freshness: %{
      clock: fn -> System.system_time(:second) end,
      max_age: 60,
      skew: 5,
      require_expires: true
    },
    content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
    replay: :not_required
  })

webhook_signing = %{
  label: "sig",
  algorithm: "ed25519",
  components: webhook_components,
  expires_in: 60,
  keyid: "sender-key",
  digest: ["sha-256"]
}

Application.put_env(:webhook_demo, :signature_policy, webhook_policy)
{:ok, webhook_apps} = Application.ensure_all_started(:req)
{:ok, webhook_pool} = Finch.start_link(name: WebhookFinch)

{:ok, receiver} =
  Bandit.start_link(
    plug: WebhookReceiver,
    ip: {127, 0, 0, 1},
    port: 0,
    http_options: [compress: false]
  )

{:ok, {_, port}} = ThousandIsland.listener_info(receiver)

try do
  request =
    Req.new(
      url: "http://127.0.0.1:#{port}/webhooks",
      method: :post,
      json: %{"event" => "created"},
      finch: [name: WebhookFinch],
      retry: false
    )

  # verify: :none skips response verification; the receiver verifies this request.
  {:ok, request} =
    RequestSeal.Req.attach(request, sign: webhook_signing, signer: webhook_handle, verify: :none)

  {:ok, response} = Req.request(request)
  # {200, "valid: created"}
  IO.inspect({response.status, response.body})

  unsigned =
    Req.post!("http://127.0.0.1:#{port}/webhooks", json: %{"event" => "created"}, retry: false)

  # 401
  IO.inspect(unsigned.status)

  unless response.status == 200 and response.body == "valid: created" and unsigned.status == 401,
    do: raise("webhook verification failed")
after
  Supervisor.stop(receiver)
  Application.delete_env(:webhook_demo, :signature_policy)
  Supervisor.stop(webhook_pool)
  RequestSeal.Custody.Local.release(webhook_handle)
  Enum.each(Enum.reverse(webhook_apps), &Application.stop/1)
end
Expected output (Bandit may first log one [info] Running WebhookReceiver ... line; when run inside an existing VM, cleanup may log [notice] Application ... exited: :stopped for each application this script started):
{200, "valid: created"}
401
verify: :none leaves the response unverified; the receiver verifies the request. Req and Finch covers signed responses and retries. Supervise and reuse keys and pools in your application.
Sign outgoing requests with Req
Save as req.exs and run mix run req.exs with the dependency list above.
The webhook example shows how a receiver verifies a signed request.
Configure :my_app, :outgoing_url with the URL of a receiver you own. mix new
does not create a config file, so add config/config.exs containing
import Config and config :my_app, :outgoing_url, "https://your-receiver.example/".
Start that receiver first; the expected status below assumes it returns 200.
The example sends an actual HTTP request to your configured URL.
{_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, apps} = Application.ensure_all_started(:req)
{:ok, pool} = Finch.start_link(name: OutgoingFinch)
try do
  request = Req.new(url: Application.fetch_env!(:my_app, :outgoing_url), finch: [name: OutgoingFinch], retry: false)
  spec = %{label: "sig", algorithm: "ed25519", components: ~s[("@method" "@scheme" "@authority" "@path")], expires_in: 60}
  # verify: :none skips verification of this unsigned response.
  {:ok, request} = RequestSeal.Req.attach(request, sign: spec, signer: handle, verify: :none)
  {:ok, response} = Req.request(request)
  IO.inspect(response.status)
after
  Supervisor.stop(pool)
  RequestSeal.Custody.Local.release(handle)
  Enum.each(Enum.reverse(apps), &Application.stop/1)
end
Expected output (cleanup inside an existing VM may also log application-stop notices):
200
In Phoenix
Phoenix uses the same Plug integration. The code below uses webhook_policy from the webhook example to configure the policy at startup. In your app, construct it with your trusted sender's public key. The request-time function form reads the current policy on each request. Add the shown plugs and route to your existing endpoint and router; Capture must precede the endpoint's Plug.Parsers.
Application.put_env(:my_app, :http_signature_policy, webhook_policy)

defmodule MyAppWeb.SignedWebhookPipeline do
  use Plug.Builder

  def signature_policy, do: Application.fetch_env!(:my_app, :http_signature_policy)

  plug(RequestSeal.Plug.Capture,
    origin: :connection,
    max_body_bytes: 1_048_576,
    read_timeout: 5_000
  )

  plug(Plug.Parsers,
    parsers: [:json],
    pass: ["*/*"],
    json_decoder: Jason,
    body_reader: {RequestSeal.Plug.Capture, :read_body, []}
  )

  plug(RequestSeal.Plug.Verify,
    policy: &__MODULE__.signature_policy/0,
    label: "sig",
    on_reject: {:halt, 401}
  )
end

defmodule MyAppWeb.WebhookController do
  use Phoenix.Controller, formats: [:json]

  def create(conn, params) do
    {:ok, verified} = RequestSeal.Plug.verification(conn)
    json(conn, %{signature_label: verified.label, event: params["event"]})
  end
end

defmodule MyAppWeb.Router do
  use Phoenix.Router

  scope "/", MyAppWeb do
    post("/webhooks", WebhookController, :create)
  end
end

defmodule MyAppWeb.Endpoint do
  use Phoenix.Endpoint, otp_app: :my_app

  plug(MyAppWeb.SignedWebhookPipeline)

  plug(Plug.Parsers,
    parsers: [:urlencoded, :multipart, :json],
    pass: ["*/*"],
    json_decoder: Jason
  )

  plug(MyAppWeb.Router)
end
The module definitions print no output. A valid POST /webhooks with {"event":"created"} returns status 200 and JSON {"event":"created","signature_label":"sig"}; an unsigned request returns 401 with an empty body.
Phoenix and Plug covers trusted proxies and response signing. Signing and verifying explains core results, errors, and exact wire control.
More examples
Web Bot Auth
Uses message, key, and handle from Hello world. Web Bot Auth identifies signed requests from agents and crawlers. Sign with protocol-00:
{:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
signer = fn "ed25519", bytes -> RequestSeal.Custody.sign(handle, bytes) end
now = System.system_time(:second)

{:ok, agent_request} =
  RequestSeal.WebBotAuth.sign(
    message,
    %{
      label: "agent",
      agent: %{location: "https://agent.example", type: :directory},
      key: key,
      algorithm: "ed25519",
      created: now,
      expires: now + 60,
      nonce: Base.url_encode64(:crypto.strong_rand_bytes(32), padding: false)
    },
    signer
  )

IO.puts("signed agent request")
Expected output:
signed agent request
Verify against the public key's thumbprint, a hash identifying that key. This held-key policy trusts the key without attributing ownership of agent.example:
{:ok, agent_policy} =
  RequestSeal.WebBotAuth.Policy.new(%{
    algorithms: ["ed25519"],
    agents: fn _ -> :error end,
    cache: nil,
    unresolved:
      {:held_keys,
       fn
         %{keyid: ^thumbprint} -> {:ok, %{algorithm: "ed25519", key: key}}
         _ -> :error
       end},
    freshness: %{clock: fn -> System.system_time(:second) end, max_age: 60, skew: 5},
    content: :not_required,
    replay: :not_required
  })

{:ok, envelope} = RequestSeal.WebBotAuth.verify(agent_request, agent_policy)
verification = envelope.signatures["agent"]
IO.inspect(verification.signature.crypto)
Expected output:
:valid
To authenticate an agent URL, resolve it through a source you trust. Web Bot Auth shows discovery, nested signatures, and draft-specific errors.
Ash
Uses verification and thumbprint from Web Bot Auth above. That result identifies the held key. Map that principal to an actor and tenant, then read your AshApp.Document resource. This example assumes the resource has attribute-based multitenancy and a read policy for %{role: :reader}; the Ash guide includes the resource definition.
{:ok, scope} =
  RequestSeal.Ash.scope(verification, %{
    actor: fn
      %{kind: :key, thumbprint: ^thumbprint} -> {:ok, %{role: :reader}}
      _ -> :error
    end,
    tenant: {:value, "demo"},
    unattributed: :reject
  })

documents = Ash.read!(AshApp.Document, scope: scope, authorize?: true)
IO.inspect(scope.tenant)
Expected output:
"demo"
Your mapping chooses the actor and tenant; Ash policies decide access. Generic RFC 9421 verification does not attribute an identity. Choose unattributed: :anonymous explicitly for anonymous access, or reject it.
Replay protection
Uses signed and policy from Hello world. Accept that request only once. If its 60-second validity window has elapsed, rerun that example's signing step. The Hello world policy checks the signature and freshness; it does not require body integrity. This policy also claims its nonce, the random value identifying the request:
{:ok, replay_pid} = RequestSeal.Replay.ETS.start_link(max_entries: 10_000)

replay = %{
  identifier: :nonce,
  namespace: "demo-api",
  commitment: fn facts -> {:ok, facts.identifier} end,
  store: RequestSeal.Replay.ETS.store(replay_pid),
  timeout: 5_000
}

{:ok, replay_policy} = RequestSeal.Policy.new(%{Map.from_struct(policy) | replay: replay})
{:ok, accepted} = RequestSeal.verify(signed, replay_policy, label: "sig")
IO.inspect(accepted.signature.crypto)
Expected output:
:valid
A second verification rejects the same nonce:
{:error, replay_error} = RequestSeal.verify(signed, replay_policy, label: "sig")
IO.inspect(replay_error.reason)
Expected output:
:replayed
Here one trusted key uses one namespace. Define your own commitment for your trust and tenant boundaries. ETS is local and loses claims when its owner stops; supervise the store in your application. Replay protection covers retention, sweeping, and durable storage with ash_onetime or PostgreSQL.
What's included
From 0.5.0, RequestSeal.Telemetry defines the versioned :telemetry contract — verification outcomes, replay claims, and custody signing results as low-cardinality reason/layer events with durations; see the errors guide for the event list and safe logging.
	Capability	Module	Standard
	HTTP request/response signatures and quorum	RequestSeal, RequestSeal.Quorum	RFC 9421
	Signature negotiation with Accept-Signature	RequestSeal.AcceptSignature	RFC 9421 Section 5
	Structured HTTP fields	RequestSeal.StructuredFields	RFC 9651, with explicit RFC 8941 schemas where required
	Content and representation digests	RequestSeal.Digest	RFC 9530
	Compact JWS/JWE and one JWS inside one JWE	RequestSeal.JOSE	RFC 7515, 7516, 7518
	Public keys and SHA-256 JWK thumbprints	RequestSeal.PublicKey	RFC 7638, 8037
	Web Bot Auth signing and verification	RequestSeal.WebBotAuth	Web Bot Auth protocol-00 draft
	Bounded HTTPS key discovery: JWKS, key directories, CIMD	RequestSeal.Discovery	RFC 7517, Web Bot Auth protocol-00, CIMD-02

HTTP signature algorithms (RequestSeal.Crypto.algorithms/0): ed25519, ecdsa-p256-sha256, ecdsa-p384-sha384, rsa-pss-sha512, rsa-v1_5-sha256, and hmac-sha256. HTTP signatures can also use the JWS algorithms RS256, PS256, PS384, PS512, HS256, ES256, ES384, and EdDSA by explicit {:jws, name} selection.
Integrations
	Integration	Optional dependency	Entry module	What it does
	Plug (including Phoenix)	:plug	RequestSeal.Plug	Capture request bytes, verify before controllers, sign final responses
	Req	:req, :finch	RequestSeal.Req	Sign each finalized attempt and verify responses before decoding or delivery
	Finch	:finch	RequestSeal.Finch	Sign requests and verify responses against the exact sent request
	Ash	:ash	RequestSeal.Ash	Map verified facts to actors, tenants, and scopes with authorization enabled
	ash_onetime	:ash_onetime	RequestSeal.Replay.AshOnetime	Recommended durable atomic replay with caller-owned Postgres
	ash_hooks	:ash_hooks	RequestSeal.AshHooks.Http, RequestSeal.AshHooks	Sign deliveries and verify ingress; ash_hooks owns transport and ledger
	PostgreSQL replay	:postgrex	RequestSeal.Replay.Postgres	Atomically claim nonces using your connection and table

Compatibility
Elixir 1.18 or newer on OTP 27 or newer. CI tests 1.18.4/27, 1.19.5/28, and 1.20.4/29. The optional ash_onetime and ash_hooks integrations require Elixir 1.20; floor and mid toolchains omit those dependencies and tests. The latest CI lane executes them. Development instructions work on macOS and Linux; Windows developers use WSL2.
Security model
A valid signature proves which key signed which covered bytes; a trusted association establishes who holds that key. Your application still decides what that signer may do. Read the threat model for the trust boundaries and SECURITY.md to report a vulnerability.
Conformance corpus
RequestSeal's tests run an independently sourced conformance corpus of published vectors and cases, kept in corpus/. GitHub releases attach it as corpus.tar.gz with corpus.sha256; the latest corpus release is v0.4.0. The TypeScript implementation, @request-seal/core on npm (baselabs/request-seal-typescript), runs the same corpus.
Documentation
Guides
	Sign and verify without a framework, including verification results and quorum
	Req and Finch
	Phoenix and Plug
	Web Bot Auth
	Ash actors, tenants, and authorization
	Webhooks with ash_hooks
	Replay protection
	Key discovery
	JOSE: JWS and JWE
	Key custody
	Rotate signing keys
	Diagnose and handle errors
	Test your integration
	Livebooks: executable notebooks for the core flow, a published RFC vector, Plug, Web Bot Auth, and JOSE

API reference: HexDocs. Release notes: CHANGELOG.
Contributing
	Develop RequestSeal and testing
	Architecture, threat model, glossary, and standards

See CONTRIBUTING.md for contributor checks.
License
Apache-2.0. RFC code components use BSD-3-Clause under NOTICE; external vectors retain their attribution there.


  

    Sign and verify HTTP messages

What you will build: A signed request, an explicit verification policy, and a quorum that requires your sender's signature. Prerequisite: RequestSeal installed; no framework or network is needed. These examples use locally generated keys and RFC 9421 with RFC 9530 body integrity.
1. Generate an example key
RFC 9421 Section 2.2.3
lowercases the authority host and omits default ports (HTTP 80 and HTTPS 443).
Covering @authority without @scheme or @target-uri can accept the same
signature across http://example.com, http://example.com:80,
https://example.com, and https://example.com:443 when other covered values
match. Cover @scheme (or @target-uri) whenever scheme matters; the examples
below cover @scheme.
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
{:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
signer = fn "ed25519", bytes -> RequestSeal.Custody.sign(handle, bytes) end
Reuse the handle in a long-lived owner in your application; see key custody. Trust the public key through configuration, not a message-supplied key ID.
2. Build the request
{:ok, message} =
  RequestSeal.Message.request(
    "POST",
    "https://api.example.com/webhooks",
    [],
    ~s({"event":"created"}),
    digest: ["sha-256"]
  )
The builder preserves header order, repeats, case, nondefault ports, percent escapes,
and query bytes. It lowercases scheme and host and omits HTTP port 80 and HTTPS port 443, matching Req and Finch. nil and "" both retain empty content. Its optional digest:
adds Content-Digest over those exact bytes. Transport declarations remain unknown
and trailers unavailable; it does not establish a connection. Invalid values
return RequestSeal.Message.Error through the same validation as Message.new/1.
Bodies use Body.new/1's 1 MiB retention limit. Existing digest headers reject
when generating a digest; omit digest: to preserve them.
For a response, retain its exact body and optionally link the request:
{:ok, response} =
  RequestSeal.Message.response(200, [{"content-type", "text/plain"}], "accepted",
    request: message,
    digest: ["sha-256"]
  )
The linked request supplies components selected with req; no request is inferred.
3. Choose acceptance rules
{:ok, policy} =
  RequestSeal.Policy.new(%{
    algorithms: ["ed25519"],
    components: ~s[("@method" "@scheme" "@authority" "@path" "content-digest")],
    key_resolver: fn
      %{keyid: "demo-key"} -> {:ok, %{algorithm: "ed25519", key: key}}
      _ -> :error
    end,
    freshness: %{
      clock: fn -> System.system_time(:second) end,
      max_age: 60,
      skew: 5,
      require_expires: true
    },
    content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
    replay: :not_required
  })
All six choices are required: algorithms, components, key resolver, freshness, content, and replay. algorithms: takes tokens from RequestSeal.Crypto.algorithms/0 ("ed25519", "ecdsa-p256-sha256", "ecdsa-p384-sha384", "rsa-pss-sha512", "rsa-v1_5-sha256", "hmac-sha256") or an explicit {:jws, name} selection. RequestSeal.Policy.new/1 documents every option. extra_components: :reject requires exactly your selected coverage; the default allows additional coverage. A representation digest needs an explicitly selected complete representation; a content body does not substitute. For streams, feed Digest.init/3 and update/2 through EOF, then pass digest_state:.
4. Sign and verify
signing = %{
  label: "sig",
  algorithm: "ed25519",
  components: ~s[("@method" "@scheme" "@authority" "@path" "content-digest")],
  expires_in: 60,
  keyid: "demo-key",
  digest: ["sha-256"]
}

{:ok, signed} = RequestSeal.sign(message, signing, handle)
Core signing requires label, algorithm, components, and a positive integer
expires_in. Defaults are created true, nonce random, alg true (false for JWS
algorithm tuples), keyid/tag/digest nil, and field_schemas an empty map.
Pass clock: (an arity-zero function returning integer Unix seconds from 0
through 253,402,300,799) to replace the default system clock. Req and Finch accept
the same defaulted signing spec; see Req and Finch.
The shared pipeline adds or checks Content-Digest
and supplies covered Content-Length only over retained bytes. Existing conflicting
digests reject. It refuses host and trailer components; cover @authority
instead. Responses can cover related-request components.
Spec signing accepts a custody handle or an arity-two signer (algorithm, base).
A handle whose algorithm differs from the spec's algorithm returns
:signer_algorithm_mismatch at :input (from 0.5.0; 0.4.1 returns :invalid_options). Both forms use monitored custody workers; signing_timeout: defaults to 5,000 ms and
accepts 1–300,000 ms. Optional nonce: supplies caller-owned 32-byte entropy
instead of generating it; callers must provide fresh entropy for each signing
attempt. It is ignored when the spec sets nonce: nil; omitting nonce keeps the
default :random, which uses this option. Unknown or duplicate options,
callback faults, malformed results, and reused labels reject with bounded
RequestSeal.Error values.
{:ok, verification} = RequestSeal.verify(signed, policy, label: "sig")
verification.signature.crypto
# => :valid
verification.authorization
# => :not_evaluated
The label selects exactly one signature. Policy still requires all six acceptance
choices; construction and signing do not select verification or authorization rules.
5. Require a signer with a quorum
{:ok, quorum} =
  RequestSeal.Quorum.new(%{
    mode: :all,
    unit: :key,
    unexpected: :reject,
    invalid: :reject,
    slots: [%{id: :sender, label: "sig", required: true, policy: policy}]
  })

{:ok, result} = RequestSeal.verify_quorum(signed, quorum, [])
result.count
# => 1
result.satisfied
# => [:sender]
Choose :all, :any, or {:threshold, n} and count distinct keys, caller-bound principals, or roles. Each assigned signature independently meets its complete policy; coverage is never pooled. Counting bindings establish no identity attribution. Required replay and representation digests reject in quorum policies; required content digests need retained bytes.
Build messages by hand
Use Message.new/1 for other target forms, separate trailers, body availability,
retention bounds, provenance, or transport declarations. This path preserves every
caller-supplied value and runs the same validation as the builders. Compute a
content digest explicitly when needed:
{:ok, body} = RequestSeal.Body.new(%{state: :retained, bytes: ~s({"event":"created"})})
{:ok, digest} = RequestSeal.Digest.compute(body, ["sha-256"])
{:ok, digest_wire} = RequestSeal.Digest.serialize(digest)

{:ok, digest_field} =
  RequestSeal.FieldOccurrence.new(%{
    name: "content-digest",
    value: digest_wire,
    section: :headers
  })
Supply the fields and authoritative origin without inferring them from headers:
{:ok, transport} = RequestSeal.TransportFacts.new(%{})

{:ok, message} =
  RequestSeal.Message.new(%{
    kind: :request,
    method: "POST",
    raw_target: "/webhooks",
    target_form: :origin,
    scheme: "https",
    authority: "api.example.com",
    fields: [digest_field],
    trailers: :unavailable,
    body: body,
    transport: transport
  })
For exact signature metadata, the original sign/4 contract remains available.
It accepts a serialized Inner List or StructuredFields.Value and appends the
signature fields without generating parameters. This example intentionally omits
freshness; the earlier freshness policy would reject it:
{:ok, low_level_signed} =
  RequestSeal.sign(
    message,
    %{
      label: "manual",
      algorithm: "ed25519",
      signature_input:
        ~s[("@method" "@scheme" "@authority" "@path" "content-digest");alg="ed25519";keyid="demo-key"]
    },
    signer,
    field_schemas: %{}
  )
The explicit-input path retains its synchronous function callback contract. It
also accepts a RequestSeal.KeyHandle directly, with signing_timeout from
1–300,000 ms (default 5,000). See key custody for algorithm
binding, bounded errors, and supervised ownership. Use the spec path to generate
parameters.
Read the result
RequestSeal.Verification reports the selected label, profile, covered identifiers, authoritative algorithm, signature parameters, digest checks, freshness checks, and replay receipt. Generic results have principal: :unattributed and authorization: :not_evaluated. A cryptographically valid shared-secret signature also supplies no identity attribution. Do not log parameters or key IDs; default inspection hides them.
RequestSeal.Quorum.Verification.signatures maps assigned labels to those results. qualifying records assigned slots and caller counting bindings; count counts distinct configured units. nonqualifying lists the bounded label, slot, reason, and layer of each ignored label or failed slot attempt; read it to diagnose :quorum_not_met. required lists required slots and satisfied includes assigned optional slots. Negotiation checks the verified eligible pool: a valid Accept-Signature challenge can be fulfilled without being assigned or appearing in the result map. Nested bindings require both inner signature dictionary members; equal-parameter bindings require the same non-nil value. See RequestSeal.AcceptSignature and RequestSeal.Quorum for negotiation and assignment limits. From 0.5.0, verify_quorum/3 accepts a :deadline — an absolute System.monotonic_time(:millisecond) value bounding the assignment search's wall-clock time; on expiry a policy-satisfying best-so-far assignment still succeeds, otherwise the retryable :deadline reason returns, which also surfaces on the [:request_seal, :verify_quorum, :stop] telemetry event.
Errors and next steps
	Reason	Meaning and action
	:invalid_policy	Supply all six valid policy choices.
	:unknown_key	Configure a trusted resolver entry for this key ID.
	:missing_required_component	Require the sender to cover the needed identifier and parameters.
	:invalid_signature	Reject: signed bytes or the selected key differ.
	:digest_mismatch	Reject: body bytes differ from the signed digest.
	:expired	Reject: the expiration is exclusive; check your clocks and validity window.
	:too_old	Reject: created plus max_age has passed; check clocks or max_age.
	:created_in_future	Reject: the sender's clock is ahead by more than skew.
	:missing_created, :missing_expires	The sender must include the parameter your freshness policy requires.
	:unknown_label	No Signature-Input/Signature member has this label.
	:digest_not_covered	The sender must cover the exact digest field your content policy selects.
	:algorithm_not_permitted	The algorithm is outside algorithms:; add it only if you trust it.
	:unexpected_component	Coverage exceeds the policy under extra_components: :reject.
	:label_in_use	Signing would reuse an existing label; choose another.
	:invalid_options	Fix the signing specification or options.
	:signer_failed, :signing_failed	The signer function or the key handle failed; :signing_failed carries a bounded custody error in source, for example :key_not_found.
	:quorum_not_met	The required slots or distinct counting units are not satisfied.

See the public contract for the separate representation, construction, cryptography, profile, trust, integrity, and replay layers. Named application profiles use RequestSeal.Profile in extension packages; this extension surface is unstable, so pin RequestSeal exactly. Extensions must enforce their source-specific rules and trusted attribution; a profile stamp alone is no proof.
Module docs: RequestSeal, RequestSeal.Message, RequestSeal.SignatureBase, RequestSeal.Policy, RequestSeal.Verification, RequestSeal.Quorum, RequestSeal.Quorum.Verification, RequestSeal.Digest, RequestSeal.Profile, RequestSeal.Error. RequestSeal.Error lists every reason by layer, and the errors guide shows how to diagnose them. Testing distinguishes published vectors, local round trips, independent verifiers, and deployed-peer acceptance. Proposed contracts in design pages do not establish implemented capability.


  

    Diagnose and handle errors

What you will build: A signed request and a table of changes to it, each asserted against the exact reason and layer RequestSeal returns, plus logging and retry rules you can apply to every error. Prerequisite: RequestSeal installed; no framework or network is needed.
Read an error
Every failure is a bounded struct with a closed reason atom. No error carries request bytes, key material, key IDs, URLs, or exception text, so you can log the fields below without redaction.
	Struct	Returned by	Fields to use	Retryable
	RequestSeal.Error	sign/4, verify/3, verify_quorum/3, Policy.new/1, Web Bot Auth, Ash scope, negotiation	reason, layer, detail, correlation, source	Only :deadline
	RequestSeal.Adapter.Error	Req, Finch, Plug	reason, adapter, stage, attempt, correlation, source	Never
	RequestSeal.Custody.Error	RequestSeal.Custody, key handles	reason, retryable	:deadline_exceeded, :custodian_unavailable
	RequestSeal.JOSE.Error	JWS, JWE, nested JOSE, key management	reason, layer	:deadline_exceeded
	RequestSeal.Discovery.Error	Discovery fetch and cache	reason, retryable	:connect_failed, :deadline_exceeded, :resolution_failed, :source_unavailable, :cache_overloaded, and :unexpected_status for a 5xx response
	RequestSeal.Replay.Error	RequestSeal.Replay.claim/3	reason	Never; a timeout may already have committed
	RequestSeal.Message.Error, RequestSeal.Digest.Error, RequestSeal.SignatureBase.Error, RequestSeal.StructuredFields.Error, RequestSeal.Crypto.Error	Message construction, digests, signature bases, Structured Fields, primitives	reason	Correct the input

Each struct's module documentation lists every reason with its meaning. For RequestSeal.Error, match layer first: it names the check that rejected the message (:input, :fields, :policy, :key, :crypto, :content, :freshness, :replay, :quorum, :negotiation, :binding, :profile, or :internal), and reason names the rule. A :signing_failed error keeps the custody failure in source; an adapter's :request_rejected or :response_rejected keeps the core error in source.
Log safely
Log the closed fields and the random correlation token, which lets you match a client report to your log line without recording the request:
log_fields = fn
  %RequestSeal.Error{} = error ->
    %{reason: error.reason, layer: error.layer, detail: error.detail, correlation: error.correlation}

  %RequestSeal.Adapter.Error{} = error ->
    %{reason: error.reason, adapter: error.adapter, stage: error.stage, correlation: error.correlation}

  %{reason: reason} ->
    %{reason: reason}
end
Do not log verification.signature.parameters, verification.signature.keyid, or header values; default inspection already hides them.
Observe with telemetry
From 0.5.0, RequestSeal emits a versioned :telemetry contract (RequestSeal.Telemetry documents every event name and key): a stop event for RequestSeal.verify/3, RequestSeal.verify_quorum/3, and Web Bot Auth verification with outcome, reason, layer, and detail, plus a claim event for every replay commitment and a stop event for the shared custody signing path. Metadata carries only closed reason and layer atoms — never labels, key IDs, URLs, or bytes — so a handler can record it unredacted:
:telemetry.detach("request-seal-ops")

:telemetry.attach_many("request-seal-ops", [
  [:request_seal, :verify, :stop],
  [:request_seal, :verify_quorum, :stop]
], fn _event, _measurements, metadata, _config ->
  send(self(), {:verified, metadata.outcome})
end, nil)

:telemetry.detach("request-seal-ops")
Resource exhaustion is observable the same way: a :limit reason marks a documented bound and the retryable :deadline reason marks the caller wall-clock bound on verify_quorum/3. An :internal reason at layer :internal marks an unexpected internal fault, not a property of the input; its detail is the exception class, and the correlation token pairs it with your logs.
Reproduce each rejection
Sign one request with a covered body digest and an explicit policy. The policy requires replay protection, so the store is part of the setup:
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
{:ok, store} = RequestSeal.Replay.ETS.start_link(max_entries: 1_000)
components = ~s[("@method" "@scheme" "@authority" "@path" "content-digest")]
now = System.system_time(:second)

signing = %{
  label: "sig",
  algorithm: "ed25519",
  components: components,
  expires_in: 60,
  keyid: "docs-key"
}

build = fn url, body ->
  RequestSeal.Message.request("PUT", url, [], body, digest: ["sha-256"])
end

{:ok, message} = build.("https://files.example.com/reports/q3.pdf", "report bytes")
{:ok, signed} = RequestSeal.sign(message, signing, handle, clock: fn -> now end)

policy_fields = %{
  algorithms: ["ed25519"],
  components: components,
  key_resolver: fn
    %{keyid: "docs-key"} -> {:ok, %{algorithm: "ed25519", key: key}}
    _ -> :error
  end,
  freshness: %{clock: fn -> now end, max_age: 60, skew: 5, require_expires: true},
  content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
  replay: %{
    identifier: :nonce,
    namespace: "errors-guide",
    commitment: fn facts -> {:ok, facts.identifier} end,
    store: RequestSeal.Replay.ETS.store(store),
    timeout: 5_000
  }
}

{:ok, policy} = RequestSeal.Policy.new(policy_fields)
Each row changes one thing and states the error it must produce. Verification of an unchanged request succeeds once and then rejects as a replay:
headers = Enum.map(signed.fields, &{&1.name, &1.value})
{:ok, other_path} = RequestSeal.Message.request("PUT", "https://files.example.com/reports/q4.pdf", headers, "report bytes")
{:ok, other_body} = RequestSeal.Message.request("PUT", "https://files.example.com/reports/q3.pdf", headers, "edited bytes")
{:ok, uncovered} = build.("https://files.example.com/reports/q3.pdf", "report bytes")

{:ok, uncovered} =
  RequestSeal.sign(uncovered, %{signing | components: ~s[("@method" "@scheme" "@authority" "@path")]},
    handle, clock: fn -> now end)

{:ok, nonceless} = build.("https://files.example.com/reports/q3.pdf", "report bytes")
{:ok, nonceless} = RequestSeal.sign(nonceless, Map.put(signing, :nonce, nil), handle, clock: fn -> now end)

policy_with = fn changes ->
  {:ok, changed} = RequestSeal.Policy.new(Map.merge(policy_fields, changes))
  changed
end

at = fn clock -> %{policy_fields.freshness | clock: fn -> clock end} end

cases = [
  {"path changed", other_path, policy, :crypto, :invalid_signature},
  {"body changed", other_body, policy, :content, :digest_mismatch},
  {"after expiry", signed, policy_with.(%{freshness: at.(now + 120)}), :freshness, :expired},
  {"before created", signed, policy_with.(%{freshness: at.(now - 600)}), :freshness, :created_in_future},
  {"older than max age", signed,
   policy_with.(%{freshness: %{at.(now + 45) | max_age: 30}}), :freshness,
   :too_old},
  {"unknown key", signed, policy_with.(%{key_resolver: fn _ -> :error end}), :key, :unknown_key},
  {"algorithm not allowed", signed, policy_with.(%{algorithms: ["ecdsa-p256-sha256"]}), :policy,
   :algorithm_not_permitted},
  {"extra coverage", signed,
   policy_with.(%{components: ~s[("@method")], extra_components: :reject}), :policy,
   :unexpected_component},
  {"digest not required or signed", uncovered, policy, :policy, :missing_required_component},
  {"digest not signed", uncovered,
   policy_with.(%{components: ~s[("@method" "@scheme" "@authority" "@path")]}), :content,
   :digest_not_covered},
  {"no nonce", nonceless, policy, :replay, :missing_replay_identifier}
]

for {name, request, case_policy, layer, reason} <- cases do
  {:error, %{layer: ^layer, reason: ^reason}} = RequestSeal.verify(request, case_policy, label: "sig")
  {name, reason}
end

{:error, %{layer: :fields, reason: :unknown_label}} = RequestSeal.verify(signed, policy, label: "other")
{:ok, _first} = RequestSeal.verify(signed, policy, label: "sig")
{:error, %{layer: :replay, reason: :replayed}} = RequestSeal.verify(signed, policy, label: "sig")
Signing failures follow the same shape. A released key handle reports :signing_failed with the custody reason in source:
:ok = RequestSeal.Custody.Local.release(handle)

{:error, %{reason: :signing_failed, layer: :crypto, source: %{reason: :key_not_found}}} =
  RequestSeal.sign(message, signing, handle)

GenServer.stop(store)
Replay is claimed only after every other check passes, so a rejected request never consumes its nonce: the unchanged request above still verified once after all the rejections.
Retry rules
Retry only an error whose struct says retryable: true: custody :deadline_exceeded or :custodian_unavailable, JOSE :deadline_exceeded, and the discovery reasons in the table above. Retrying never authorizes repeating an application operation; decide that separately.
Never retry a RequestSeal.Error by resending the same signed bytes: the verifier rejects them for the same reason, or as a replay. A replay store :store_timeout is indeterminate because the claim may have committed; treat that request as rejected and ask the sender to sign a new one.
The one retryable RequestSeal.Error is :deadline at :quorum (from 0.5.0): the caller's :deadline wall-clock bound on verify_quorum/3 expired during the assignment search. Verification established nothing, so retrying with a later deadline is safe and can succeed under less load.
Next: signing and verifying for the full policy, replay protection for store failures, and key custody for handle lifecycles.


  

    Verify webhook signatures in Phoenix and Plug

What you will build: A Phoenix webhook pipeline that captures request bytes, verifies a signature before the controller, and signs the buffered response. Install Phoenix (tested with 1.8.15), Plug (~> 1.20.3), and Jason (~> 1.0) for JSON parsing. Your sender must implement RFC 9421. This is not a verifier for every vendor-specific webhook format.
1. Configure the trusted policy
Generate an example Ed25519 key. In your application, reuse a long-lived key handle and configure trust in its public key independently.
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
Select the trusted key, required coverage, freshness, body integrity, and replay rules:
{:ok, policy} =
  RequestSeal.Policy.new(%{
    algorithms: ["ed25519"],
    components: ~s[("@method" "@scheme" "@authority" "@path" "content-digest")],
    key_resolver: fn
      %{keyid: "demo-key"} -> {:ok, %{algorithm: "ed25519", key: key}}
      _ -> :error
    end,
    freshness: %{
      clock: fn -> System.system_time(:second) end,
      max_age: 60,
      skew: 5,
      require_expires: true
    },
    content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
    replay: :not_required
  })
Store policy under :my_app, :http_signature_policy during application startup. The pipeline retrieves it for each request. Share the public key and the "demo-key" key ID with your sender through a trusted channel.
2. Capture, parse, then verify
Application.put_env(:my_app, :http_signature_policy, policy)
Capture and parse the body, then use the verifier directly. Its policy MFA returns the current policy on each request:
defmodule WebhookApp.WebhookPipeline do
  use Plug.Builder

  plug(RequestSeal.Plug.Capture,
    origin: :connection,
    max_body_bytes: 1_048_576,
    read_timeout: 5_000
  )

  plug(Plug.Parsers,
    parsers: [:json],
    pass: ["*/*"],
    json_decoder: Jason,
    body_reader: {RequestSeal.Plug.Capture, :read_body, []}
  )

  plug(RequestSeal.Plug.Verify,
    policy: {Application, :fetch_env!, [:my_app, :http_signature_policy]},
    label: "sig",
    assign: :verified,
    on_reject: {:halt, 401}
  )
end
Use WebhookApp.WebhookPipeline before the existing endpoint parsers (or move these capture/parser plugs into the endpoint itself). Capture must run before any body read, parser, origin rewrite, or remote-IP rewrite. Use the RequestSeal reader and return its bytes unchanged; verification authenticates retained bytes, not arbitrary parser output. A partially drained reader or replaced adapter rejects. A pass-through parser may leave raw content unread for an application reader.
3. Read the result in your controller
defmodule WebhookApp.WebhookController do
  use Phoenix.Controller, formats: [:json]

  def create(conn, params) do
    {:ok, verified} = RequestSeal.Plug.verification(conn)
    json(conn, %{signature_label: verified.label, event: params["event"]})
  end
end
Route POST /webhooks to this controller. Verification also assigns conn.assigns.verified; the private result remains accessible through RequestSeal.Plug.verification/1. Failure with on_reject: {:halt, 401} halts before the controller. policy: also accepts a valid policy directly or a zero-arity function returning a policy. Function and MFA results are validated; invalid results and callback failures reject the request.
Start your Phoenix endpoint with its development default port 4000. The companion
Req and Finch guide targets http://127.0.0.1:4000/webhooks;
configure :my_app, :webhook_url when your receiver uses a different address.
4. Sign a buffered response
Choose the response status, related request method/path, and body digest as the signed coverage:
response_signing = %{
  label: "res",
  algorithm: "ed25519",
  components: ~s[("@status" "@method";req "@path";req "content-digest")],
  parameters: %{
    created: true,
    expires_in: 60,
    nonce: :random,
    alg: true,
    keyid: "demo-key",
    tag: nil
  },
  digest: ["sha-256"],
  field_schemas: %{}
}
Call WebhookApp.ResponseSignature.sign(conn, handle, response_signing) in your endpoint after capture and before the controller sends the response:
defmodule WebhookApp.ResponseSignature do
  def sign(conn, handle, signing) do
    options =
      RequestSeal.Plug.SignResponse.init(
        sign: signing,
        signer: handle,
        signing_timeout: 5_000,
        clock: fn -> System.system_time(:second) end,
        on_failure: {:respond, 503}
      )

    RequestSeal.Plug.SignResponse.call(conn, options)
  end
end
Cover the final bytes: disable server compression after signing. File and chunked bodies cannot establish retained body integrity. Pending resp_cookies prevent signing set-cookie, because Plug merges cookies after callbacks; use explicit final response headers when signing cookies. Application plugs that modify captured private state are trusted server code.
Origin and transport options
origin: :connection ignores forwarded fields. Behind a proxy, choose an explicit {:declared, "https", "api.example.com"} or {:forwarded, %{trusted_peers: [{ip_tuple, prefix}], field: :forwarded}} (or field: :x_forwarded for X-Forwarded-Proto and X-Forwarded-Host) based on your actual deployment. Forwarded mode checks the actual peer and uses the last element; it preserves ingress facts separately. Do not derive trust from a sender-controlled forwarded header.
All three origin modes lowercase scheme and host and omit default ports per
RFC 9421 Section 2.2.3.
Coverage of @authority without @scheme or @target-uri can accept the same
signature across http://example.com, http://example.com:80,
https://example.com, and https://example.com:443 when other covered values
match. Require @scheme whenever scheme matters. @target-uri also binds the
scheme where exact target evidence is available; Plug cannot provide that evidence.
Cover @method, @scheme, @authority, @path, headers, and retained content. Plug cannot preserve the exact consumed request target: @request-target, @target-uri, and @query reject, including with a nonempty query. This also applies to response request components. Request trailers are unavailable. See RequestSeal.Plug for the measured Bandit HTTP/1 and HTTP/2 transport behavior.
Errors
	Adapter reason	Meaning and action
	:parser_order	Move Capture before reads/parsers; keep the replay adapter and drain readers completely.
	:not_captured	Install Capture before Verify or SignResponse.
	:unsupported_component	Choose coverage the Plug transport preserves.
	:request_rejected	Inspect the bounded core source.reason; reject the request.
	:limit	Capture halts with 413; adjust your explicit body budget if appropriate.
	:unsupported_delivery	Use a buffered response, finalized cookies, and no post-signing transformation.
	:untrusted_proxy	Forwarded mode saw a peer outside trusted_peers; Capture halts with 400.
	:invalid_request	CONNECT, an empty host, or malformed forwarded fields; Capture halts with 400.
	:invalid_options	A plug option, or the policy returned by a policy function or MFA, is invalid.
	:already_verified	From 0.5.0: a second Verify with a different policy or label ran on a verified request. The request is no longer verified, Verify's assigns are removed, and on_reject applies. A repeat with the same policy and label reuses the first result; with the :name option (also from 0.5.0), a repeat under the same name and label reuses the first result even when the policy value is a rebuilt-equivalent struct whose function fields differ — the name is your explicit assertion that it is the same policy. Install Verify once.
	:signing_failed	The response signer or its custody failed; SignResponse sends its on_failure status.

Capture's other failures halt with 400. Required verification does not authorize the action; apply your access policy afterward.
Module docs: RequestSeal.Plug, RequestSeal.Plug.Capture, RequestSeal.Plug.Verify, RequestSeal.Plug.SignResponse, RequestSeal.Adapter.Error.


  

    Sign Req and Finch requests and verify responses

What you will build: A Req client that signs outgoing JSON requests and verifies signed responses, followed by the equivalent Finch calls. Install Req (~> 0.7.4) and Finch (>= 0.23.0 and < 0.25.0), and run the receiver from Phoenix and Plug on Phoenix's development default port 4000 at http://127.0.0.1:4000/webhooks. These examples use RFC 9421 and RFC 9530.
1. Shared setup and outgoing coverage
Generate a key and select acceptance rules once. A signing specification requires label, algorithm, components, and a positive expires_in. Req and Finch share the defaults of RequestSeal.sign/4: creation time, a fresh random nonce per attempt, and the algorithm parameter (omitted for JWS tuples). Key ID, tag, and digest default to nil; field schemas default to %{}. Full explicit specs remain supported.
{_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
components = ~s[("@method" "@scheme" "@authority" "@path" "content-digest")]

{:ok, policy} =
  RequestSeal.Policy.new(%{
    algorithms: ["ed25519"],
    components: components,
    key_resolver: fn
      %{keyid: "demo-key"} -> {:ok, %{algorithm: "ed25519", key: key}}
      _ -> :error
    end,
    freshness: %{
      clock: fn -> System.system_time(:second) end,
      max_age: 60,
      skew: 5,
      require_expires: true
    },
    content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
    replay: :not_required
  })

signing = %{
  label: "sig",
  algorithm: "ed25519",
  components: components,
  expires_in: 60,
  keyid: "demo-key",
  digest: ["sha-256"]
}
2. Start your pool and send with Req
The default URL below targets that local Phoenix receiver on port 4000. Set :my_app, :webhook_url to your deployed receiver's URL or another local port when integrating.
url = Application.get_env(:my_app, :webhook_url, "http://127.0.0.1:4000/webhooks")
{:ok, _pool} = Finch.start_link(name: MyApp.Finch)

request =
  Req.new(
    url: url,
    method: :post,
    json: %{"event" => "created"},
    finch: [name: MyApp.Finch],
    retry: false
  )

{:ok, request} = RequestSeal.Req.attach(request, sign: signing, signer: handle, verify: :none)
{:ok, response} = Req.request(request)
In an application, supervise and reuse your Finch pool. Loading RequestSeal starts none. The adapter signs JSON/compressed bytes after Req finalizes them, and regenerates signature parameters for each retry or redirect attempt. Keep signing as the last request step.
3. Require signed responses
Configure the server with RequestSeal.Plug.SignResponse as shown in Phoenix and Plug, covering status, associated request method/path, and the response content digest:
{:ok, response_policy} =
  RequestSeal.Policy.new(%{
    Map.from_struct(policy)
    | components: ~s[("@status" "@method";req "@path";req "content-digest")]
  })
Attach both signing and response verification before sending:
{:ok, request} =
  RequestSeal.Req.attach(
    Req.new(
      url: url,
      method: :post,
      json: %{"event" => "created"},
      finch: [name: MyApp.Finch],
      retry: false
    ),
    sign: signing,
    signer: handle,
    verify: %{policy: response_policy, label: "res", max_stream_bytes: 1_048_576}
  )

{:ok, response} = Req.request(request)
{:ok, verified_response} = RequestSeal.Req.verification(response)
verified_response.signature.crypto
# => :valid
Verification runs before retries, redirects, HTTP error handling, decompression, and decoding. Every intermediate response must pass; an unsigned 3xx or 5xx fails closed. Chunks and collectables receive bytes only after verification, within max_stream_bytes.
4. Use Finch directly
request = Finch.build(:post, url, [{"content-type", "application/json"}], ~s({"event":"created"}))
{:ok, request} = RequestSeal.Finch.sign(request, signing, handle)
{:ok, response} = Finch.request(request, MyApp.Finch)

{:ok, verified_response} =
  RequestSeal.Finch.verify(response, request, response_policy, label: "res")

verified_response.signature.crypto
# => :valid
Pass the exact signed request when verifying its response; request association is part of the signature. With streaming Finch, feed each chunk into RequestSeal.Digest, retain headers/trailers, and pass digest_state: at EOF. Withhold application effects until verification succeeds.
Options that matter
	Cover @authority instead of host. Request req/tr components and unretained body coverage reject.
	Choose request_body: {:retain, max} in Req or body: {:retain, max} in Finch to retain a request stream under a byte bound; the resulting bytes can be sent again on retry.
	RequestSeal.Req.attach/2 defaults to redirect: :same_origin (origin is scheme, host, and port). Explicit redirect: {:allow, [origin]} permits other origins and strips authorization, cookies, proxy authorization, and your credential_headers.
	signing_timeout bounds handle and function signers. Direct Req verification refuses into: :self, caller response steps before verification, caches, raising HTTP errors, and other delivery paths that could expose unverified content.

Errors
RequestSeal.Adapter.Error hides framework exception text. :not_final_step means a request step follows signing; move attachment last. :response_rejected wraps the bounded verification error and returns no response body. :cross_origin_redirect requires an explicit trusted origin if you intend to permit it. :limit means a retained or received body exceeded your budget. :unsupported_delivery or :invalid_options means your delivery/client customization cannot preserve the signing or verification contract; consult the supported options before changing it. :unsupported_component means coverage the transport cannot supply, such as host or request req/tr components. :body_unavailable means covered content was not retained; choose {:retain, max}. :digest_conflict means a caller-supplied digest disagrees with the bytes. :signing_failed carries a bounded custody error in source.
Module docs: RequestSeal.Req, RequestSeal.Finch, RequestSeal.Adapter.Error, RequestSeal.Digest.


  

    Map verified requests to Ash actors and tenants

What you will build: An Ash resource with tenant isolation and a reader policy, plus a scope that maps a verified Web Bot Auth key to the actor and tenant for a read. Install Ash (~> 3.34 and >= 3.34.3) and RequestSeal; all keys and request values are defined below. This example uses the public Ash scope contract and Ash policies.
Verify the caller
Generate an example Ed25519 key. In your application, reuse a long-lived key handle and configure trust in its public key independently.
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
{:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
signer = fn "ed25519", bytes -> RequestSeal.Custody.sign(handle, bytes) end
Build the request once, retaining its exact JSON bytes and digest. This held-key policy leaves body integrity unchecked:
{:ok, message} =
  RequestSeal.Message.request(
    "POST",
    "https://api.example.com/webhooks",
    [],
    ~s({"event":"created"}),
    digest: ["sha-256"]
  )
Sign the request as an agent:
now = System.system_time(:second)

{:ok, agent_request} =
  RequestSeal.WebBotAuth.sign(
    message,
    %{
      label: "agent",
      agent: %{location: "https://agent.example", type: :directory},
      key: key,
      algorithm: "ed25519",
      created: now,
      expires: now + 60,
      nonce: Base.url_encode64(:crypto.strong_rand_bytes(32), padding: false)
    },
    signer
  )
Trust the held key by its thumbprint, then verify the agent request:
{:ok, agent_policy} =
  RequestSeal.WebBotAuth.Policy.new(%{
    algorithms: ["ed25519"],
    agents: fn _ -> :error end,
    cache: nil,
    unresolved:
      {:held_keys,
       fn
         %{keyid: ^thumbprint} -> {:ok, %{algorithm: "ed25519", key: key}}
         _ -> :error
       end},
    freshness: %{clock: fn -> System.system_time(:second) end, max_age: 60, skew: 5},
    content: :not_required,
    replay: :not_required
  })

{:ok, envelope} = RequestSeal.WebBotAuth.verify(agent_request, agent_policy)
verification = envelope.signatures["agent"]
1. Define a resource with a read policy
defmodule AshApp.Document do
  use Ash.Resource,
    domain: AshApp.Documents,
    data_layer: Ash.DataLayer.Ets,
    authorizers: [Ash.Policy.Authorizer]

  ets do
    private?(false)
  end

  multitenancy do
    strategy(:attribute)
    attribute(:tenant_id)
  end

  attributes do
    uuid_primary_key(:id)
    attribute(:tenant_id, :string, allow_nil?: false)
  end

  actions do
    defaults([:read])
  end

  policies do
    policy action_type(:read) do
      authorize_if(actor_attribute_equals(:role, :reader))
    end
  end
end
Register the resource in an Ash domain:
defmodule AshApp.Documents do
  use Ash.Domain, validate_config_inclusion?: false

  resources do
    resource(AshApp.Document)
  end
end
This ETS resource stores documents by tenant and permits reads by a reader actor. Replace it with your resource and your access rules.
2. Map the trusted principal and run an authorized read
{:ok, scope} =
  RequestSeal.Ash.scope(verification, %{
    actor: fn
      %{kind: :key, thumbprint: ^thumbprint} -> {:ok, %{role: :reader}}
      _ -> :error
    end,
    tenant: {:value, "demo"},
    unattributed: :reject
  })

documents = Ash.read!(AshApp.Document, scope: scope, authorize?: true)
A held-key Web Bot Auth result binds only the trusted thumbprint; URL attribution requires trusted discovery. Never construct or modify a verification struct to manufacture attribution. Generic RFC 9421 returns :unattributed; unattributed: :anonymous creates a nil actor without invoking your actor callback, while :reject rejects it. Tenant choices are :none, {:value, tenant}, or a function of an attributed principal. The explicit tenant here is application configuration.
Options and policy boundaries
The scope always requests authorize?: true. RequestSeal.Ash.Scope.to_opts/1 produces actor, tenant, context, and authorization options without requiring Ash; when Ash is compiled in, scope: scope uses its protocol. If you add Ash after compiling RequestSeal, run mix deps.compile request_seal --force.
Ash's explicit actor, tenant, and authorization options override scope values; do not pass authorize?: false on an authenticated action. Context contains only bounded verification facts, excluding principal values, parameters, key IDs, bytes, keys, and receipt contents. A replay receipt becomes replay: :claimed.
Tenant filters constrain reads, not records already loaded under another tenant. For update/destroy actions, enforce the original record's tenant against the action tenant in your policies, and pass the intended tenant: explicitly or use Scope.to_opts/1. A query filter alone cannot guard a loaded record mutation. Map principals to minimal non-secret actors: Ash Forbidden inspection and enabled policy-breakdown logs can expose your actor.
Errors
	Reason	Meaning and action
	:unattributed	Select anonymous access explicitly or use trusted identity attribution.
	:actor_unbound	Your actor mapping rejected or returned a malformed/nil actor.
	:tenant_unbound	Your tenant mapping failed.
	:invalid_binding	Provide exactly actor, tenant, and unattributed choices.
	:invalid_verification	Pass a successful trusted core result with valid bounded facts.

These errors use the :binding layer and retain no callback text. Ash.Error.Forbidden is a separate authorization denial by your resource's policies.
Module docs: RequestSeal.Ash, RequestSeal.Ash.Scope, RequestSeal.Verification, RequestSeal.Error.


  

    Webhooks with ash_hooks

Add optional {:ash_hooks, "~> 2.0", optional: true} with Elixir 1.20 or newer.
RequestSeal adds RFC 9421 signatures to ash_hooks deliveries and verifies inbound
requests. ash_hooks owns delivery rows, retry/backoff, Retry-After, destination
validation and pinning, secret references, and its ingress ledger. RequestSeal
starts no server, pool, or database.
This example applies RFC 9421,
Content-Digest, and the public
ash_hooks HTTP adapter,
delivery, and
provider contracts. It is
an explicit application coverage choice, not a named provider profile or an
external conformance vector. Configure receiver trust independently in production.
Select custody, coverage, and receiver policy
The example uses an ephemeral Ed25519 handle. Production custody belongs to the
caller. The receiver requires every covered component, freshness, and body integrity.
replay: :not_required is explicit here; select the recommended
durable replay store when each signed nonce must be spent once.
{_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
components = ~s[("@method" "@scheme" "@authority" "@path" "content-digest" "content-type" "webhook-id")]
spec = %{
  label: "sig",
  algorithm: "ed25519",
  components: components,
  expires_in: 60,
  keyid: "webhook-key",
  digest: ["sha-256"]
}
{:ok, policy} = RequestSeal.Policy.new(%{
  algorithms: ["ed25519"],
  components: components,
  key_resolver: fn
    %{keyid: "webhook-key"} -> {:ok, %{algorithm: "ed25519", key: key}}
    _ -> :error
  end,
  freshness: %{
    clock: fn -> System.system_time(:second) end,
    max_age: 60,
    skew: 5,
    require_expires: true
  },
  content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
  replay: :not_required
})
Verify before ash_hooks ingress
Use this pipeline upstream of the consumer's ash_hooks ingress. Capture preserves
ordered header occurrences and bounded exact body bytes. Verify retains the full
result and rejects before handling. AshHooks.BodyReader receives the unchanged
bytes replayed by Capture. Plug does not establish the exact raw target; this
example covers @path, not @request-target, @target-uri, or @query.
defmodule SignedWebhookIngress do
  @behaviour Plug
  def init(opts), do: opts

  def call(conn, opts) do
    conn = RequestSeal.Plug.Capture.call(conn,
      RequestSeal.Plug.Capture.init(
        origin: :connection, max_body_bytes: 100_000, read_timeout: 5_000))
    conn = RequestSeal.Plug.Verify.call(conn,
      RequestSeal.Plug.Verify.init(
        policy: opts[:policy], label: "sig", on_reject: {:halt, 401}, assign: :verified_webhook))

    if conn.halted do
      conn
    else
      {:ok, body, conn} = AshHooks.BodyReader.read_body(conn, [])
      Plug.Conn.assign(conn, :webhook_body, body)
    end
  end
end
For proxy deployments, configure Capture's explicit trusted origin instead of
accepting forwarded headers implicitly. The application chooses how to use the
verification result; cryptography does not authorize a handler action. Do not
claim the same required nonce again in the provider helper after Plug has spent it.
Sign deliveries
Supply your existing deliveries and endpoints resource modules and a
secret_resolver implementing ash_hooks' public contract. The endpoint still
needs its Standard Webhooks secret reference; ash_hooks adds those headers first,
then this adapter appends RFC 9421 fields over the final method, URL, headers,
and exact body. Neither the payload nor covered headers may change afterward.
config = [
  deliveries: deliveries,
  endpoints: endpoints,
  secret_resolver: secret_resolver,
  http: RequestSeal.AshHooks.Http,
  http_opts: [request_seal: [spec: spec, signer: handle]]
]
With an existing pending delivery row, run the real driver:
:ok = AshHooks.Delivery.run(%{
  "endpoint_id" => delivery.endpoint_id,
  "event_uuid" => delivery.event_uuid
}, config)
The driver records success only after the receiver returns 2xx. It owns retries,
redirect refusal, 410 handling, and delivery leases. Every attempt regenerates
created, expires, and a random nonce. From 0.5.0, a nonce is required on every
signed attempt: a spec with nonce: nil returns {:error, {:terminal, :request_seal_signing_failed}} before any request is sent. A :nonce key in the
request_seal options rejects;
:clock must be a zero-arity function. For a destination containing a query, include "@query"
in the signing components and use a receiver that verifies the complete received
URI. Generic RequestSeal.Plug.Verify rejects query coverage because Plug does
not prove the original raw target; use the core verifier with target evidence
owned by the HTTP receiver. http_opts can also be an ash_hooks MFA resolver; the HTTP adapter itself
receives no endpoint or tenant identity, so choose custody in that configuration.
The adapter delegates to AshHooks.Http.Bounded with the remaining total deadline
and retains its SSRF defaults. Existing signature fields, transport-owned headers,
case collisions, duplicate signed fields, insufficient coverage, and digest conflicts
reject before sending. Signing failures return
{:error, {:terminal, :request_seal_signing_failed}}; transport errors and exceptions
retain the bounded transport's classification. The terminal tag identifies an
adapter signing failure to callers. ash_hooks 2.0 treats returned adapter errors
other than :unsafe_destination as retryable; callers must account for that driver
behavior when configuring their delivery policy.
Delegate from a Provider
A consumer's AshHooks.Provider.verify_signature/3 can call
RequestSeal.AshHooks.verify_signature/4 with its raw body, provider context,
nonempty binary key reference, and trusted policy source. For a received request
whose exact body, header map headers, and absolute destination are supplied:
context = %{
  method: "POST",
  request_uri: destination,
  headers: headers,
  signature: headers["signature"],
  tenant: nil
}
:ok = RequestSeal.AshHooks.verify_signature(body, context, "webhook-key",
  policy: fn nil, "webhook-key" -> policy end, label: "sig")
ash_hooks currently passes a headers map and accepts only :ok or its signature
errors. The helper cannot restore lost duplicate lines/order or return verified
facts through that callback. The upstream Plug pattern preserves those facts and
ordered occurrences. An absent key reference returns :no_webhook_secret;
verification or policy failures return :invalid_signature. Configure provider
key-reference resolution independently of the inbound request. A policy callback
receives both the provider context's tenant and the secret reference; resolve keys
within that tenant even when another tenant uses the same reference.


  

    Sign and verify Web Bot Auth agents

What you will build: A signed agent request verified against a held public key, then a request whose agent URL is authenticated through trusted HTTPS key discovery. Install RequestSeal; the held-key example needs no framework or network. The implemented revision is draft-ietf-webbotauth-httpsig-protocol-00; select this revision explicitly when checking interoperability.
Set up the key and request
Generate an example Ed25519 key. In your application, reuse a long-lived key handle and configure trust in its public key independently.
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
{:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
signer = fn "ed25519", bytes -> RequestSeal.Custody.sign(handle, bytes) end
Build the request once, retaining its exact JSON bytes and digest. This held-key policy leaves body integrity unchecked:
{:ok, message} =
  RequestSeal.Message.request(
    "POST",
    "https://api.example.com/webhooks",
    [],
    ~s({"event":"created"}),
    digest: ["sha-256"]
  )
1. Sign and verify with a held key
now = System.system_time(:second)

{:ok, agent_request} =
  RequestSeal.WebBotAuth.sign(
    message,
    %{
      label: "agent",
      agent: %{location: "https://agent.example", type: :directory},
      key: key,
      algorithm: "ed25519",
      created: now,
      expires: now + 60,
      nonce: Base.url_encode64(:crypto.strong_rand_bytes(32), padding: false)
    },
    signer
  )
Trust the key by its thumbprint and select the verified signature from the envelope:
{:ok, agent_policy} =
  RequestSeal.WebBotAuth.Policy.new(%{
    algorithms: ["ed25519"],
    agents: fn _ -> :error end,
    cache: nil,
    unresolved:
      {:held_keys,
       fn
         %{keyid: ^thumbprint} -> {:ok, %{algorithm: "ed25519", key: key}}
         _ -> :error
       end},
    freshness: %{clock: fn -> System.system_time(:second) end, max_age: 60, skew: 5},
    content: :not_required,
    replay: :not_required
  })

{:ok, envelope} = RequestSeal.WebBotAuth.verify(agent_request, agent_policy)
verification = envelope.signatures["agent"]
agents: fn _ -> :error end intentionally trusts no agent URL. unresolved: {:held_keys, ...} explicitly permits only the pinned public key. It does not certify the advertised URL. The result is an envelope; select a verified label from envelope.signatures.
2. Authenticate an agent URL
Configure :my_app, :agent_jwks_url with an HTTPS publisher that serves the public key above, :agent_ca_roots with :os or trusted DER CA certificates, and :agent_permitted_addresses with [] for public hosts or explicit IP tuples for a trusted private deployment. Configure your source independently of the received request:
jwks_url = Application.fetch_env!(:my_app, :agent_jwks_url)
trust_roots = Application.fetch_env!(:my_app, :agent_ca_roots)
permitted_addresses = Application.fetch_env!(:my_app, :agent_permitted_addresses)
{:ok, _apps} = Application.ensure_all_started(:ssl)

{:ok, source} =
  RequestSeal.Discovery.Source.new(%{
    type: :jwks_uri,
    location: jwks_url,
    cacerts: trust_roots,
    permitted_addresses: permitted_addresses,
    timeout: 5_000
  })

{:ok, key_set} = RequestSeal.Discovery.fetch(source)
Sign and verify against that configured association:
{:ok, discovered_agent_policy} =
  RequestSeal.WebBotAuth.Policy.new(%{
    algorithms: ["ed25519"],
    cache: nil,
    agents: fn
      %{location: location, type: :jwks_uri} when location == key_set.source.location ->
        {:ok, key_set}

      _ ->
        :error
    end,
    freshness: %{clock: fn -> System.system_time(:second) end, max_age: 60, skew: 5},
    content: :not_required,
    replay: :not_required
  })
Sign with the same key and verify the association to the configured URL:
now = System.system_time(:second)

{:ok, discovered_request} =
  RequestSeal.WebBotAuth.sign(
    message,
    %{
      label: "agent",
      agent: %{location: key_set.source.location, type: :jwks_uri},
      key: key,
      algorithm: "ed25519",
      created: now,
      expires: now + 60,
      nonce: nil
    },
    signer
  )

{:ok, discovered_envelope} =
  RequestSeal.WebBotAuth.verify(
    discovered_request,
    discovered_agent_policy
  )

discovered_envelope.signatures["agent"].principal.kind
# => :agent
Instead of a fetched KeySet, your agents trust function may return a configured Discovery.Source and use a caller-started cache. The received URL never selects an arbitrary network destination. Directory proofs establish key possession; your chosen source policy establishes the trusted association. Discovery supports directories, JWKS, and CIMD; key discovery covers source configuration and caching.
Draft rules and options
Every selected web-bot-auth signature independently needs created/expires, a SHA-256 JWK thumbprint key ID, authority or target URI coverage, and its matching dictionary Signature-Agent member when present. Legacy string fields reject. Signing adds the matching member and always covers authority and agent identity; extra components: adds coverage. HMAC is forbidden. Signing lifetimes are positive and at most 86,400 seconds; verification bounds expires - created by the policy's optional max_lifetime (default 86,400 seconds, at most 604,800). RequestSeal.WebBotAuth.verify/3 accepts timeout: (default 5,000 ms) as one deadline for trust and discovery. Published test keys reject by default.
Nested signatures cover the inner Signature-Input and all inner components independently. evidence records inner labels, without implying delegation. Required replay claims once only after every selected signature and nested requirement passes; see replay protection. Held-key mode waives field presence only when the field is absent; a present dictionary still needs the selected member. untagged: :ignore records unrelated labels in ignored; choose :reject to forbid them.
Errors
RequestSeal.Error remains bounded. :agent_unresolved identifies association failures such as :missing_member, :untrusted_agent, :source_mismatch, :unknown_key, or :timeout; it is not a claim of invalid cryptography. :invalid_signature_agent means the field grammar or dictionary members violate this draft. :lifetime_exceeded rejects the timestamp window; :nested_coverage_incomplete rejects incomplete inner coverage; :test_key_rejected rejects a known published test key. A request with no signature fields at all rejects with :missing_signature_input; :no_web_bot_auth_signature means signatures are present but none carries tag="web-bot-auth". :invalid_keyid means the key ID is not a SHA-256 JWK thumbprint. :missing_required_component means authority or target URI coverage, or the matching signature-agent member, is not covered. :unexpected_signature means untagged: :reject found another label.
Protocol-00 appendix examples contain member-label and lifetime contradictions. Testing and evidence explains which published bytes verify generically and which profile checks reject them. Local examples establish construction and configured verification, not acceptance by a deployed agent provider.
Module docs: RequestSeal.WebBotAuth, RequestSeal.WebBotAuth.Policy, RequestSeal.WebBotAuth.Verification, RequestSeal.Discovery, RequestSeal.Error.


  

    Reject repeated signed requests

What you will build: A verifier that accepts each signed nonce once, rejects duplicates, and reclaims expired claims. Install RequestSeal; this example defines its own key, request, and policy and uses a local ETS store. This local example applies RFC 9421 Section 7.2.2 with one trusted key in one namespace.
Prepare a signed request
Generate an example Ed25519 key. In your application, reuse a long-lived key handle and configure trust in its public key independently.
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
{:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
signer = fn "ed25519", bytes -> RequestSeal.Custody.sign(handle, bytes) end
Build the request from its exact body bytes:
{:ok, message} =
  RequestSeal.Message.request(
    "POST",
    "https://api.example.com/webhooks",
    [],
    ~s({"event":"created"})
  )
Select the trusted key, required coverage, freshness, body integrity, and replay rules:
{:ok, policy} =
  RequestSeal.Policy.new(%{
    algorithms: ["ed25519"],
    components: ~s[("@method" "@scheme" "@authority" "@path" "content-digest")],
    key_resolver: fn
      %{keyid: "demo-key"} -> {:ok, %{algorithm: "ed25519", key: key}}
      _ -> :error
    end,
    freshness: %{
      clock: fn -> System.system_time(:second) end,
      max_age: 60,
      skew: 5,
      require_expires: true
    },
    content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
    replay: :not_required
  })
Sign the request with a fresh nonce and a 60-second validity window:
signing = %{
  label: "sig",
  algorithm: "ed25519",
  components: ~s[("@method" "@scheme" "@authority" "@path" "content-digest")],
  expires_in: 60,
  keyid: "demo-key",
  digest: ["sha-256"]
}

{:ok, signed} = RequestSeal.sign(message, signing, handle)
1. Start a store and require a nonce
{:ok, replay_pid} = RequestSeal.Replay.ETS.start_link(max_entries: 10_000)

replay = %{
  identifier: :nonce,
  namespace: "demo-api",
  commitment: fn facts -> {:ok, facts.identifier} end,
  store: RequestSeal.Replay.ETS.store(replay_pid),
  timeout: 5_000
}

{:ok, replay_policy} = RequestSeal.Policy.new(%{Map.from_struct(policy) | replay: replay})
{:ok, accepted} = RequestSeal.verify(signed, replay_policy, label: "sig")
The accepted verification carries a replay receipt. A duplicate verification rejects:
RequestSeal.verify(signed, replay_policy, label: "sig")
# => {:error, %RequestSeal.Error{reason: :replayed, ...}}
Your namespace and commitment define the security context. This example returns the nonce directly because the policy accepts one pinned key; it is not a general application commitment recipe. Supply your own binding for keys, profiles, and tenants. RequestSeal calls it after cryptography, coverage, freshness, and content checks, with authenticated facts, and accepts 1–256 returned bytes.
2. Sweep at the exclusive retention end
retain_until = accepted.replay.retain_until
RequestSeal.Replay.ETS.sweep(replay_pid, retain_until - 1)
# => {:ok, 0}
At the retention boundary, the expired claim can be removed:
RequestSeal.Replay.ETS.sweep(replay_pid, retain_until)
# => {:ok, 1}
Use a trusted clock consistent with verification. Retention ends at the first rejected second: the minimum of expiration plus skew and created plus max-age plus skew plus one. Multi-node operators sweep at now - max_internode_skew, so a claim remains while any verifier can still accept it. Use one freshness bound per namespace; duplicate claims never extend retention. Claims never evict entries, and no RequestSeal adapter schedules a background sweep.
Choose local or persistent storage
Supervise RequestSeal.Replay.ETS with an explicit max_entries: capacity (1 to 10,000,000) in your application. It serializes atomic claims and sweeps; owner termination loses the claims. It is local, not a distributed store.
For durable replay, prefer RequestSeal.Replay.AshOnetime with optional
{:ash_onetime, "~> 1.5", optional: true} on Elixir 1.20 or newer. Install
ash_onetime's migrations in your existing repo using
mix ash_onetime.gen.migrations --repo MyApp.Repo, then mix ecto.migrate, as
specified by its public migration task
and transaction contract.
Given your existing repo and schema prefix (nil for its default schema):
durable_store = RequestSeal.Replay.AshOnetime.store(repo,
  partition: "demo-api", prefix: prefix)
durable_replay = %{replay | store: durable_store}
{:ok, durable_policy} = RequestSeal.Policy.new(%{Map.from_struct(policy) | replay: durable_replay})
{:ok, durable_accepted} = RequestSeal.verify(signed, durable_policy, label: "sig")
Each claim commits in its own READ COMMITTED repo transaction under the remaining
deadline. Namespace and commitment bytes are base64url encoded. ash_onetime retains
the claim at least through RequestSeal's retain_until, with its additional safety
margin. The adapter reads issued_at from PostgreSQL's transaction clock in that
same transaction; retention therefore uses the database clock even if the
application clock differs. ash_onetime's freshness check can still reject skew.
Past or current retain_until values still block an immediate duplicate until
cleanup becomes eligible. Duplicate claims do not extend retention. A timeout is
indeterminate and never permits automatic retry: the insert may already have
committed, and a later claim then returns already-claimed. Invalid claim bytes and
deterministic argument errors return failure rather than transient unavailability.
RequestSeal.Replay.AshOnetime.sweep/3 returns {:error, :externally_managed};
use mix ash_onetime.prune or its Oban cleanup worker. For atomic nonce spending
with an application effect, verify with replay explicitly :not_required and
call AshOnetime.Transaction.nonce/2 inside that application's transaction.
The Postgrex-only adapter remains available. For PostgreSQL, add :postgrex (~> 0.22.4), start the Postgrex application and your connection, execute the SQL returned by RequestSeal.Replay.Postgres.ddl("signature_replay") and RequestSeal.Replay.Postgres.ddl_index("signature_replay"), and select RequestSeal.Replay.Postgres.store(connection, table: "signature_replay"). The adapter starts no database or pool. Table names are explicit lowercase ASCII identifiers; namespace/key columns form a primary key, and the index keeps caller-scheduled sweep/3 deletes from scanning the whole table (ddl_index/1 accepts names of at most 46 bytes so its derived index identifier fits PostgreSQL's 63-byte limit). Persistence follows your database configuration. See replay-store testing for actual database, concurrency, and restart checks.
For Web Bot Auth, use the same generic replay policy fields on its policy. Bind the draft's nonce, key ID, and stable agent identifier in your commitment; one claim follows the complete verified envelope. Generic single-label verification requires bounded freshness and a nonempty nonce. Quorum verification rejects required replay until a composite claim contract is implemented.
Errors
:missing_replay_identifier means the selected signature has no usable nonce. :replayed means a prior claim exists. :commitment_failed means your function failed or returned an invalid result. :store_unavailable, :store_timeout, and :store_failed reject authentication, including full stores. A single deadline covers commitment and atomic storage; caller cancellation stops work but cannot undo a committed claim. A timeout may already have committed, so no replay error permits automatic retry. :retention_exceeded means the derived retention end is above 253,402,300,799 and rejects before commitment. RequestSeal.Policy.new/1 returns :invalid_policy when required replay lacks bounded freshness (require_expires: true or a max_age). The errors guide reproduces :replayed and :missing_replay_identifier.
Module docs: RequestSeal.Policy, RequestSeal.Replay, RequestSeal.Replay.ETS, RequestSeal.Replay.AshOnetime, RequestSeal.Replay.Postgres, RequestSeal.Replay.Store, RequestSeal.Replay.Receipt, RequestSeal.Error.


  

    Discover trusted public keys over HTTPS

What you will build: An HTTPS JWKS fetcher, an explicit verification policy using its keys, and a caller-owned cache with key removal. Install RequestSeal and choose a trusted HTTPS publisher. Set JWKS_URL in your environment to your trusted publisher's HTTPS endpoint. System CA roots and public addresses are the defaults; for an approved private publisher, set JWKS_CA_FILE to a PEM CA file and JWKS_PERMITTED_ADDRESSES to comma-separated IP addresses. Select the source independently of message-supplied key IDs. Sources: RFC 7517, RFC 7638, Web Bot Auth protocol-00, and CIMD-02.
1. Fetch only your configured source
jwks_url = System.fetch_env!("JWKS_URL")

trust_roots =
  case System.get_env("JWKS_CA_FILE") do
    nil ->
      :os

    path ->
      for {:Certificate, der, :not_encrypted} <- :public_key.pem_decode(File.read!(path)), do: der
  end

permitted_addresses =
  for address <- String.split(System.get_env("JWKS_PERMITTED_ADDRESSES", ""), ",", trim: true) do
    {:ok, ip} = :inet.parse_address(String.to_charlist(String.trim(address)))
    ip
  end

{:ok, _apps} = Application.ensure_all_started(:ssl)

{:ok, source} =
  RequestSeal.Discovery.Source.new(%{
    type: :jwks_uri,
    location: jwks_url,
    cacerts: trust_roots,
    permitted_addresses: permitted_addresses,
    timeout: 5_000
  })

{:ok, key_set} = RequestSeal.Discovery.fetch(source)
Use the fetched keys in a resolver and select the rest of your acceptance policy explicitly:
{thumbprint, _entry} = Enum.at(key_set.keys, 0)
resolver = RequestSeal.Discovery.resolver(key_set, algorithms: ["ed25519"])
{:ok, %{key: discovered_key}} = resolver.(%{keyid: thumbprint})

{:ok, discovered_policy} =
  RequestSeal.Policy.new(%{
    algorithms: ["ed25519"],
    components: ~s[("@method" "@scheme" "@authority" "@path" "content-digest")],
    key_resolver: resolver,
    freshness: %{
      clock: fn -> System.system_time(:second) end,
      max_age: 60,
      skew: 5,
      require_expires: true
    },
    content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
    replay: :not_required
  })
This example uses an Ed25519 JWKS publisher. Selecting a fetched key demonstrates resolution; application policy chooses which publisher and keys to trust. In your app, configure the source and accepted key IDs independently. No message-supplied ID selects a URL. fetch/2 performs one bounded operation; you start SSL and choose addresses, roots, redirects, and byte/key/time limits.
2. Cache explicitly and remove a key
{:ok, cache} = RequestSeal.Discovery.Cache.start_link(max_sources: 8)
{:ok, _snapshot} = RequestSeal.Discovery.Cache.refresh(cache, source)

{:ok, resolution} =
  RequestSeal.Discovery.Cache.resolve(cache, source, thumbprint, algorithms: ["ed25519"])

:ok = RequestSeal.Discovery.Cache.remove(cache, source, thumbprint)
:ok = RequestSeal.Discovery.Cache.invalidate(cache, source)
RequestSeal.Discovery.Cache.resolve(cache, source, thumbprint, algorithms: ["ed25519"])
# => {:error, %RequestSeal.Discovery.Error{reason: :revoked_key, ...}}
Use Discovery.resolver({cache, source}, algorithms: [...]) for a generic policy backed by the cache. Cache misses/expiry may fetch under your source configuration; refresh, removal, and invalidation are explicit. Removal is a persistent thumbprint denial, including after refresh or invalidation. The cache has no background timer and never serves expired keys after a failed refresh.
Source and key-ID options
Choose :directory, :jwks_uri, or :cimd; each requires explicit HTTPS. A directory origin expands to its well-known path. Signed directory possession proofs are required by default and establish possession; your profile's trust policy owns principal attribution. CIMD requires the exact document client_id spelling and may resolve a same-origin JWKS subresource.
Default key IDs are SHA-256 RFC 7638/8037 thumbprints. JWKS and CIMD may explicitly choose key_id: :directory for unique directory-assigned IDs; thumbprints still govern identity, revocation, and removal. Directory sources always require thumbprint IDs. Private, malformed, revoked, expired, not-yet-valid, or verification-forbidden keys cannot establish a resolver success. From 0.5.0, a JWKS key's alg may use its standard RFC 7517 JOSE name ("EdDSA") or the HTTP registry identifier ("ed25519"); either spelling normalizes once at import, and either allowlist spelling selects the key. From 0.5.1, a key whose alg names an algorithm RequestSeal does not verify with — an encryption key, or a name outside both registries — is skipped and the rest of the set still resolves; a malformed non-string alg still rejects the whole set.
HTTP freshness honors Cache-Control max-age before Expires, adjusted by Date/Age and source bounds. Without either field, fallback freshness defaults to 300 seconds. No-cache/no-store is not retained, including their qualified spellings such as no-cache="content-type", which RFC 9111 publishers use to demand revalidation. Interim 1xx responses (for example 103 Early Hints) are skipped, at most four, before the final status. From 0.5.0, a source that serves an ETag makes cache revalidation conditional: refetches send If-None-Match (RFC 9111 Section 13.1.1), and an unchanged source's 304 keeps the stored key set and extends freshness under the 304's own directives (the stored etag is visible on RequestSeal.Discovery.KeySet). Negative caching is at most 300 seconds; CIMD failures are not cached. Configure trusted clocks and do not silently reuse a stale snapshot. Discovery and custody workers terminate on deadlines or caller death.
Errors
RequestSeal.Discovery.Error separates :address_denied and :redirect_denied (source policy) from TLS/transport errors, :invalid_key_set (document/key shape), :unknown_key (no eligible selected ID), :revoked_key, :source_unavailable, and :cache_overloaded. :unexpected_status is retryable for 5xx and nonretryable for 4xx; your application owns retry scheduling. No exception text or URL is retained in the bounded error. :transport_unavailable means the :ssl application is not started. RequestSeal.Discovery.Source.new/1 returns :invalid_source for a malformed source and :invalid_options for out-of-range options such as a negative_ttl above 300.
Module docs: RequestSeal.Discovery, RequestSeal.Discovery.Source, RequestSeal.Discovery.KeySet, RequestSeal.Discovery.Resolution, RequestSeal.Discovery.Cache, RequestSeal.Discovery.Error.


  

    Sign JWS and encrypt JWE envelopes

What you will build: A compact signed JWS wrapped in an encrypted JWE, with authentication of both envelopes before reading the payload. Prerequisite: RequestSeal installed; no framework is needed. Sources: RFC 7515, RFC 7516, and RFC 7518.
1. Sign and verify JWS
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, jose_handle} = RequestSeal.Custody.Local.new({:jws, "EdDSA"}, {:ed25519, seed})
{:ok, jose_key} = RequestSeal.Custody.public_key(jose_handle)
{:ok, token} = RequestSeal.JOSE.JWS.sign([{"alg", "EdDSA"}], "signed payload", jose_handle)
Trust the public key and allow only EdDSA when verifying:
jws_policy = %{
  algorithms: ["EdDSA"],
  timeout: 5_000,
  key_resolver: fn %{algorithm: "EdDSA"} ->
    {:ok, %{algorithm: "EdDSA", key: jose_key}}
  end
}

{:ok, result} = RequestSeal.JOSE.JWS.verify(token, jws_policy)
result.payload
# => "signed payload"
HTTP and JOSE algorithm tokens are separate; {:jws, "EdDSA"} binds this handle to JOSE. JWS.sign_protected/4 accepts your serialized protected JSON when exact protected bytes matter. The resolver selects trusted key material; kid and x5c alone confer no trust.
2. Encrypt the signed envelope and verify the inner signature
wrapping_key = {:aes, :crypto.strong_rand_bytes(32)}

wrap = fn algorithm, cek ->
  RequestSeal.JOSE.KeyManagement.wrap(algorithm, cek, %{}, wrapping_key)
end

{:ok, encrypted} =
  RequestSeal.JOSE.JWE.encrypt(
    [{"alg", "A256GCMKW"}, {"enc", "A256GCM"}],
    token,
    wrap
  )
Select the trusted wrapping key and verify the inner signature after decryption:
jwe_policy = %{
  algorithms: ["A256GCMKW"],
  encryption: ["A256GCM"],
  max_plaintext: 1_048_576,
  timeout: 5_000,
  key_resolver: fn %{algorithm: "A256GCMKW"} ->
    {:ok,
     %{
       algorithm: "A256GCMKW",
       unwrap: fn bytes, header ->
         RequestSeal.JOSE.KeyManagement.unwrap("A256GCMKW", bytes, header, wrapping_key)
       end
     }}
  end
}

{:ok, decrypted} = RequestSeal.JOSE.JWE.decrypt(encrypted, jwe_policy)
{:ok, inner} = RequestSeal.JOSE.JWS.verify(decrypted.plaintext, jws_policy)
inner.payload
# => "signed payload"
The wrapping key stays in your callback. Encryption uses fresh content-encryption keys and IVs from the CSPRNG. RequestSeal.JOSE.Nested.verify/4 also supports one-level JWS-in-JWE verification with explicit outer/inner policies and content_types: ["JWS"] when the outer protected header declares cty: "JWS".
The envelope above omits cty; add {"cty", "JWS"} to the JWE header before using
Nested.verify/4, or it rejects with :content_type_mismatch. The inner JWS may
itself carry a non-JOSE cty such as application/json; only values that name
another JOSE envelope (application/jose, application/jose+json,
application/jws, application/jwe, or RFC 7519's application/jwt, with RFC
7515 Section 4.1.10's abbreviation rule) reject as :nesting_depth, because
Nested verifies exactly one level. Decryption withholds all plaintext until AEAD authentication succeeds. Recipient integrity alone does not establish sender origin, identity, or request association.
Decrypt with a recipient key handle
For RSA-OAEP, keep the recipient's private key in an algorithm-bound custody
handle and return that handle from the key resolver. Decryption keys
shows the import, the startup health check, and why a released handle fails
exactly like a forged message.
Options and bounds
JWS algorithms are RS256, PS256, PS384, PS512, HS256, ES256, ES384, and EdDSA. JWE key management is RSA-OAEP-256, RSA-OAEP, A128GCMKW, A256GCMKW, or dir; content encryption is A128GCM or A256GCM.
Choose exact algorithm allowlists, timeout, content-encryption algorithms, and maximum plaintext. Compact envelopes are at most 1 MiB, protected JSON at most 16 KiB and depth four. Base64url is canonical and unpadded. Duplicate JSON members and floats reject. Compression, detached JWS, JSON serializations, the jku, x5u, and jwk key headers, b64, and crit are unsupported (x5c is accepted only as untrusted data); choose a different protocol contract when those are required.
This is generic JOSE, with no JWT claims policy, implicit key lookup, provider profile, trust anchor, freshness, replay, or authorization. Apply those application rules separately. Tests use Node WebCrypto as an independent verifier, in addition to published vectors and local cryptography.
Errors
RequestSeal.JOSE.Error carries bounded reasons and no input text. :invalid_signature rejects a JWS mismatch. :decryption_failed covers key unwrap and AEAD failure without releasing partial plaintext. :detached_payload rejects empty JWS payloads. :algorithm_not_permitted, :invalid_options, and :limit require a supported explicit contract or smaller input. :unknown_key and :key_resolver_failed come from your resolver; Nested adds :content_type_mismatch and :nesting_depth; a failing wrap callback is :signer_failed. Only :deadline_exceeded is retryable. Each function's documentation lists the exact reasons it can return.
Module docs: RequestSeal.JOSE, RequestSeal.JOSE.JWS, RequestSeal.JOSE.JWE, RequestSeal.JOSE.Nested, RequestSeal.JOSE.KeyManagement, RequestSeal.JOSE.Error.


  

    Keep signing keys behind a handle

What you will build: A local signing handle that keeps private key material in its holder process, verifies exact signed bytes, and can be explicitly released. Prerequisite: RequestSeal installed. Ed25519 follows RFC 8032; public JWK thumbprints follow RFC 7638 and RFC 8037.
1. Create an example key handle
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
{:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
A handle exposes signing operations and public metadata, not private key export. Construction explicitly starts a sensitive holder process; loading the library starts nothing. For existing keys, Custody.Local.import/4 accepts an explicit :pem, :der (PKCS #8), or :jwk (private JWK map) format, validates algorithm/key restrictions, derives the public key, and performs a real sign/verify before returning the handle.
2. Sign, verify, and release
{:ok, signature} = RequestSeal.Custody.sign(handle, "exact bytes", timeout: 5_000)
RequestSeal.Custody.verify(handle, "exact bytes", signature, timeout: 5_000)
# => :ok
RequestSeal.Custody.verify(handle, "changed bytes", signature)
# => {:error, %RequestSeal.Custody.Error{reason: :invalid_signature, ...}}
Release the handle when its owning process no longer needs it:
RequestSeal.Custody.Local.release(handle)
# => :ok
RequestSeal.Custody.sign(handle, "exact bytes")
# => {:error, %RequestSeal.Custody.Error{reason: :key_not_found, ...}}
Keep reusable handles in a long-lived owning process. Holders stop when their creating process exits, even after transfer, or when you release them; dropping a handle alone does not stop one. Long-lived owners must release handles they no longer use.
Decryption keys
For RSA-OAEP recipient custody, import an unencrypted private PEM into an
algorithm-bound unwrap handle. This example generates an RSA key locally; use
your existing PEM when provisioning a long-lived owner. The operation follows
RFC 7516 and
RFC 7518 Section 4.3.
Encrypt to the handle's public key and return the handle from the resolver:
private = :public_key.generate_key({:rsa, 2048, 65537})
pem = :public_key.pem_encode([:public_key.pem_entry_encode(:RSAPrivateKey, private)])

{:ok, recipient_handle} =
  RequestSeal.Custody.Local.import({:jwe, "RSA-OAEP-256"}, pem, :pem)

# Run this health check at startup, before accepting encrypted messages.
{:ok, recipient_public} = RequestSeal.Custody.public_key(recipient_handle)

{:ok, recipient_jwe} =
  RequestSeal.JOSE.JWE.encrypt(
    [{"alg", "RSA-OAEP-256"}, {"enc", "A256GCM"}],
    "recipient payload",
    recipient_public
  )

recipient_policy = %{
  algorithms: ["RSA-OAEP-256"],
  encryption: ["A256GCM"],
  max_plaintext: 1_048_576,
  timeout: 5_000,
  key_resolver: fn %{algorithm: "RSA-OAEP-256"} ->
    {:ok, %{algorithm: "RSA-OAEP-256", key: recipient_handle}}
  end
}

{:ok, recipient_result} = RequestSeal.JOSE.JWE.decrypt(recipient_jwe, recipient_policy)
recipient_result.plaintext
# => "recipient payload"
:ok = RequestSeal.Custody.Local.release(recipient_handle)
The RSA private key stays in the sensitive local holder. The CEK passes through
the sensitive custody runner and middle process to JWE's sensitive worker. Those
four processes see the CEK; the outer JWE middle process and your decrypt caller
receive only the authenticated result. A direct Custody.unwrap/3 caller receives
unwrapped bytes and owns their protection. On the BEAM, binaries are immutable:
a CEK that crossed those processes cannot be zeroed and stays in their heaps
until garbage collection. The mitigation is process-level, not memory-level —
every CEK-bearing process marks itself sensitive, and the JWE guide's trace test
proves inspection and tracing cannot observe the CEK from outside.
OAEP unwrap and GCM authentication failures return the identical complete
%RequestSeal.JOSE.Error{reason: :decryption_failed, layer: :crypto, correlation: nil, retryable: false}. A released or unavailable resolved handle
makes every decrypt fail with that same error as a forged message, by design.
Use RequestSeal.Custody.public_key(handle) as a startup health check: successful
public resolution returns {:ok, public_key}; a stopped holder returns
{:error, %RequestSeal.Custody.Error{reason: :key_not_found, retryable: false}}.
This check reports custody availability separately from attacker-controlled
message failures. Deadline expiration remains a distinct error.
Reuse recipient handles in a long-lived owner. Release each handle when it is no
longer needed; holders also stop when their creating process exits. Recipient
integrity alone does not establish sender identity or authorization.
Use an SSH agent
RequestSeal.Custody.SSHAgent.new/4 takes a supported algorithm, an explicit absolute agent socket path, a trusted public key, and optional timeout:. It proves possession by signing and verifying before returning a handle. It never reads SSH_AUTH_SOCK, starts an agent, or loads private files. You start and load your OpenSSH agent, then select its socket explicitly. Supported algorithms include HTTP Ed25519, RSA-v1_5-SHA256, P-256, and P-384, and their documented JWS selections; PSS and HMAC reject. See the module's cited SSH standards and public protocol.
Deadlines and secrets
Custody.sign/3, verify/4, and unwrap/3 bound work with timeout: (1–300,000 ms, default 5,000). Monitored workers terminate on deadlines and caller cancellation; cancellation cannot revoke external work already accepted by a peer. HMAC secret verification stays inside custody; key equivalence for shared secrets is an explicit nonsecret custodian value, never derived by RequestSeal. Public-key resolution does not expose private material. Custodians are trusted code and must propagate deadlines and keep secrets out of logs.
Signing and verification also accept per-call max_bytes:: an integer from 1
through 16,777,216, with the existing 1,048,576-byte default. Bytes over the
selected value return :invalid_data before the private reference is read.
Invalid values and duplicate options return :invalid_options; unwrap/3
does not accept this option. RequestSeal.Crypto.sign/4 and verify/5 expose
the same option for direct primitive calls. RequestSeal.SignatureBase retains
its separate 1,048,576-byte ceiling. Message.request/5 and Message.response/4
retain at most 1,048,576 body bytes, message fields total at most 1,048,576 bytes,
and compact JWS and JWE are at most 1,048,576 bytes. Body.new/1 (max_bytes:)
and RequestSeal.Plug.Capture (max_body_bytes:) use caller-selected limits. The
custody max_bytes: option changes none of these.
OpenSSH caps the whole agent message at 256 KiB,
including protocol overhead, so payloads slightly under 262,144 bytes are the
practical limit. Observed with OpenSSH 9.9 and Ed25519: 262,000 bytes signed
successfully; 262,200 returned :custodian_protocol. Raising max_bytes: does
not raise the agent's limit.
Errors
RequestSeal.Custody.Error uses bounded reasons. :key_not_found means the holder or agent key is gone. :key_mismatch means the material cannot serve the selected algorithm. :unsupported_format includes PKCS #8 v2 containers. :deadline_exceeded stops the operation. Agent :custodian_unavailable can describe a retryable pre-send connection failure; post-send :custodian_protocol is nonretryable because the signing request may already have reached the agent. :custodian_rejected means the agent does not hold the trusted key; :unsupported_algorithm means no implementation for that selection. Only :deadline_exceeded and :custodian_unavailable are retryable. Verification proves mathematical validity, not identity attribution or authority.
Long-lived owner
Add RequestSeal.Custody.Local.Owner to your application's supervision tree.
It owns one local holder for each valid Ed25519 seed. Fetching a handle does not
transfer ownership, so the handle survives the fetching process's exit.
This uses Ed25519 as defined by RFC 8032,
with encoding tags from RFC 4648.
Provision a seed file separately, set its mode to 0600 or 0400, and configure
:my_app, :signing_seed_file with its path. Prefer {:file, ...} in production;
environment seed values are inherited by OS child processes. The example file
contains an unpadded Base64url encoding of exactly 32 seed bytes. Add the child
to your existing tree; this standalone example starts a supervisor:
alias RequestSeal.Custody.Local.Owner
seed_file = Application.fetch_env!(:my_app, :signing_seed_file)
children = [
  {Owner,
   name: MyApp.Custody,
   keys: [signing: {"ed25519", {:file, seed_file, :base64url}}]}
]
{:ok, supervisor} = Supervisor.start_link(children, strategy: :one_for_one)
Owner.status(MyApp.Custody)
# => %{signing: :ready}
Owner.ready?(MyApp.Custody, :signing)
# => true
Source forms are explicit:
	Source	Reads
	{:env, "SIGNING_SEED", encoding}	The variable's value
	{:file, path, encoding}	The file at that path
	{:file_from_env, "SIGNING_SEED_FILE", encoding}	A path from the variable, then its file

Encodings are :base64url (padding optional), :base64 (padded), :hex (either case),
or :raw. Only ASCII space, tab, CR, and LF are trimmed from the ends of text
encodings; interior whitespace and non-ASCII whitespace reject. Base64 encodings
must be canonical, including unused trailing bits. Standard Base64 requires
padding; Base64url accepts canonical padded or unpadded input. Raw bytes are
unchanged. Avoid :raw seeds in environment variables, which cannot safely
represent arbitrary binary data. No encoding is guessed. Input is limited to 4,096 bytes including whitespace; decoded seeds
must contain exactly 32 bytes. Files must be regular, not symbolic links, with
mode 0600 or stricter: execute, group, other, and special permission bits reject.
A file that disappears or changes identity after its initial checks reports
:insecure_file. Keep files and their parent directories under trusted control
during startup.
status/1 reports each configured name as :ready, :unconfigured for a missing
or empty variable, a missing file, or a stopped holder, or {:error, :invalid_seed | :insecure_file | :unreadable}.
Bad keys leave the Owner running. fetch/2 returns {:ok, handle} for a ready
key, otherwise {:error, :unconfigured}; no signing handle is issued for a bad
key. An empty environment seed and an empty :file_from_env path both report
:unconfigured. Calls to a stopped or busy Owner return
{:error, :owner_unavailable} from both fetch/2 and status/1; ready?/2
returns false in that case. ready?/2 returns a Boolean. No registration is supported after startup.
Configuration descriptors contain variable names or paths, never literal seeds.
The Owner sets process sensitivity before reading sources, passes each decoded
seed directly into Local.new/2, retains only handles and bounded statuses, and
garbage-collects after initialization. Its holders monitor the Owner. The Owner
never deletes environment variables and rereads every source on restart.
Restart rule: fetch per signing operation, as below. If you cache a handle,
an Owner restart makes that old handle return custody :key_not_found; fetch a
new handle and retry signing once. If fetching returns :owner_unavailable
during restart, wait for the supervised Owner to become available before
fetching again. Releasing an Owner's handle also ends that
holder and makes its status :unconfigured until restart; keep its lifetime
under the supervision tree's control. Readiness is a snapshot, so signing can
still encounter an unavailable holder after a successful fetch.
The explicit signature form accepts a handle without generating or reordering
your signature parameters. It follows
RFC 9421 Section 2.3:
{:ok, message} = RequestSeal.Message.request("GET", "https://example.com/", [], nil)
spec = %{
  label: "sig",
  signature_input: ~s[("@method" "@scheme" "@authority" "@path");alg="ed25519"],
  algorithm: "ed25519"
}
{:ok, handle} = RequestSeal.Custody.Local.Owner.fetch(MyApp.Custody, :signing)
{:ok, signed} = RequestSeal.sign(message, spec, handle, signing_timeout: 5_000)
Enum.map(signed.fields, & &1.name)
# => ["Signature-Input", "Signature"]
signing_timeout is 1–300,000 ms, default 5,000. field_schemas remains available.
The existing arity-two function signer stays synchronous; a valid timeout option
does not interrupt it. A handle's algorithm must equal spec.algorithm.
Mismatch returns RequestSeal.Error with reason :signer_algorithm_mismatch,
layer :input, and the exact message string
"signer algorithm does not match signature specification". From 0.5.0, the
generated signing spec returns the same; in 0.4.1 it returns :invalid_options. Req, Finch, and Plug report it as an
adapter :invalid_options error whose source is that core error.
Custody failures return RequestSeal.Error with reason :signing_failed, layer
:crypto, and a bounded RequestSeal.Custody.Error in source. This preserves
:key_not_found and :deadline_exceeded for explicit and generated signing specs.
Error.retryable is false while source.retryable may be true for
:deadline_exceeded. Malformed or excessive signing output uses custody
:invalid_signing_output; malformed custody errors use :custodian_failure.
Both signing forms return these in source with outer reason :signing_failed.
Function errors in the explicit form retain the existing :signer_failed reason.
Owner terminate reports keep configured key names and bounded statuses. Both
terminate and crash reports use bounded atom reasons; private reason terms are
discarded before the process exits. Unknown abnormal reasons become
:owner_failure; :badarg, :badarith, :function_clause, and :undef remain
recognizable. Normal and shutdown exits retain their lifecycle meaning.
Module docs: RequestSeal.Custody, RequestSeal.Custody.Local, RequestSeal.Custody.Local.Owner, RequestSeal.Custody.SSHAgent, RequestSeal.KeyHandle, RequestSeal.PublicKey, RequestSeal.Custody.Error.


  

    Rotate signing keys

What you will build: A sender that moves from one Ed25519 key to the next without rejected requests, and a verifier that accepts both keys during the overlap and then retires the old one. Prerequisite: RequestSeal installed; no framework or network is needed. Keys live in a supervised RequestSeal.Custody.Local.Owner, as key custody describes.
Rotation has four steps: add the new key next to the old one, trust both on the verifier, switch the signer, then stop trusting and holding the old key.
1. Add the new key next to the old one
The Owner reads seed files with mode 0600 or stricter. This example writes two generated seeds to a temporary directory; in production you provision the files separately and never generate them in the application.
alias RequestSeal.Custody.Local.Owner

seed_dir = Path.join(System.tmp_dir!(), "rotation-#{System.unique_integer([:positive])}")
File.mkdir_p!(seed_dir)

write_seed = fn name ->
  {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
  path = Path.join(seed_dir, name)
  File.write!(path, Base.url_encode64(seed, padding: false))
  File.chmod!(path, 0o600)
  path
end

current_file = write_seed.("current.seed")
next_file = write_seed.("next.seed")

{:ok, supervisor} =
  Supervisor.start_link(
    [
      {Owner,
       name: Rotation.Custody,
       keys: [
         current: {"ed25519", {:file, current_file, :base64url}},
         next: {"ed25519", {:file, next_file, :base64url}}
       ]}
    ],
    strategy: :one_for_one
  )

%{current: :ready, next: :ready} = Owner.status(Rotation.Custody)
Publish the new public key wherever verifiers find keys. For a JWKS or a Web Bot Auth key directory, export it as a JWK; its thumbprint is the Web Bot Auth key ID:
{:ok, next_handle} = RequestSeal.Custody.Local.Owner.fetch(Rotation.Custody, :next)
{:ok, next_key} = RequestSeal.Custody.public_key(next_handle)
{:ok, next_jwk} = RequestSeal.PublicKey.export(next_key, :jwk)
{:ok, next_thumbprint} = RequestSeal.PublicKey.thumbprint(next_key)
%{"kty" => "OKP", "crv" => "Ed25519"} = next_jwk
2. Trust both keys on the verifier
The verifier's resolver maps each key ID to a configured key. During the overlap it accepts either:
{:ok, current_handle} = RequestSeal.Custody.Local.Owner.fetch(Rotation.Custody, :current)
{:ok, current_key} = RequestSeal.Custody.public_key(current_handle)
components = ~s[("@method" "@scheme" "@authority" "@path")]

policy_for = fn trusted ->
  {:ok, policy} =
    RequestSeal.Policy.new(%{
      algorithms: ["ed25519"],
      components: components,
      key_resolver: fn %{keyid: keyid} ->
        case Map.fetch(trusted, keyid) do
          {:ok, key} -> {:ok, %{algorithm: "ed25519", key: key}}
          :error -> :error
        end
      end,
      freshness: %{
        clock: fn -> System.system_time(:second) end,
        max_age: 60,
        skew: 5,
        require_expires: true
      },
      content: :not_required,
      replay: :not_required
    })

  policy
end

overlap_policy = policy_for.(%{"build-2" => current_key, "build-3" => next_key})
3. Switch the signer
Fetch the handle for each signing operation and change the key ID together with the key. Requests signed before the switch still verify during the overlap:
sign_with = fn name, keyid ->
  {:ok, handle} = RequestSeal.Custody.Local.Owner.fetch(Rotation.Custody, name)
  {:ok, message} = RequestSeal.Message.request("POST", "https://ci.example.com/artifacts", [], nil)
  spec = %{label: "sig", algorithm: "ed25519", components: components, expires_in: 60, keyid: keyid}
  RequestSeal.sign(message, spec, handle)
end

{:ok, before_switch} = sign_with.(:current, "build-2")
{:ok, after_switch} = sign_with.(:next, "build-3")
{:ok, _} = RequestSeal.verify(before_switch, overlap_policy, label: "sig")
{:ok, _} = RequestSeal.verify(after_switch, overlap_policy, label: "sig")
Keep trusting the old key until no signature it made can still be accepted. A signature created at second C with the signer's expires_in passes the expiry check while the verifier's clock is below C + expires_in + skew, and, when the policy sets max_age, passes the age check while the clock is at most C + max_age + skew. Both checks apply, so the tighter one governs: keep the overlap for at least min(expires_in, max_age) + skew seconds after the last request signed with the old key (expires_in + skew when the policy has no max_age). In this example that is min(60, 60) + 5, or 65 seconds.
4. Retire the old key
Remove the old key ID from the verifier. A request still signed with it now rejects as an unknown key:
retired_policy = policy_for.(%{"build-3" => next_key})
{:ok, _} = RequestSeal.verify(after_switch, retired_policy, label: "sig")

{:error, %{reason: :unknown_key, layer: :key}} =
  RequestSeal.verify(before_switch, retired_policy, label: "sig")
Then remove the old seed from the Owner's configuration and restart the Owner. A restart rereads every source and ends every handle it issued, so a cached handle reports :key_not_found; fetch a new one:
:ok = Supervisor.terminate_child(supervisor, Rotation.Custody)
File.rm!(current_file)
{:ok, _} = Supervisor.restart_child(supervisor, Rotation.Custody)

%{current: :unconfigured, next: :ready} = RequestSeal.Custody.Local.Owner.status(Rotation.Custody)

{:error, %{reason: :signing_failed, source: %{reason: :key_not_found}}} =
  RequestSeal.sign(before_switch, %{label: "late", algorithm: "ed25519", components: components, expires_in: 60}, next_handle)

{:ok, _} = sign_with.(:next, "build-3")
:ok = Supervisor.stop(supervisor)
File.rm_rf!(seed_dir)
In a deployment, remove the current entry from the child specification instead of leaving it unconfigured.
Discovered keys
When verifiers fetch keys from a JWKS URI or a key directory, publish the new key before signing with it, and remove the old key after the overlap. Verifiers using RequestSeal.Discovery.Cache pick up changes on refresh; RequestSeal.Discovery.Cache.refresh/2 forces one, and RequestSeal.Discovery.Cache.remove/3 revokes a thumbprint immediately. Key discovery shows both against a real HTTPS publisher.
For decryption keys, import the new recipient handle, check it with RequestSeal.Custody.public_key/1, let your JWE key resolver choose among the configured handles, and release the old handle once no message for it can still arrive. See JOSE.


  

    Test your integration

What you will build: Deterministic tests for an application that signs or verifies requests with RequestSeal: generated keys per test, a fixed clock, golden signature bytes, boundary checks without sleeping, and a Plug receiver driven without a server. Prerequisite: RequestSeal and ExUnit; the Plug section also needs :plug. Use real keys and the real library in your tests; nothing here replaces RequestSeal with a stand-in.
Generate keys per test
Create keys inside the test and release them when it ends. In an ExUnit setup block, call RequestSeal.Custody.Local.release/1 from on_exit/1. The examples below check results with pattern matches so they run anywhere; in your tests, write the same checks with assert:
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
components = ~s[("@method" "@scheme" "@authority" "@path" "content-digest")]
Fix the clock and the nonce
Signing accepts clock: and nonce:; the policy's freshness takes its own clock. With both fixed, Ed25519 signing is deterministic, so a test can compare exact header bytes. Use a fixed nonce only in tests: production signing must use fresh entropy for every request.
created = 1_790_000_000
nonce = :binary.copy(<<7>>, 32)

{:ok, message} =
  RequestSeal.Message.request(
    "POST",
    "https://inventory.example.com/restock",
    [{"content-type", "application/json"}],
    ~s({"sku":"LAMP-9","quantity":12}),
    digest: ["sha-256"]
  )

spec = %{label: "sig", algorithm: "ed25519", components: components, expires_in: 60, keyid: "test-key"}
sign = fn -> RequestSeal.sign(message, spec, handle, clock: fn -> created end, nonce: nonce) end

{:ok, first} = sign.()
{:ok, second} = sign.()
true = first.fields == second.fields

[signature_input] = for f <- first.fields, f.name == "Signature-Input", do: f.value
true = signature_input =~ ";created=1790000000;expires=1790000060;"
Store such a header as a golden value when you want to catch any change in what your application signs.
Test acceptance and freshness boundaries
Build the policy from a clock argument so each test chooses the verifier's time. The expiration is exclusive: a request is accepted before expires and rejected at it, after allowing for skew:
policy_at = fn now ->
  {:ok, policy} =
    RequestSeal.Policy.new(%{
      algorithms: ["ed25519"],
      components: components,
      key_resolver: fn
        %{keyid: "test-key"} -> {:ok, %{algorithm: "ed25519", key: key}}
        _ -> :error
      end,
      freshness: %{clock: fn -> now end, max_age: 60, skew: 0, require_expires: true},
      content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
      replay: :not_required
    })

  policy
end

{:ok, verification} = RequestSeal.verify(first, policy_at.(created + 59), label: "sig")
:valid = verification.signature.crypto
["sha-256"] = verification.content.checked
:not_evaluated = verification.authorization

{:error, %RequestSeal.Error{reason: :expired, layer: :freshness}} =
  RequestSeal.verify(first, policy_at.(created + 60), label: "sig")
For every other rejection your application must handle, the errors guide has a table of changes and the exact reason and layer each produces; copy the rows you rely on into your own tests.
Drive a Plug receiver without a server
Plug.Test connections run through RequestSeal.Plug.Capture and RequestSeal.Plug.Verify in the test process. Put the signed headers on the connection with the same body:
deliver = fn request, body ->
  conn =
    Enum.reduce(request.fields, Plug.Test.conn(:post, "https://inventory.example.com/restock", body), fn field, conn ->
      Plug.Conn.put_req_header(conn, String.downcase(field.name), field.value)
    end)

  RequestSeal.Plug.Capture.call(conn, RequestSeal.Plug.Capture.init(origin: :connection, max_body_bytes: 65_536, read_timeout: 5_000))
  |> RequestSeal.Plug.Verify.call(
    RequestSeal.Plug.Verify.init(policy: policy_at.(created + 1), label: "sig", on_reject: {:halt, 401})
  )
end

accepted = deliver.(first, ~s({"sku":"LAMP-9","quantity":12}))
false = accepted.halted
{:ok, %RequestSeal.Verification{}} = RequestSeal.Plug.verification(accepted)

rejected = deliver.(first, ~s({"sku":"LAMP-9","quantity":120}))
{true, 401} = {rejected.halted, rejected.status}
In your application, call your own endpoint or router module the same way so the test covers your plug order, including Plug.Parsers with Capture's body reader.
Test single use with a per-test store
Start an ETS replay store in the test and stop it at the end. A second verification of the same request must reject:
{:ok, store} = RequestSeal.Replay.ETS.start_link(max_entries: 100)

replay = %{
  identifier: :nonce,
  namespace: "inventory-tests",
  commitment: fn facts -> {:ok, facts.identifier} end,
  store: RequestSeal.Replay.ETS.store(store),
  timeout: 5_000
}

{:ok, once} = RequestSeal.Policy.new(%{Map.from_struct(policy_at.(created + 1)) | replay: replay})
{:ok, _} = RequestSeal.verify(first, once, label: "sig")
{:error, %RequestSeal.Error{reason: :replayed}} = RequestSeal.verify(first, once, label: "sig")

GenServer.stop(store)
:ok = RequestSeal.Custody.Local.release(handle)
These tests show your code and RequestSeal agree with each other. They do not show that a deployed peer accepts your requests; testing and evidence explains what each kind of evidence establishes.


  

    Conformance corpus format

The repository's corpus/ is the shared, language-neutral semantic contract.
Expectations come from cited public vectors or independent derivations. A consumer
must never regenerate them using the implementation under test. Corpus files are
repository tooling and release assets; the Hex and npm packages exclude them.
Layout and encoding
index.json inventories sources/<origin>/ and cases/<surface prefix>/ (for example, cases/jws/ holds jws.sign and jws.verify cases). Sources retain
upstream fixture bytes, licenses, provenance and SHA-256 inventories. Manifests and
the index use RFC 8785 canonical JSON:
sorted object keys by UTF-16 code units, compact encoding, unmodified Unicode,
and arrays in semantic order. The corpus uses a number-free I-JSON profile.
Every exact integer is {"int":"253402300799"}; exact decimals are
{"dec":"1.25"}. This also applies to batch counts. Bytes are
{"b64":"<base64url without padding>"}. Ordered JSON occurrences use
{"pairs":[["name","value"]]}. A source reference is
{"ref":{"file":"sources/...","pointer":"/0/message"}}, with an
RFC 6901 JSON pointer.
Source files themselves retain their original numeric and binary encodings.
Index
Format request-seal-conformance-corpus-index/1 requires:
	elixir_release: v followed by the package version in mix.exs (currently v0.4.1). The declared gate fails when they differ, and the release workflow publishes the corpus only for a tag equal to both. Corpus releases exist for v0.3.0 through v0.4.0.
	files: every regular file below sources and cases, sorted by relative path,
each with path and lowercase hexadecimal sha256.
	cases: unique id, manifest, surface and class entries. A batch also
carries its tagged count and not_applicable count, including zero.
	known_positive: a listed positive case that must execute successfully.

The Elixir consumer pins the index SHA-256 in its test support. Another repository
pins the release tag, source commit and index SHA-256 together. Consumers verify
that pin before trusting the inventory, verify every file digest, reject unlisted
or missing files and unsafe paths, execute each single and asserted batch item once, and tie out
counted not-applicable items against their declared counts in each batch, and
executed plus not-applicable count against singles plus declared batch counts. A digest mismatch or
unknown format rejects the whole corpus before conformance results are accepted.
Single manifests
Format request-seal-conformance-case/1 requires id, surface, class,
evidence_class, source, inputs and expected. Source identity contains
document, section and url. Evidence is published_vector or
reviewed_derivation; the latter requires derivation. Every positive reference must name an existing case other than itself and
requires reviewed_derivation. Authored rejection cases
name their positive baseline and describe one defect, derived from the cited
clause before executing either implementation.
Classes are byte_exact, verify_only and rejection. Byte-exact outputs compare
encoded bytes or canonical results exactly. Verify-only cases validate published
signatures or decrypt existing ciphertext; randomized output is never a golden
signing expectation. Rejections compare expected.rule_id. Core and JOSE rules
use <kind>/<layer>.<reason>; other errors use <kind>/<reason>. One consumer
function maps each of the eleven error structs to its kind.
Required replay on the verify surface uses a descriptor with identifier: "nonce",
store: "ets", commitment: "identifier", namespace bytes, and a tagged timeout.
The consumer owns the real ETS store for that case and closes it after execution.
Optional keys references identify named source keys. policy supplies each
required algorithm, coverage, resolver, freshness, content and replay choice.
now injects the evaluation clock; nonce supplies deterministic signing input.
Callbacks are selected by semantic input descriptors: real local keys or an
explicit faulting callback for a caller-boundary rejection. They are not service
replies. No network discovery or PostgreSQL service is required by the corpus.
	Surface	Inputs	Expected positive
	structured_fields.parse, .serialize	Field type, revision, mode, raw bytes or typed tree	Canonical bytes
	message.validate	Lossless message, ordered field occurrences, retained or unavailable body	valid
	signature_base.build	Message, Signature-Input Inner List, explicit field schemas	base bytes
	sign	Message, explicit or generated-metadata spec, clock/nonce options, source key	Exact appended field pairs for HMAC, Ed25519, RSA v1.5; valid after verification for ECDSA and RSA-PSS
	verify, quorum.verify	Message, selected label or quorum and explicit policy	Canonical verification facts or verified quorum validity
	accept_signature.parse	Raw field bytes, explicit target kind	Canonical bytes
	digest.content	Exact body bytes, selected algorithms and field kind	Canonical digest bytes
	crypto.verify	Algorithm, public source key, data and signature bytes	valid
	key.import	Public material and format	{"valid":true,"public":{"thumbprint":"<RFC 7638 thumbprint>"}}
	jws.sign, jws.verify, jwe.decrypt, nested.decrypt	Compact bytes or protected occurrence pairs, keys and pinned policy	Exact compact bytes or verified/decrypted payload
	web_bot_auth.verify	Message, injected directory body, trusted origins, explicit clock and policy	Per-label canonical verification facts
	discovery.body	Injected body, source kind/location, limits and evaluation clock	Public key thumbprints
	replay.claim	Namespace/key bytes, created/expires/max-age/skew, clock	Retention end and optional lowercase hexadecimal row
	profile.name	Package/kind pair and bounded metadata	valid

The consumer also accepts digest.content and nested.decrypt; the current corpus contains no cases for them.
HTTP message attributes match the existing RFC 9421 fixture shape. Manifest-owned
field and body bytes use byte tags; append_fields appends ordered occurrences,
and message_override changes a single validated attribute for a rejection.
If the referenced message already contains Signature-Input and Signature,
as in RFC 9421 Appendix B.4, those occurrences are used directly; appending them
again would introduce duplicate labels rather than verify the published message.
The replay surface uses the real caller-owned ETS store and verifies the actual
receipt and stored row. Its operation: "sweep" form checks the explicit sweep
clock; the adapter's raw invalid-input failure maps to replay/invalid_options
for this surface. Caller clocks and sweeps are integers from 0 through 253,402,300,799.
Verification with required replay and a derived retention end above that maximum
rejects with core/replay.retention_exceeded before commitment or storage. Direct
store calls keep the existing invalid-claim failure; negative retention ends
remain already-expired claims. Policy max-age above the clock maximum rejects
with core/input.invalid_policy; skew retains its existing integer range of
0..86,400 seconds. These contracts are recorded in CHANGELOG 0.3.0.
Retention is the minimum present freshness end: expiration
plus skew, or creation plus max-age plus skew plus one. Expiration is exclusive;
max-age accepts its final second.
Batch manifests
Format request-seal-conformance-batch/1 uses class: "mixed" and a batch
object with source file, versioned item_format, tagged count, and
"not_applicable": {"int":"<count>"} (zero when every item is asserted). The index
repeats both counts. Each batch compares its independently counted not-applicable
items with the declared count; a mismatch rejects with not_applicable_count.
Each asserted upstream item executes exactly once;
not-applicable items remain in the listed count and are counted separately.
Parse and serialize checks of the same item are one execution, not two inventory items.
Named formats are httpwg-structured-fields/1, wycheproof-aes-gcm/1,
wycheproof-rsa-oaep/1, wycheproof-ed25519/1, wycheproof-ecdsa/1 and
rfc9421-signature-bases/1. Each has one consumer implementation.
HTTP WG format uses the original name, raw, header_type, expected,
must_fail, can_fail and canonical members, including serialization-only
files. Every can_fail item has exactly one pins entry, with chosen outcome
and clause-based reason. No other item has a pin.
Batch manifests may declare per-item overrides keyed by decimal tcId or
upstream name. A rejection override is
{"outcome":"reject","rule_id":"<stable rule>","clause":"<cited section>"};
a non-applicable override is
{"outcome":"not_applicable","reason":"<why this surface cannot exercise the item>"}.
Every listed override must name an item present in the source. The consumer
follows the upstream verdict for every unlisted item; adapter code must not
contain implicit outcome overrides. Non-applicable items are reported separately:
listed batch items = asserted batch items + not_applicable;
executed = singles + asserted batch items.
Wycheproof formats enumerate all groups and tests, preserving tcId, inputs and
valid/invalid outcomes. The AES suite exercises the real JOSE GCM primitive through
GCM key unwrapping with empty AAD, under the selected compact JWE restrictions.
The selected key-wrap set is A128GCMKW/A256GCMKW; it excludes A192GCMKW,
which RFC 7518 Section 4.7
also registers. The declared overrides reject 192-bit keys under that selection
and IVs other than 96 bits or tags other than 128 bits under Section 4.7.1.
Arbitrary non-empty AAD is not applicable: AES GCM key wrapping uses empty AAD
under Section 4.7.
Non-empty RSA-OAEP labels are not applicable because JOSE selects the empty
label (RFC 7518 Section 4.3). All these decisions live in each manifest.
RSA-OAEP otherwise applies SHA-256/MGF1 SHA-256. The signature suites use raw
Ed25519 and fixed-width ECDSA P1363. Without an override, AES items require
128- or 256-bit keys and empty AAD, RSA-OAEP items require empty labels, and
all Wycheproof items require a valid or invalid verdict. Unsupported shapes,
including acceptable, reject with unexpected_item_shape and the item ID.
rfc9421-signature-bases/1 enumerates each original item followed immediately by
its transformations in source order. Each transformation is a separate sub-item
with its own execution count and zero-based batch position. The twelve original
items and five Appendix B.4 transformations therefore declare a count of 17.
Original items compare the built base byte for byte to their published base.
Transformation sub-items inherit the parent's parameters and published base,
build from their own message, and compare equality to same_base: true
requires equality, and false requires different bytes. A build error fails
either comparison. Message construction matches the published-vector tests:
ordered field occurrences, authoritative request method/target/scheme/authority,
or response status and recursively constructed related request. Existing signature
fields remain single occurrences. This format preserves every published base and
transformation expectation; separating transformations corrects the adapter's
comparison of a built-base result to a boolean and makes each check count once.
Canonical Verification
expected.verification has the fixed members label, signature, profile,
content, freshness, replay, principal and authorization. Object bytes use
RFC 8785 key order; arrays preserve base and wire order.
signature contains algorithm, covered as identifier/ordered-parameter pairs,
ordered decoded parameters, nullable keyid and crypto: "valid". Profile
names are rfc9421, web_bot_auth with the exact selected revision, or an
extension package/kind pair. Content is not_required or digest facts (kind,
checked, tagged bytes, unsupported). Freshness is not_evaluated or
now, created, nullable expires/max_age and skew, with tagged integers.
Replay is always not_required in canonical verification facts; successful required replay is exercised on the replay.claim surface (tagged retention end and optional stored row).
Principal is unattributed or an object with agent (trusted origin), source (discovery type) and thumbprint.
Authorization is always not_evaluated. Web Bot Auth groups those facts by label.
Parameter order is recovered from the actual parsed wire input and checked
against the successful API result; a host map's iteration order is not wire order.
Format decisions
This reference governs the format. Verification objects use RFC 8785 sorted
keys; semantic arrays remain ordered. Batch counts use {"int":"..."} rather
than bare integers. The source origin for public HTTP examples is local-http. Deterministic
HTTP signing (HMAC, Ed25519, RSA v1.5) and JWS signing (HS256, EdDSA, RS256)
compare exact output bytes; ECDSA and RSA-PSS use verification only. Positive
key imports include the RFC 7638 public thumbprint. Per-item overrides and separate
non-applicable counts supersede implicit adapter outcomes. Publication begins at
v0.3.0, the release containing these contracts and the corpus.
Publication and vendoring
From v0.3.0 onward, the v* release workflow requires the index release tag
and package version to match the pushed tag, runs the Elixir corpus test against
its pinned index digest, and verifies the inventory, creates a deterministic
corpus.tar.gz with fixed timestamp and numeric ownership, and publishes that
asset plus corpus.sha256 on the tag's GitHub release. The archive root contains exactly index.json, sources/, and cases/;
both consumers refuse other paths in the corpus root. Existing assets are downloaded
and compared byte for byte; a differing digest fails publication without replacement.
Missing assets are uploaded to existing releases. A tag whose package version differs from elixir_release fails this workflow and publishes nothing. The v0.4.1 tag failed it because elixir_release still named v0.4.0, so v0.4.1 has no corpus release. At that tag the corpus was identical to v0.4.0's, that field included; the field names v0.4.1 only from the change that added the gate check. The TypeScript package @request-seal/core vendors conformance/ from one
release tag. Its source pin records tag, commit and index SHA-256; updating the
pin and vendored bytes is a reviewed commit. Corpus data stays outside published
runtime packages.


  

    Domain glossary

	Term	Meaning
	Message	One HTTP request or response with raw field occurrences and its relevant transport context.
	Component	A field or derived value selected by an RFC 9421 component identifier and parameters.
	Signature base	The exact ordered bytes authenticated by the selected signature.
	Signature label	The dictionary key linking one Signature-Input entry to one Signature entry.
	Profile	An explicit standards/application contract constraining coverage, algorithms, freshness and trust.
	Cryptographic validity	The signature matches the selected key and exact base; no authority is implied.
	Identity attribution	Verified association between the signing key and a claimed agent/domain/issuer.
	Authentication	Successful cryptography plus all required profile, trust, integrity, time and replay rules.
	Authorization	The caller's decision about what the authenticated party may do.
	Custodian	Owner of signing, secret-bearing verification, or key-unwrapping capability; an opaque handle may invoke a remote HSM/KMS without exposing its key.
	Key handle	An opaque, algorithm-bound reference to a key held by a custodian; private key bytes never leave the custodian.
	Signing spec	The label, algorithm, covered components, lifetime, and optional parameters of a signature to create (RequestSeal.signing_spec/0).
	Policy	The verifier's explicit acceptance choices: algorithms, required components, key resolver, freshness, body integrity, and replay (RequestSeal.Policy).
	Key resolver	The policy's caller function returning the authoritative algorithm and public key or verification function for a key ID; it establishes no identity.
	Agent trust function	The Web Bot Auth policy's agents function mapping a Signature-Agent location and type to a trusted source or key set before attribution.
	Verification result	The facts established by a successful verification (RequestSeal.Verification); authorization is always :not_evaluated.
	Principal	The verified attribution in a result. Generic results are :unattributed; Web Bot Auth reports an agent or a held key.
	Held key	A public key the verifier configured directly; verification attributes only its thumbprint, never an agent URL.
	Thumbprint	The RFC 7638 SHA-256 JWK thumbprint identifying a public key; Web Bot Auth uses it as the key ID.
	Possession proof	A signed key-directory response; it proves possession of the listed keys, not the identity of their owner.
	Profile stamp	The descriptive profile name in a result; consumers allowlist the profiles they trust.
	Replay namespace	The caller's trust and tenant scope under which replay claims are unique.
	Retention end	The first second at which a replay claim may be swept; RequestSeal.Policy defines how it is derived.
	Quorum slot	One expected signer position in a quorum, with its own label selector and complete policy.
	Counting unit	What a quorum threshold counts: distinct keys, caller-bound principals, or roles. Labels never count.
	Error layer	The check that rejected a message, such as :fields, :policy, :crypto, :content, :freshness, or :replay.
	Correlation	A random token in an error that lets logs and reports refer to one failure without recording its inputs.
	Replay claim	An atomic claim using a caller-supplied commitment bound to a verified nonce, challenge, or transaction identifier and caller-defined security scope; expiry controls retention.
	Key-equivalence identity	Trusted algorithm-appropriate identity used to deduplicate aliases of one key; public components for asymmetric keys, an opaque custodian-supplied value for symmetric keys that RequestSeal never derives.
	Envelope	Source-selected authenticated unit: HTTP signatures and required nested signatures, or explicitly selected generic JOSE nesting.
	Transport evidence	Caller-declared HTTP version and TLS facts (evidence: :declared); a declaration cannot prove a connection's security prerequisites.
	Recipient integrity	Successful authenticated decryption under an approved recipient key; independently required origin and request association remain separate.
	Content digest	Hash of the HTTP message content; distinct from a selected representation's digest.
	Counterpart	A specific independent implementation or deployed peer used for interoperability evidence.
	Conformance corpus	Source-attributed positive and negative wire cases with deterministic expected results.
	Compatibility profile	Design term with no API yet: explicit handling of a named counterpart's documented deviation; never core fallback.
	Evidence resolution	Design term with no API: obtaining definitive bytes or rules where source text or examples conflict.



  

    Standards and counterpart contracts

These are primary technical inputs, first read on October 6, 2026. Recheck the
relevant source when changing its surface. No linked example alone proves peer acceptance.
	Contract	Scope
	RFC 9421	HTTP message signatures, algorithms, derived fields, responses, trailers, challenges, vectors.
	HTTP signature registry	Exact registered algorithm names and parameters.
	RFC 8941, RFC 9651	Structured Fields; apply the field's selected schema and referenced types.
	RFC 9530	Content and representation digests and preference fields.
	Web Bot Auth WG draft	Current draft profile and discovery, subject to change.
	RFC 7515, RFC 7516	Generic compact JWS and JWE, and one-level JWS-in-JWE nesting (RequestSeal.JOSE).
	RFC 7518	JWS and JWE algorithms, RSA-OAEP and AES-GCM key wrapping.
	RFC 7517, RFC 7638, RFC 8037	JWK, thumbprints, OKP keys and JOSE EdDSA.
	RFC 8032	Ed25519 signatures.
	RFC 9110, RFC 9112, RFC 3986	HTTP semantics, message syntax, target forms, and URI authority grammar for messages and discovery fetches.
	CIMD-02	OAuth client ID metadata documents as a discovery source.
	RFC 8785	JSON canonicalization for corpus verification objects.
	RFC 8725	JWT best current practices; RequestSeal applies explicit algorithm allowlists and has no JWT claims policy.
	Livebook importer, exporter	Actual notebook parse/export API and branch behavior.
	ExDoc	Generated API and guide tooling.

Source-bound profile selection
Generic RFC 9421 requires caller-supplied coverage, algorithm, freshness, replay,
and trust policy. Web Bot Auth protocol-00 selects its exact dictionary-member
Signature-Agent representation, labels, tags, discovery types, and nested
coverage. Another source revision cannot silently broaden these predicates.
Source-bound acceptance is an accepted architectural decision, and the
testing guide distinguishes published
vectors, independent construction, and deployed-peer evidence.
Generic HTTP and JOSE identifiers are separate exact wire tokens. Structured
Field parameter names cannot contain uppercase letters. The HTTP algorithm
ed25519 and JOSE EdDSA require explicit selection in their own registries;
no spelling alias or automatic cross-profile fallback exists. Sources include
RFC 9421 Sections 2.3, 2.5, 3.3.6, and 3.3.7,
RFC 8941 Section 3.1.2, and
RFC 8037 Section 3.1.
Application profiles live in extension packages through the bounded extension
surface. Core standards are not
weakened to accommodate conflicting examples. Definitive source evidence is
required before advertising an ambiguity-dependent rule as conformant.
Provenance
Store immutable public captures with original source URL, retrieval time, content digest,
license and source revision before deriving corpus cases. Store release receipts separately
from human guides. Independent published vectors and local examples have distinct labels.
No secret, customer payload, or private source belongs in the public corpus.
Conformance corpus
corpus/ preserves the cited standards and provider bytes alongside independent
expectations. See the corpus format for the index, manifests,
canonical results and checksummed release assets.


  

    RequestSeal architecture

RequestSeal is one framework-independent Elixir library for signing and verifying HTTP messages and generic compact JOSE, with Web Bot Auth protocol-00 and an explicit named-profile extension surface. The TypeScript counterpart is the separate npm package @request-seal/core. The lossless message value model (the Message/occurrence/body/transport portion of
the lossless-HTTP decision) is implemented by RequestSeal.Message, FieldOccurrence,
Body, and TransportFacts; their module documentation is the API reference.
Structured Fields parsing, serialization, and explicit type schemas are implemented
by RequestSeal.StructuredFields; its module documentation defines limits and errors.
RFC 9421 signature-base construction is implemented by RequestSeal.SignatureBase;
its module documentation defines component rules, input forms, limits, and errors.
Generic single-label RFC 9421 signing and verification are implemented by
RequestSeal with explicit RequestSeal.Policy; their module documentation defines
the current API. Composite verification and signature negotiation are implemented by
RequestSeal.Quorum, RequestSeal.verify_quorum/3, and RequestSeal.AcceptSignature.
Caller-owned custody, bounded discovery, nonce replay, optional Req/Finch and
Plug/Phoenix adapters, Ash scope mapping, generic compact JWS/JWE, and one-level
JWS-in-JWE nesting are implemented.
Web Bot Auth protocol-00 signing and verification are implemented by
RequestSeal.WebBotAuth, composing explicit trust, discovery, nested coverage,
and one whole-envelope replay claim.
Body sinks/spools and reverse-proxy adapters remain proposed public shapes.
Architectural contract
The library owns five pieces of knowledge:
	Lossless HTTP message representation and RFC 9421 signature-base construction.
	RFC 9651 Structured Fields parsing/serialization under the field schema each standard actually references.
	Explicit policies for generic RFC 9421 and the named Web Bot Auth draft, with a bounded extension surface for application profiles.
	A layered verification result that separates valid cryptography, authenticated principal, content integrity, freshness/replay, and caller authorization.
	Independently sourced vectors and a portable conformance corpus with a shared cross-language format.

It does not own an application server, general-purpose HTTP client or connection pool, global key store, replay database, identity provider, authorization engine, or payment execution. The optional discovery adapter implements bounded HTTP/1.1 GET over caller-started OTP TLS under explicit source policy; its cache is caller-started. Importing the package starts no process and performs no network or storage operation. Optional adapters translate those boundaries without moving their policy into the core.
Req / Finch / Plug / Phoenix / Ash / reverse proxy
                         │ lossless adapter contract
                         ▼
              Profiles and policy evaluation
    RFC 9421 │ WBA draft │ explicit application extensions
                         │
            Verification result and signed output
                         │
        HTTP wire model · Structured Fields · digest
                         │
             crypto / key / discovery / replay ports
                         │
       caller-owned handles and optional concrete adapters
The deletion test keeps these boundaries honest. Deleting the lossless HTTP layer makes every adapter relearn component derivation, duplicate-field ordering, raw-target preservation, trailer timing, and response/request association. Deleting profiles makes every caller relearn externally owned policy. Deleting the boundary ports forces network, custody, and storage into pure protocol code. Conversely, a pass-through module that only renames an OTP or framework call fails the test and must be inlined into its owning adapter.
Generic JOSE contracts
Generic compact JWS/JWE and one-level JWS-in-JWE nesting are implemented by
RequestSeal.JOSE.JWS, RequestSeal.JOSE.JWE, and RequestSeal.JOSE.Nested.
Their module documentation defines per-call algorithm pinning, protected-byte
preservation, bounded inputs, caller-owned key callbacks, and explicit-access
results. Published vectors and reciprocal Node WebCrypto/OpenSSL checks exercise
these generic contracts. Node WebCrypto is an independent verifier for tests,
not a TypeScript product.
JWS/JWE serialization stays separate from RFC 9421 signature bases and Structured
Fields. Shared custody, exact final-body ownership, resource limits, and safe
results do not imply a common wire format or application trust. Authenticated
decryption establishes recipient integrity; origin, identity, request association,
and authorization require independently selected caller policy.
Public data model and authentication APIs
The lossless model preserves the following semantics. Its executable module documentation
defines constructor options, validation, limits, and errors. Generic single-label
signing and verification are implemented with the following signatures:
# Implemented message model and generic single-label API.
@type message :: %RequestSeal.Message{
  kind: :request | :response,
  method: binary() | nil,
  raw_target: binary() | nil,
  target_form: :origin | :absolute | :authority | :asterisk | nil,
  scheme: binary() | nil,
  authority: binary() | nil,
  status: 100..599 | nil,
  fields: [RequestSeal.FieldOccurrence.t()],
  trailers: [RequestSeal.FieldOccurrence.t()] | :pending | :unavailable,
  body: RequestSeal.Body.t(),
  related_request: RequestSeal.Message.t() | nil,
  transport: RequestSeal.TransportFacts.t()
}

@type signature_spec :: %{
  label: binary(),
  signature_input: binary() | RequestSeal.StructuredFields.Value.t(),
  algorithm: RequestSeal.Crypto.algorithm()
}

@spec RequestSeal.sign(RequestSeal.Message.t(), signature_spec(), RequestSeal.Policy.signer(), keyword()) ::
        {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Error.t()}

@spec RequestSeal.verify(RequestSeal.Message.t(), RequestSeal.Policy.t(), keyword()) ::
        {:ok, RequestSeal.Verification.t()} | {:error, RequestSeal.Error.t()}
RequestSeal.verify/3 requires an explicit RequestSeal.Policy and a :label
option selecting exactly one signature. RequestSeal.Policy.new/1 requires
algorithms, components, key resolver, freshness, content, and replay choices;
replay is explicitly :not_required or a bounded nonce/namespace/commitment/store policy. The explicit-input form of RequestSeal.sign/4 accepts one
specification map with exactly :label, :signature_input, and :algorithm.
Its arity-two signer receives (algorithm, base) and returns
{:ok, signature_bytes} or {:error, term}. The signature input is a serialized
Inner List or a RequestSeal.StructuredFields.Value. Signing returns the message
with appended Signature-Input and Signature header occurrences. Options
default to [], also exposing sign/3. The explicit form additionally accepts
an algorithm-matching KeyHandle; :field_schemas and :signing_timeout are
its options. Custody signing uses the timeout (1–300,000 ms, default 5,000), while
function signers remain synchronous. Handle/spec algorithm mismatch returns
:signer_algorithm_mismatch; custody failures retain :signing_failed with a
bounded custody source. See the key-custody guide for the exact error contract.
Both APIs return bounded RequestSeal.Error values on rejection.
Message.request/5 and Message.response/4 build validated messages from
ordered header tuples and exact retained body bytes. Optional digest: adds
Content-Digest without re-encoding. RequestSeal.sign/4 also accepts
RequestSeal.signing_spec/0 (required :label, :algorithm, :components, and
:expires_in, or the full :parameters form) used by Req and Finch, through one shared internal
pipeline. It generates explicit metadata with a caller clock and optional
caller-owned nonce entropy, and accepts an opaque custody handle or function
with bounded execution. The explicit-input form preserves caller-supplied metadata.
Composite verification returns RequestSeal.Quorum.Verification, including plural
signatures, the qualifying label/slot set, counting facts, bindings, and negotiation:
# Implemented composite verification API.
@spec RequestSeal.verify_quorum(RequestSeal.Message.t(), RequestSeal.Quorum.t(), keyword()) ::
        {:ok, RequestSeal.Quorum.Verification.t()} | {:error, RequestSeal.Error.t()}
Spec-list signing and SignedMessage remain proposed extensions. Current signing
accepts one specification and a caller function or opaque handle; verification resolves public keys
or caller-owned verification functions through Policy.key_resolver.
# PROPOSED EXTENSION — current sign/4 accepts one specification.
@spec RequestSeal.sign(RequestSeal.Message.t(), [signature_spec()], RequestSeal.Policy.signer(), keyword()) ::
        {:ok, RequestSeal.SignedMessage.t()} | {:error, RequestSeal.Error.t()}
FieldOccurrence preserves one field name and raw value; ordered occurrence lists retain repeats, source section (:headers or :trailers), and adapter provenance. It never collapses duplicates into a map. Body distinguishes bytes already retained, a one-pass stream, consumed content, and an unavailable body. A stream handle can remain unread after transport completes; known trailers do not imply body consumption. RequestSeal.Digest implements bounded caller-fed incremental hashing without promising replayability. Single-label verification accepts :digest_state at caller-established EOF and never reads a stream handle. The Req adapter bounds retained response chunks and withholds delivery until verification succeeds; Finch exposes caller-fed digest verification. Plug capture retains bounded request bytes before downstream parsing and replays them through Plug readers. Generic body sinks/spools and returned body-disposition facts remain proposed: a caller-selected retained-body sink or spool would preserve bytes before downstream parsing. Required content checks fail before replay consumption when the needed body or digest state is unavailable. transport records only enumerated HTTP-version and TLS declarations with evidence: :declared. Authoritative scheme and authority belong to the Message, selected by caller policy; forwarded headers never supply them implicitly.
Parsed RequestSeal.StructuredFields.Value parameters preserve order and exact typed values; verification exposes decoded parameters in its result. Implemented RFC 9421 signature-base components include all nine derived components plus field components and the sf, key, bs, tr, req, and @query-param's required name parameters. Requests, responses, related-request context, and trailers are implemented. RequestSeal.AcceptSignature implements signature requests, fulfillment, and challenge matching; RequestSeal.Quorum declares explicit signer slots and composite counting/binding policies. Caller counting bindings establish no authenticated attribution; required replay remains a separate contract. The implemented HTTP algorithm registry covers rsa-pss-sha512, rsa-v1_5-sha256, hmac-sha256, ecdsa-p256-sha256, ecdsa-p384-sha384, and ed25519. RFC 9421's JWS-algorithm extension follows a separate explicit registry mapping. Algorithm identifiers remain exact wire tokens; HTTP, JOSE, and case variants never share implicit normalization.
Algorithm and digest fidelity
The implemented RequestSeal.Crypto boundary fixes wire encodings independently of runtime defaults.
RFC 9421 Section 3.3
requires P-256/P-384 ECDSA signatures as fixed-width r || s (64/96 bytes), and
RSA-PSS SHA-512 with MGF1 SHA-512 and a 64-byte salt for signing and verification.
Translate ECDSA to/from the runtime representation at that boundary. Reject malformed
integers, widths, and algorithm/key mismatches. HMAC verification uses a constant-time
comparison inside the custodian, such as OTP's
crypto:hash_equals/2.
No runtime default substitutes for the selected algorithm contract.
The implemented generic authentication digest policy permits sha-256 and sha-512.
Weak, unknown, or unselected algorithms cannot satisfy integrity policy. A profile
may eventually select both fields; the implemented policy selects either
Content-Digest or Repr-Digest, its algorithms, and its header or trailer section
explicitly, and requires complete signature coverage. Those fields never substitute
for one another. Hash the exact
content or representation each field defines, including content encoding and range/HEAD
semantics. A digest observed without the required coverage is not authenticated integrity.
Protocol and profile ownership
The protocol core accepts no implicit default profile. A generic RFC 9421 policy must still state its required components, permitted algorithms, key resolver, freshness, replay, and content-digest rules because RFC 9421 assigns those choices to applications. A valid signature establishes only that the selected key signed the reconstructed base.
Named profiles are immutable source-bound definitions:
	Profile	Source identity	Required distinction
	Generic HTTP Message Signatures	RFC 9421, IANA registry	Caller-supplied application policy; no authentication claim from generic validity alone.
	Web Bot Auth draft	draft-ietf-webbotauth-httpsig-protocol-00	Dictionary-member Signature-Agent, thumbprint key IDs, tag, signed discovery and nested signatures.

There is no permissive fallback from one profile to another. Source revision
selection is explicit in configuration and result data. Web Bot Auth accepts
only the selected draft's field representation and predicates. Source-bound
acceptance is an accepted architectural decision. The unstable
RequestSeal.Profile extension surface is defined as: package-namespaced
names, bounded metadata, explicit verification predicates, and consumer
allowlists. A profile stamp records selection, not proof that an extension's
rules ran.
Multiple-signature policy
The caller selects all, any, or an explicit threshold over trusted eligible signers.
Every mode fills every required slot and at least one qualifying signature; all
requires at least one required slot. Each assigned label and merged identity class
occupies at most one slot. Observations of the same label merge known identities
and any unknown observation; unknown observations share one pool. Assignment
maximizes the configured counting units, then filled slots, in canonical order.
Unbound key, principal, and shared-principal role units use polynomial matching;
other assignments use exact search bounded to 131,072 nodes. On exhaustion, a
best-so-far assignment succeeds only if its mode, required slots, and bindings hold;
otherwise verification returns :limit at :input. From 0.5.0, verify_quorum/3
additionally accepts a caller :deadline (absolute monotonic milliseconds) that
bounds the search's wall-clock time: expiry keeps the same best-so-far acceptance
and otherwise returns the retryable :deadline reason at :quorum; without the
option the deterministic node budget is the only bound. Output lists retain configured
slot order. Unexpected and invalid labels follow explicit rejection/ignore policy.
Optional additions can reduce capacity when new evidence bridges identity classes.
Each assigned result retains its single-label verification facts; caller counting
bindings establish no attribution.
A threshold declares its counting unit: distinct trusted principals, distinct cryptographic keys, or required roles. Labels never count. Key identity is algorithm appropriate and trusted, never an attacker-provided keyid alias. Asymmetric keys use canonical public components. HMAC accepts an opaque nonsecret key-equivalence identity supplied by the custodian; RequestSeal never derives it. Within the declared trust scope, aliases and imports of the same secret must resolve to one identity. Per-handle IDs alone are insufficient. If equivalence or distinctness cannot be established across custodians, a key-distinct threshold rejects; the caller may instead explicitly select an adequately trusted principal/role policy. Secret bytes and key-equivalence identifiers never appear in general results or diagnostics. Principal thresholds deduplicate all keys and rotations mapped to the same trusted principal. Key thresholds explicitly permit separate authorized keys of one principal to count, while aliases of one key still count once. Role thresholds use caller-owned role bindings and state whether one principal may satisfy multiple roles; shared_principal: false requires distinct principals for distinct required roles. Slots without explicit trusted caller principal/role bindings cannot satisfy those counting policies; single-label results remain unattributed. Unknown counting units or ambiguous bindings reject policy construction.
A nested binding requires the outer signature to cover both the inner label's "signature-input";key="<inner-label>" and "signature";key="<inner-label>" dictionary members. Repeated labels and parameter names reject in signature verification and Accept-Signature parsing; generic Structured Fields parsing retains its RFC last-value behavior. Optional unknown key identities do not count in key-unit quorums; required slots whose only candidates have unknown identity reject with :ambiguous_key_identity.
Each qualifying signature independently covers every component required for its signer/role and its explicit linked-signature bindings. There is no implicit component-union acceptance: two insufficient signatures cannot complete each other's coverage. Explicit composite policies enumerate every role-to-component obligation and cross-signature binding and return those facts individually. The accepted result does not manufacture a single principal from unrelated signers. Quorum verification requires replay: :not_required in every slot and rejects required replay before callbacks run. It accepts only retained-body Content-Digest policies; representation digests and caller-fed digest state are rejected. Single-label and Web Bot Auth replay use the caller commitment contract below.
Acceptance includes duplicated labels, aliased key IDs, HMAC aliases/imports of the same secret, distinct HMAC identities and unknown cross-custodian equivalence, rotated keys of one principal, multiple roles, partial-coverage unions, mixed trust, and optional-signature addition/removal/reordering under any and threshold policies. Quorum tests assert the assigned signer set, counting units, bindings, negotiation, and rejection of required replay as well as the final decision.
Keys, discovery, and replay
Private key material never enters a general message or result structure. A KeyHandle is an opaque caller value understood only by the selected signing, verification, or key-unwrapping custodian. The generic signer callback returns signature bytes, never a secret. Custody exposes public metadata through separate operations. Asymmetric verification resolves public key material; symmetric HMAC verification resolves an arity-three verification function that can invoke an opaque custody handle, keeping the secret inside its custodian. HMAC proves shared-secret possession, not a unique signer or public verifiability. Generic policy resolution supplies an authoritative algorithm and public key or verification function, with optional trusted key-equivalence identity. Discovery.Resolution separately exposes source type, location, origin, fetched-at time, expiry, revision, and possession-proof status. The generic resolver bridge returns only algorithm and key; Web Bot Auth applies explicit caller trust before recording an agent association and provenance.
RequestSeal.Custody implements a cancellation- and deadline-aware contract for opaque, algorithm-bound KeyHandle values. Custody.Local holds OTP signing and RSA-OAEP recipient descriptors in sensitive per-handle processes, imports unencrypted private PEM/PKCS #8 DER/JWK, and verifies HMAC within custody. Unwrap-only handles bind exactly one RSA-OAEP algorithm; JWE resolvers can return them so private RSA decryption stays in the sensitive holder; the CEK passes through the sensitive custody runner and middle process to the sensitive JWE worker for content authentication. JWE's outer middle process and the decrypt caller receive only the authenticated result. Direct unwrap callers receive unwrapped bytes and own their protection. OAEP rejection retains random-CEK fallback and the same complete error as GCM authentication failure. Custody.SSHAgent optionally signs through an explicit caller-owned OpenSSH agent socket, selects exact public components, and verifies every returned signature before release. Operations run in monitored workers; deadline expiry or caller death terminates the worker and closes its connections. Local handles reference only the holder PID and token. The holder monitors its creator and exits on creator death or explicit Local.release/1; stopped holders return :key_not_found. Private state is excluded from handle serialization, function environments, process inspection, and system introspection. Symmetric equivalence is a caller-supplied nonsecret value or remains unknown. These operations establish mathematical validity only. A KMS or HSM custodian would implement the same RequestSeal.Custody behavior; none ships with RequestSeal. Custody.Local.Owner supervises Ed25519 seed sources. Discovery is an explicit caller-configured adapter with HTTPS requirements, redirect policy, address/range restrictions, response and decompression limits, key-count limits, bounded caches, and rotation/removal semantics. From 0.5.0, a source that serves an ETag makes cache revalidation conditional (If-None-Match, RFC 9111); a 304 keeps the stored key set under the 304's own freshness directives, JWKS keys may assert alg in either the RFC 7517 JOSE or HTTP registry spelling (normalized once at import), and DNS answers split the nonretryable authoritative :domain_not_found from the retryable :resolution_failed. Discovery.Source is caller-configured; a signature key ID never selects a URL. Discovery.fetch/2 performs a bounded fetch only on explicit invocation, with SSL started by the caller. The generic resolver accepts a snapshot or caller-started cache/source pair. Cache refresh, removal, and invalidation are explicit, with no background timers or stale-key fallback. IDs default to RFC thumbprints; JWKS/CIMD may select directory-assigned IDs while retaining thumbprints for revocation and removal. Directory sources require thumbprint IDs. Freshness honors HTTP cache directives and key/proof expiry; CIMD failures are not negatively cached.
Replay protection is an optional but profile-required port where applicable. The caller supplies a bounded commitment function binding a verified nonce, challenge, or transaction identifier to a caller-defined scope. RequestSeal does not derive this commitment. The store exposes one atomic operation over its result:
# Implemented RequestSeal.Replay callbacks.
@callback claim(term(), RequestSeal.Replay.Claim.t(), RequestSeal.Custody.Context.t()) ::
  :claimed | :already_claimed | {:error, :unavailable | :timeout | :full | :failure}
@callback sweep(term(), 0..253_402_300_799, RequestSeal.Custody.Context.t()) ::
  {:ok, non_neg_integer()} | {:error, atom()}
Stores implement atomic claim/3 and explicit sweep/3; the atomic
single-claim envelope they form is the canonical replay contract.
The selected profile validates its required replay identifier. Only after validation
does the caller commitment function receive the authenticated facts; missing or
ambiguous required inputs fail closed. Retention metadata does not alter its result.
The generic profile selects the authenticated nonce parameter. Required replay uses
bounded freshness, one shared commitment/store deadline, and caller cancellation.
ETS is caller-supervised and local; Postgres uses a caller connection and explicit DDL. Replay.AshOnetime (Elixir 1.20, ash_onetime 1.5) is the recommended durable store; its sweeping belongs to ash_onetime.
Claims never evict, and explicit sweeps delete only at the exclusive retention end.
Expiration is exclusive; max-age is inclusive. Thus retention ends at the minimum
of expires + skew and created + max_age + skew + 1, over present bounds.
Validate the complete envelope and body before one atomic claim. Missing or failed required storage rejects authentication.
Direct and framework construction paths preserve that same identity. Actual backend
concurrency evidence establishes the advertised store guarantee.
Layered verification and authorization boundary
The implemented RequestSeal.Verification is returned only after every required
policy layer succeeds and contains one explicitly selected label:
	Layer	Meaning
	label	The explicitly selected signature label.
	signature	Authoritative resolver algorithm, canonical ordered covered identifiers including parameters, decoded signature parameters, optional keyid, and crypto: :valid; no signature bytes, base bytes, or keys.
	profile	Generic %{name: :rfc9421}, Web Bot Auth name and exact draft revision, or a package-namespaced {package, kind} name via RequestSeal.Profile.
	content	:not_required or digest facts: kind, checked, bytes, and unsupported.
	freshness	:not_evaluated or now, created, expires, max_age, and skew.
	replay	:not_required or RequestSeal.Replay.Receipt after one atomic claim.
	principal	Generic :unattributed, or a Web Bot Auth agent association from a trusted source or held-key thumbprint.
	authorization	Always :not_evaluated in RequestSeal.

RequestSeal.Quorum.Verification implements a plural label-keyed signatures map,
the assigned qualifying label/slot list, configured counting unit, required slot IDs,
all satisfied slot IDs (including optional slots), deduplicated count,
nonqualifying reasons, bindings, and negotiation. Each qualifying signature retains
its own single-label verification facts. Caller principal/role counting bindings do
not establish attribution; quorum replay stays :not_required. Negotiation checks
the verified eligible pool, so fulfilled challenges need not appear in assigned
signatures. Inspection exposes slot IDs and counts, but omits signature labels
and metadata.
RequestSeal.WebBotAuth.Verification maps independently validated labels to
these per-signature facts, records nested coverage evidence, and claims replay
once after every selected signature succeeds. A directory agent identifier is
the resolved well-known URL; origin remains a separate principal field. Other
named application profiles compose the implemented extension surface in separate
packages; the generic and Web Bot Auth APIs use nonce. A policy rejection returns an error without a partial verification
value. From 0.5.0, the versioned RequestSeal.Telemetry contract emits
:telemetry stop events for both verification entry points and Web Bot Auth
verification, plus replay-claim and custody-signing events, carrying only
low-cardinality outcome/reason/layer metadata and durations; the :telemetry
package is the single required dependency. RequestSeal.Ash.scope/2 maps successful verification through explicit
caller actor/tenant bindings into bounded context and an authorization-enabled scope.
Unattributed results require an explicit anonymous or rejection choice;
caller authorization remains outside RequestSeal.
Adapters
	Req: signs after final URI/header/body transformations; every retry regenerates selected time/nonce parameters and re-signs; redirects require explicit cross-origin policy; response verification retains the associated request.
	Finch: translates a finalized Finch request/response without starting a pool. Caller supervision and transport remain outside RequestSeal.
	Plug/Phoenix: captures ordered headers and bounded request bytes before parsers; replays retained bytes through Plug readers; trusted external origin is explicit; verification facts go into private connection state; response signing runs after registered callbacks. Unavailable exact target or trailer evidence rejects required coverage. Pending response cookies reject set-cookie coverage, and later server transformations must be disabled when covering response bytes. See RequestSeal.Plug for supported components and delivery limits.
	Ash: maps successful verification through explicit caller actor/tenant bindings into bounded context and an authorization-enabled scope. Authorization stays in Ash policies and actions.
	ash_hooks (Elixir 1.20): RequestSeal.AshHooks.verify_signature/4 verifies provider webhooks under an explicit policy and label from a headers map that has already lost order and duplicates; RequestSeal.AshHooks.Http signs final bytes through ash_hooks' transport. Prefer Plug capture when ordered evidence matters.
	Reverse proxy (planned): reconstructs external message facts only from an explicit trusted-proxy policy; raw ingress and reconstructed facts remain separately visible for diagnostics.

Each adapter must refuse when its framework cannot supply a required component faithfully. It cannot synthesize a plausible value and call the signature valid.
TypeScript counterpart and conformance
The TypeScript counterpart is the separate npm package @request-seal/core; it runs the same corpus. The conformance corpus stores inputs, exact signature bases, outputs, rejection rule IDs, provenance, and externally owned source references; consumers must not generate their own expected values during a conformance run.
Sources
Primary standards: RFC 9421, RFC 9651, RFC 9530, RFC 8725, RFC 7515, RFC 7516, RFC 7517, RFC 7638, and RFC 8037. These sources define mechanisms; the testing guide separates published vectors, local construction, and peer evidence.


  

    RequestSeal threat model

RequestSeal processes attacker-controlled wire data at an authentication boundary. Its primary security goal is to report exactly what was cryptographically established, by which trusted association, under which profile, without granting caller authorization or payment authority.
The TypeScript counterpart is the separate npm package @request-seal/core. Both implementations share the independently sourced conformance corpus and its digest and cardinality checks.
Assets and trust boundaries
Assets are private signing authority, private recipient keys, verified message bytes, content-integrity state, principal attribution, replay uniqueness, nested signature binding, and diagnostic confidentiality. Trust boundaries exist between wire input and the lossless model; model and profile; profile and key/discovery; verification and replay store; RequestSeal and each framework adapter; independent corpus data and the Elixir consumer; and authenticated principal and caller authorization.
The caller controls accepted profiles, trusted origins/proxies, trust anchors, discovery endpoints, key handles, clocks, replay adapter, resource limits, and authorization. An input message controls none of those merely by naming a key, URL, label, algorithm, tag, or identity.
Security invariants
	Verified means exact selected bytes validated under an explicitly selected source-bound profile.
	A signature authenticates only its covered components. A signed digest field authenticates body content only after digest recomputation succeeds.
	Key possession is not identity. Identity requires a trusted, profile-valid key association with provenance.
	Authentication is not authorization. RequestSeal never permits an application action or payment.
	Replay success requires one atomic claim over the complete authenticated-envelope namespace.
	Private keys stay behind custody handles. No error, telemetry, inspection, or serialization path exports them.
	Failed or incomplete verification never yields a partially trusted principal object that a caller can mistake for success.
	Profile labels do not weaken rules. There is no generic or legacy fallback after a named-profile failure.

Threats and controls
	Threat	Control	Required proof
	Canonicalization confusion	Preserve raw target, ordered field occurrences, trailers, parameter order, and ordered JSON occurrences; derive through one source-bound rule set.	Published vectors, mutation cases, and real adapter preservation.
	Algorithm/key confusion	Exact algorithm identifiers; profile allowlist; key-type/use/operation checks; separate HTTP and JOSE mappings.	Every active IANA algorithm plus cross-algorithm and wrong-key tests.
	Component omission	Profiles require coverage explicitly; results expose covered components; digest recomputation is independent.	Removal/substitution of every required component and body mutation.
	Multi-signature substitution	Count explicitly selected distinct keys/principals/roles using trusted bindings; labels never count. Enforce each signer/role coverage independently; composite coverage requires explicit obligations and cross-bindings.	Duplicate labels/key aliases, key rotation, role overlap, mixed trust, partial-coverage union, nested/outer mismatch, optional-signature changes under any/threshold policies.
	Replay race or poisoning	Validate signature/profile/linked objects before invoking the caller commitment function or atomic store. Bind the selected verified nonce, challenge, or transaction identifier to caller-defined scope; reject ambiguous required inputs and required callback/store failures.	Real concurrent backend race; same identifier through direct and every adapter constructor; caller-scope checks; callback error/cancellation; unauthenticated poison attempt.
	Discovery SSRF	Caller-controlled allowlist; HTTPS; no automatic redirects; DNS/IP revalidation; private/link-local/loopback denial; response/decompression/key-count/time bounds.	Real controlled network probes for IPv4/IPv6, redirect, rebinding, oversized response, cancellation.
	Stale/removed key acceptance	Source-bound cache expiry, fetched-at metadata, refresh semantics, explicit removed-key behavior, no stale resurrection.	Actual rotation/removal against the named discovery adapter.
	Key exfiltration	Opaque handle; signing and key-unwrapping custody boundaries; public-only serialization; redaction; no secret fields in inspection.	Real local and remote signer error pathways plus log/telemetry scan.
	Forwarded-header spoofing	Explicit trusted-proxy policy and authoritative external origin; retain ingress and reconstructed facts.	Actual proxy route with trusted and untrusted hops.
	Retry/redirect reuse	Req re-signs each final attempt and requires cross-origin policy; selected nonce/time parameters regenerate. Finch signs each explicit caller invocation; callers own its retry/redirect loop. Responses bind to the supplied request.	Actual redirect/retry flows, including cross-origin denial.
	Parser/resource exhaustion	Bounded bytes, members, depth, signature/component/key counts, numeric magnitudes, deadlines, and streaming work.	Just-inside/outside bounds, fuzz corpus, timeout/cancel paths, measured resource receipts.
	Error oracle/data leak	Stable bounded public reasons and redacted default inspection. The versioned telemetry contract (from 0.5.0) carries only low-cardinality outcome/reason/layer atoms; opt-in diagnostic redactors remain proposed.	Real negative paths with sensitive canaries absent from output, event metadata, and event names.
	Cross-profile replay	Commitment facts carry the selected profile stamp; the caller's namespace and commitment separate profiles. No fallback.	Same nonce under generic, Web Bot Auth, and package-namespaced extension profiles; tag substitution rejection.
	Corpus compromise	Immutable provenance, independent expected values, digest manifest, source review, and the Elixir consumer prohibited from regenerating expectations.	Tampered-case red proof in Elixir and manifest verification.
	Supply-chain substitution	Exact development pins, locked dependencies, package content allowlist, advisory/license review, provenance/checksums, isolated notebook toolchain. CI actions use immutable commit SHAs; the PostgreSQL service uses the moving postgres:18 tag, not a digest pin.	Fresh clone, package inspection, audit output, and consumer install on required platforms; the service tag does not establish immutable image identity.

Profile-specific hazards
Web Bot Auth discovery can turn a signed field into a network capability.
The selected draft permits multiple discovery types. Selection is configuration,
not content negotiation by an attacker. Directory signatures and requests use
their own profile rules; support for req in one does not imply support in the
other. Nested signatures must independently satisfy required coverage before
one whole-envelope replay claim.
Generic JOSE threats
HTTP and JOSE use separate parsers and exact algorithm registries. Protected
headers and finalized ciphertext bytes remain exact. Decryption results withhold
plaintext until complete AEAD validation. Recipient integrity alone establishes
neither origin, identity, nor request association. Caller callbacks select keys
and application trust explicitly; generic JOSE cannot infer them from wire data.
Failure behavior
Malformed or unsupported input returns a stable error before cryptographic work when safe. Verification continues only when needed to apply an explicit multi-signature policy; it never silently accepts the first convenient label. Required digest, discovery, clock, custody, replay, or related-request data that is unavailable fails closed for that profile.
Custody, discovery, JOSE callbacks, Web Bot Auth trust callbacks, and required replay
receive bounded deadlines and caller cancellation. Generic policy resolver, clock, and
verification-function callbacks, and function signers in the explicit three-key
sign/4 form, run synchronously in the calling process (RequestSeal.signing_spec/0
signers run in custody's monitored workers under :signing_timeout);
callers own their external-work deadlines or delegate to bounded custody/discovery
operations. A timeout is distinct from invalid cryptography and from policy rejection,
but none produces an authenticated principal. Replay errors are always nonretryable;
a timeout may have committed. Discovery classifies transient failures separately,
including retryable 5xx and nonretryable 4xx status failures. Callers own retry
scheduling and whether replaying the whole operation is safe. Errors retain no
attacker-controlled diagnostics.
Residual boundaries
RequestSeal cannot establish that a caller's trust anchors, proxy configuration, authorization policy, payment decision, or external key-custody service are correct. It makes their inputs, provenance, and unevaluated state explicit so the caller cannot receive an accidental success signal. Actual assurance for a configured adapter comes from real-substrate evidence (see the testing guide), not from the existence of the interface.
Measured input ceilings
OBSERVED on October 16, 2026 by MIX_ENV=test mix run bench/ceilings.exs:
Apple M4 (Darwin arm64), 64-bit words, Erlang/OTP 29.1.1 (ERTS 17.1), Elixir
1.20.4 (compiled for OTP 29). The runtime OTP patch version was read from its
OTP_VERSION file. This run follows the 0.5.0 hot-path changes (binary-part
OWS trimming, single-pass builder counting, validate-once verification
plumbing); the signature-base candidate measures ~2.5× faster at p50 than the
October 8 run on the same machine class.
Each adversarial candidate has 10 warmups and 100 measured samples, with garbage
collection before each measurement. Time uses integer microseconds;
p50/p99 use nearest ranks. Reductions belong to the current parser process.
The table independently selects the largest observed time p99 and largest
reduction maximum per parser; the candidates can differ. Each maximum column
records the selected candidate's largest individual sample. These are observed
resource measurements for this run, rather than universal latency bounds.
	Parser	Time candidate / input ceilings	Time p50 / p99 / max (µs)	Reduction candidate	Reductions p50 / p99 / max
	Structured Fields	dictionary / bytes:65536, members:1024	4 696 / 7 193 / 7 946	dictionary	360 110 / 363 061 / 363 291
	Signature base	base / bytes:1048576, components:256	8 799 / 10 651 / 10 922	base	3 332 590 / 3 333 645 / 3 333 660
	Compact JWS	whitespace_storm / compact_bytes:1048576, segments:under-limit	2 239 / 4 333 / 4 397	compact	2 397 577 / 2 397 641 / 2 397 642
	Compact JWE	compact / compact_bytes:1048576, header_bytes:16384, depth:4	2 944 / 8 899 / 9 307	compact	2 400 050 / 2 400 112 / 2 400 114
	JOSE protected JSON	bytes_depth / bytes:16384, depth:4	55 / 123 / 135	bytes_depth	33 032 / 33 098 / 33 099
	JWKS body	json_shape / bytes:65536, keys:32, members:256, array:256, depth:32	844 / 1 565 / 1 799	body_keys	148 488 / 148 513 / 148 513
	Key directory body	body_keys / bytes:65536, keys:32	335 / 1 227 / 1 347	body_keys	148 739 / 148 908 / 148 909

Structured Fields also measures the byte, parameter, inner-item, value-byte, and
node ceilings. Its fixed grammar depth accepts container → inner list → item
and rejects a further inner list. Signature-base inputs include the full
1,048,576-byte output and 256 components, plus 256 query components. Compact JOSE
measurements call the production segment parser, protected-header parser, and
Base64url decoders; key resolution, signature verification, and decryption are
outside those parser measurements. Before measuring, real generated envelopes
are verified/decrypted successfully. Headers reach 16,384 bytes and depth four.
Separator and whitespace storms reach the full compact byte ceiling. Discovery
calls the same bounded JSON and key-import functions used by fetch, through its
internal body entry point, with 32 actual generated public keys. Its shape
candidate reaches 256 object members, 256 array entries, and depth 32.
Network transport and directory possession proof are outside the body measurement.
OBSERVED: one-megabyte separator rejection used 61 reductions for JWS and
71 for JWE in this run. Compact and nested parsing stop at the first excess
segment. Fixed-seed properties and regular regressions enforce a 10,000-reduction
budget for separator storms, including the complete configured byte ceiling.
Discovery trailing bytes follow RFC 8259 Section 2:
SP, HTAB, LF, and CR; vertical tab, form feed, and Unicode spaces reject.
RSA-OAEP decryption timing
OBSERVED in the same benchmark run: one locally generated 2,048-bit RSA key,
A256GCM, 30 warmups per outcome, and 1,000 samples each for valid ciphertext,
corrupted encoded-message leading zero (byte 0), corrupted masked seed (byte 1),
corrupted masked data block (byte 200), and corrupted GCM tag, for both RSA-OAEP
and RSA-OAEP-256. The timer measures the complete JWE.decrypt/2 call, including
its sensitive worker. Sample order rotates to reduce order bias. The script
recovers the real OAEP encoded message with raw private RSA, asserts its leading
zero, corrupts each selected byte, and applies raw public RSA. Actual unwrap
rejection is asserted before timing. Tag corruption changes a decoded tag byte
and re-encodes it canonically; other token bytes remain identical.
	Algorithm	Outcome	Samples	Time p50 / p99 (µs)	Min / max (µs)
	RSA-OAEP	valid	1000	624 / 1 923	588 / 3 000
	RSA-OAEP	leading_zero	1000	623 / 2 046	585 / 4 316
	RSA-OAEP	masked_seed	1000	623 / 2 161	583 / 3 292
	RSA-OAEP	padding	1000	624 / 2 052	587 / 12 597
	RSA-OAEP	tag	1000	622 / 2 067	580 / 2 551
	RSA-OAEP-256	valid	1000	625 / 1 755	587 / 4 670
	RSA-OAEP-256	leading_zero	1000	624 / 1 939	587 / 4 371
	RSA-OAEP-256	masked_seed	1000	625 / 2 013	587 / 10 568
	RSA-OAEP-256	padding	1000	625 / 1 490	587 / 2 795
	RSA-OAEP-256	tag	1000	626 / 2 000	585 / 4 944

A paired bootstrap with 1,000 resamples reports the 99% interval for each
corruption-minus-comparison mean. The two-sample Kolmogorov–Smirnov distance uses
the approximate 99% critical distance 0.0729; rank probability reports the
empirical probability that the corruption path is slower (ties count as one-half).
The combined decision flags separation if either unadjusted criterion triggers;
it has no joint 99% confidence or multiple-comparison error control.
	Algorithm	Corruption versus	Rank probability	KS distance	Mean delta 99% interval (µs)
	RSA-OAEP	leading_zero vs. valid	0.5079	0.027	[-11.918,21.919]
	RSA-OAEP	leading_zero vs. tag	0.5081	0.03	[-11.29,25.263]
	RSA-OAEP	masked_seed vs. valid	0.4988	0.023	[-24.611,13.23]
	RSA-OAEP	masked_seed vs. tag	0.4992	0.025	[-22.77,12.912]
	RSA-OAEP	padding vs. valid	0.5013	0.02	[-20.989,47.896]
	RSA-OAEP	padding vs. tag	0.5015	0.021	[-16.988,40.329]
	RSA-OAEP-256	leading_zero vs. valid	0.4975	0.028	[-13.925,18.377]
	RSA-OAEP-256	leading_zero vs. tag	0.5042	0.033	[-20.127,24.116]
	RSA-OAEP-256	masked_seed vs. valid	0.502	0.022	[-16.767,41.462]
	RSA-OAEP-256	masked_seed vs. tag	0.5088	0.046	[-13.359,36.373]
	RSA-OAEP-256	padding vs. valid	0.5036	0.024	[-26.491,11.981]
	RSA-OAEP-256	padding vs. tag	0.5104	0.043	[-22.441,10.166]

OBSERVED: no timing separation was detected for leading-zero, masked-seed, or
masked-data-block corruption versus valid ciphertext or tag failure in this run
at this microsecond resolution and sample count. All 12 mean intervals include
zero; all KS distances are below 0.0729. Timing figures vary per run; the timing
and caller-result conclusions were rechecked in this run. This measurement does
not establish constant-time behavior on other machines, loads, keys, ciphertext
lengths, or repeated remote observations.
OBSERVED: valid ciphertext returns {:ok, Result}. All four corrupted ciphertext
cases return the identical complete error:
%RequestSeal.JOSE.Error{reason: :decryption_failed, layer: :crypto, correlation: nil, retryable: false}.
Computed flags are errors_equal=true, failure_results_equal=true, and
all_results_equal=false for both algorithms; valid ciphertext succeeds.
The regular OAEP regression uses real RSA and GCM and compares complete error
structs for leading-zero, masked-seed, and multiple masked-data-block corruptions.


  

    Executable Livebooks

Open the .livemd files in Livebook, or run all of them through the repository gate:
python3 scripts/check.py --notebooks-only

Each notebook installs RequestSeal 0.5.2 from Hex, generates its own keys, and asserts every result, so a changed outcome stops it. None needs a secret, account, server, or network peer beyond the Hex install.
	Notebook	What it covers
	Inspect RequestSeal	Installation, the pinned Elixir/OTP runtime, Ed25519 support, public entry points, and supported HTTP signature algorithms.
	Verify a published HTTP signature	RFC 9421's published Ed25519 vector, checked directly with OTP and then rebuilt and verified through a RequestSeal policy; freshness, unsigned-digest, altered-path, and unknown-label rejections.
	Sign and verify HTTP messages	Key handles, request signing with a covered body digest, policy verification, a changed-body rejection, a response bound to its request, single-use requests with the ETS replay store, a two-signer quorum, and key release.
	Verify signed webhooks in a Plug pipeline	A Plug.Router receiver with Capture, Parsers, and Verify, driven by Plug.Test: a signed request accepted, unsigned and altered requests rejected with 401. Also installs :plug.
	Sign and verify a Web Bot Auth agent	Web Bot Auth protocol-00 signing with path coverage, held-key verification, and changed-page, unknown-key, and unsigned rejections.
	Sign JWS and encrypt JWE envelopes	Compact JWS signing and verification, a JWS nested in a JWE, an RSA-OAEP recipient key handle, and the bounded JOSE errors.

How the gate runs them
The checker parses each notebook with Livebook's own importer and Elixir exporter, refuses unsupported cells and branched sections instead of skipping them, and runs each export in a fresh Elixir process limited to 300 seconds and 1 MiB of output. It replaces the Hex install of RequestSeal with the local checkout, so the gate tests the code in the repository; the release runbook separately installs the published package in a clean project. The cells shown are the exact code executed.
These runs prove the library's behavior on locally generated keys and published vectors. They are not interactive UI checks and do not prove acceptance by a deployed peer; see testing and evidence for those evidence classes.


  

    Inspect RequestSeal

This notebook installs RequestSeal 0.5.2 from Hex and checks that your runtime can use it: the pinned Elixir and OTP versions, Ed25519 support in OTP's crypto, the public entry points, and the supported HTTP signature algorithms. No key, secret, or provider account is required. Use the pinned Elixir/OTP runtime below.
Mix.install([{:request_seal, "~> 0.5.2"}])
Inspect actual capabilities
Code.ensure_loaded!(RequestSeal)
"1.20.4" = System.version()
"29" = System.otp_release()
true = :eddsa in Keyword.fetch!(:crypto.supports(), :public_keys)
true = :ed25519 in Keyword.fetch!(:crypto.supports(), :curves)
{:docs_v1, _, :elixir, _, %{"en" => module_docs}, _, _} = Code.fetch_docs(RequestSeal)
true = is_binary(module_docs)
[sign: 3, sign: 4, verify: 3, verify_quorum: 3] = RequestSeal.__info__(:functions)

[
  "rsa-pss-sha512",
  "rsa-v1_5-sha256",
  "hmac-sha256",
  "ecdsa-p256-sha256",
  "ecdsa-p384-sha384",
  "ed25519"
] = RequestSeal.Crypto.algorithms()

IO.puts("RequestSeal module loaded; pinned runtime, Ed25519, and six HTTP algorithms available")
The result proves installation and prerequisites only. The other notebooks exercise signing and verification; see testing and evidence for how these checks differ from protocol conformance. No filesystem path, secret, private key, request body, or token is printed.


  

    Verify a published HTTP signature

This notebook verifies the published Ed25519 signature in RFC 9421 Appendix B.2.6, using the public key from Appendix B.1.4.
It runs in two steps. First, OTP's Ed25519 implementation checks the RFC's signature base and signature bytes directly. Second, RequestSeal rebuilds the same signature base from the RFC's HTTP request and verifies the request through an explicit policy. Both steps also reject altered bytes.
The timestamp is deliberately historical: the policy pins its clock to April 20, 2021, and the notebook shows that today's clock rejects the same request as too old. No private key, account, or remote peer is needed. The only network access is the Hex install below.
Mix.install([{:request_seal, "~> 0.5.2"}])
Load the independent vector
The RFC's visual line wrapping is removed; signature-base lines are separated by LF with no final LF. The public key is decoded from the RFC's public JWK x value. The signature field uses standard Base64; the JWK uses unpadded Base64url.
public_key = Base.url_decode64!("JrQLj5P_89iXES9-vFgrIy29clF9CC_oPPsw3c5D0bs", padding: false)

signature =
  Base.decode64!(
    "wqcAqbmYJ2ji2glfAMaRy4gruYYnx2nEFN2HN6jrnDnQCK1u02Gb04v9EDgwUPiu4A0w6vuQv5lIp5WPpBKRCw=="
  )

signature_base =
  Enum.join(
    [
      ~s("date": Tue, 20 Apr 2021 02:07:55 GMT),
      ~s("@method": POST),
      ~s("@path": /foo),
      ~s("@authority": example.com),
      ~s("content-type": application/json),
      ~s("content-length": 18),
      ~s|"@signature-params": ("date" "@method" "@path" "@authority" "content-type" "content-length");created=1618884473;keyid="test-key-ed25519"|
    ],
    "\n"
  )

32 = byte_size(public_key)
64 = byte_size(signature)
IO.puts("Published vector loaded: #{byte_size(signature_base)} signature-base bytes")
Verify and reject tampering
true = :crypto.verify(:eddsa, :none, signature_base, signature, [public_key, :ed25519])

# Change an authenticated path byte, retaining the original signature.
tampered_base = String.replace(signature_base, ~s("@path": /foo), ~s("@path": /boo))
false = tampered_base == signature_base
false = :crypto.verify(:eddsa, :none, tampered_base, signature, [public_key, :ed25519])

# Change an actual decoded signature byte; do not merely edit Base64 padding.
<<first, rest::binary>> = signature
corrupt_signature = <<Bitwise.bxor(first, 1), rest::binary>>
false = :crypto.verify(:eddsa, :none, signature_base, corrupt_signature, [public_key, :ed25519])

IO.puts("Published vector verified; altered path and signature rejected")
Rebuild the signature base with RequestSeal
RequestSeal.Message.request/5 takes the RFC's test request: method, absolute URL, ordered headers, and exact body bytes. The Signature-Input and Signature headers are the ones published in Appendix B.2.6. RequestSeal.SignatureBase.build/3 must produce exactly the bytes the RFC prints.
signature_input =
  ~s|sig-b26=("date" "@method" "@path" "@authority" "content-type" "content-length");created=1618884473;keyid="test-key-ed25519"|

build_request = fn url ->
  RequestSeal.Message.request(
    "POST",
    url,
    [
      {"Host", "example.com"},
      {"Date", "Tue, 20 Apr 2021 02:07:55 GMT"},
      {"Content-Type", "application/json"},
      {"Content-Digest",
       "sha-512=:WZDPaVn/7XgHaAy8pmojAkGWoRx2UFChF41A2svX+TaPm+AbwAgBWnrIiYllu7BNNyealdVLvRwEmTHWXvJwew==:"},
      {"Content-Length", "18"},
      {"Signature-Input", signature_input},
      {"Signature", "sig-b26=:" <> Base.encode64(signature) <> ":"}
    ],
    ~s({"hello": "world"})
  )
end

{:ok, message} = build_request.("https://example.com/foo?param=Value&Pet=dog")

{:ok, rebuilt_base} =
  RequestSeal.SignatureBase.build(
    message,
    ~s|("date" "@method" "@path" "@authority" "content-type" "content-length");created=1618884473;keyid="test-key-ed25519"|
  )

true = rebuilt_base == signature_base
IO.puts("RequestSeal rebuilt the published signature base byte for byte")
Verify the request through a policy
The policy names everything the verifier accepts: the algorithm, the components the signature must cover, how to find the key, the freshness window, and whether body integrity and replay protection are required. The resolver returns the RFC's public key only for its published key ID.
{:ok, rfc_key} =
  RequestSeal.PublicKey.import(
    %{"kty" => "OKP", "crv" => "Ed25519", "x" => "JrQLj5P_89iXES9-vFgrIy29clF9CC_oPPsw3c5D0bs"},
    :jwk
  )

policy_fields = %{
  algorithms: ["ed25519"],
  components: ~s[("date" "@method" "@path" "@authority" "content-type" "content-length")],
  key_resolver: fn
    %{keyid: "test-key-ed25519"} -> {:ok, %{algorithm: "ed25519", key: rfc_key}}
    _ -> :error
  end,
  # Pin the clock to 27 seconds after the RFC's created timestamp.
  freshness: %{clock: fn -> 1_618_884_500 end, max_age: 300, skew: 5, require_expires: false},
  content: :not_required,
  replay: :not_required
}

{:ok, policy} = RequestSeal.Policy.new(policy_fields)
{:ok, verification} = RequestSeal.verify(message, policy, label: "sig-b26")

:valid = verification.signature.crypto
"ed25519" = verification.signature.algorithm
"test-key-ed25519" = verification.signature.keyid
1_618_884_473 = verification.freshness.created
:unattributed = verification.principal
:not_evaluated = verification.authorization

IO.inspect(verification.signature.covered, label: "covered")
principal: :unattributed means generic RFC 9421 verification proved which key signed the covered bytes, not who holds that key. authorization: :not_evaluated means your application still decides what the request may do.
See each policy layer reject
Every rejection is a RequestSeal.Error with a closed reason and the layer that rejected it.
# Today's clock: the 2021 signature is far older than the 300-second max age.
{:ok, current_clock} =
  RequestSeal.Policy.new(%{
    policy_fields
    | freshness: %{
        clock: fn -> System.system_time(:second) end,
        max_age: 300,
        skew: 5,
        require_expires: false
      }
  })

{:error, %{reason: :too_old, layer: :freshness}} =
  RequestSeal.verify(message, current_clock, label: "sig-b26")

# Requiring body integrity: the RFC signature does not cover Content-Digest.
{:ok, body_required} =
  RequestSeal.Policy.new(%{
    policy_fields
    | content: %{kind: :content, algorithms: ["sha-512"], section: :headers}
  })

{:error, %{reason: :digest_not_covered, layer: :content}} =
  RequestSeal.verify(message, body_required, label: "sig-b26")

# The digest itself matches the body; it is just not signed.
{:ok, %{checked: ["sha-512"], bytes: 18}} = RequestSeal.Digest.check(message, :content, [])

# An altered path with the original signature fails cryptographic verification.
{:ok, altered} = build_request.("https://example.com/boo?param=Value&Pet=dog")

{:error, %{reason: :invalid_signature, layer: :crypto}} =
  RequestSeal.verify(altered, policy, label: "sig-b26")

# An unknown label is a field-level rejection.
{:error, %{reason: :unknown_label, layer: :fields}} =
  RequestSeal.verify(message, policy, label: "other")

IO.puts("Stale, unsigned-digest, altered, and unknown-label requests rejected")
To accept a body only when its digest is signed, the sender must cover content-digest; signing and verifying shows that flow.
What this proves
The OTP cells prove the published bytes verify with the published key. The RequestSeal cells prove that RequestSeal's message model and signature-base construction reproduce the RFC's bytes from its HTTP request, and that the policy layers accept and reject as described. They do not prove interoperability with a live peer; see testing and evidence for those evidence classes.
RFC code-component attribution
The vector is extracted from RFC 9421, Copyright (c) 2024 IETF Trust and the persons identified as the document authors. All rights reserved. Redistribution and use are permitted under the Revised BSD License in the IETF Trust Legal Provisions, Section 4.e. The accompanying third-party notice must retain the full license when this notebook is distributed.


  

    Sign and verify HTTP messages

This notebook walks the core RequestSeal journey with locally generated keys: sign a request with a covered body digest, verify it under an explicit policy, sign a response bound to that request, accept a request only once, require two signers, and read the errors each layer returns. It uses only the core library: no framework, server, or network access beyond the Hex install. Every cell asserts its result, so a changed outcome stops the notebook.
Mix.install([{:request_seal, "~> 0.5.2"}])
Hold a key behind a handle
RequestSeal.Custody.Local.new/3 keeps the private seed in its own process and returns an opaque handle. Only the public key leaves it.
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
{:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)

43 = byte_size(thumbprint)
IO.puts("Handle ready; public key thumbprint is #{byte_size(thumbprint)} characters")
Sign a request and its body
The request reports a finished build. digest: ["sha-256"] adds a Content-Digest header over the exact body bytes, and the signing specification covers it, so the signature protects the body too.
build_event = ~s({"build":"4821","status":"passed"})

{:ok, request} =
  RequestSeal.Message.request(
    "POST",
    "https://ci.example.com/hooks/builds",
    [{"content-type", "application/json"}],
    build_event,
    digest: ["sha-256"]
  )

components = ~s[("@method" "@scheme" "@authority" "@path" "content-digest")]

signing = %{
  label: "sig",
  algorithm: "ed25519",
  components: components,
  expires_in: 60,
  keyid: "ci-sender"
}

{:ok, signed} = RequestSeal.sign(request, signing, handle)

["content-type", "content-digest", "Signature-Input", "Signature"] =
  Enum.map(signed.fields, & &1.name)

[{_, signature_input}] =
  for field <- signed.fields, field.name == "Signature-Input", do: {field.name, field.value}

IO.puts(signature_input)
Signing appends Signature-Input and Signature after your headers. The generated Signature-Input carries created, expires, a random nonce, alg, and keyid parameters.
Verify under an explicit policy
A policy names all six acceptance choices: algorithms, required components, key resolver, freshness, body integrity, and replay. The resolver trusts the key through configuration; the sender's key ID only selects among keys you already trust.
policy_fields = %{
  algorithms: ["ed25519"],
  components: components,
  key_resolver: fn
    %{keyid: "ci-sender"} -> {:ok, %{algorithm: "ed25519", key: key}}
    _ -> :error
  end,
  freshness: %{
    clock: fn -> System.system_time(:second) end,
    max_age: 60,
    skew: 5,
    require_expires: true
  },
  content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
  replay: :not_required
}

{:ok, policy} = RequestSeal.Policy.new(policy_fields)
{:ok, verification} = RequestSeal.verify(signed, policy, label: "sig")

:valid = verification.signature.crypto
%{kind: :content, checked: ["sha-256"]} = verification.content
:unattributed = verification.principal
:not_evaluated = verification.authorization
IO.puts("Request verified with body integrity")
The result states facts about the signature. authorization: :not_evaluated is a reminder that your application decides what the caller may do.
Observe the verification with telemetry
Every verification entry point emits a versioned telemetry event with only low-cardinality outcome, reason, and layer atoms plus a duration — never labels, key IDs, or bytes (RequestSeal.Telemetry documents the contract):
:telemetry.detach("notebook-verify")

events =
  :telemetry.attach_many("notebook-verify", [[:request_seal, :verify, :stop]], fn _event, _measurements, metadata, _config ->
    send(self(), {:verified, metadata.outcome, metadata.reason})
  end, nil)

{:ok, _} = RequestSeal.verify(signed, policy, label: "sig")
{:error, _} = RequestSeal.verify(signed, policy, label: "absent")

receive do
  {:verified, :ok, nil} -> :ok
after
  1_000 -> raise "no telemetry event"
end

:telemetry.detach("notebook-verify")
IO.puts("Verification outcomes are observable through telemetry")
Reject a changed body
The sender's headers and signature stay the same; only the body differs.
{:ok, altered} =
  RequestSeal.Message.request(
    "POST",
    "https://ci.example.com/hooks/builds",
    Enum.map(signed.fields, &{&1.name, &1.value}),
    ~s({"build":"4821","status":"failed"})
  )

{:error, error} = RequestSeal.verify(altered, policy, label: "sig")
:digest_mismatch = error.reason
:content = error.layer
false = error.retryable
16 = byte_size(error.correlation)
IO.puts("Changed body rejected: #{error.reason} at the #{error.layer} layer")
Errors carry a closed reason, the layer that rejected the message, retryable: false, and a random correlation token to log. They never carry request bytes or key IDs. RequestSeal.Error lists every reason by layer.
Sign a response bound to its request
A response can cover components of the request it answers with the req parameter. A verifier then accepts the response only for that request.
{:ok, response} =
  RequestSeal.Message.response(
    202,
    [{"content-type", "application/json"}],
    ~s({"queued":true}),
    request: signed,
    digest: ["sha-256"]
  )

response_components = ~s[("@status" "content-digest" "@method";req "@path";req)]

{:ok, signed_response} =
  RequestSeal.sign(
    response,
    %{
      label: "reply",
      algorithm: "ed25519",
      components: response_components,
      expires_in: 60,
      keyid: "ci-sender"
    },
    handle
  )

{:ok, response_policy} =
  RequestSeal.Policy.new(%{policy_fields | components: response_components})

{:ok, response_verification} =
  RequestSeal.verify(signed_response, response_policy, label: "reply")

:valid = response_verification.signature.crypto

# The same response presented for a different request path fails.
{:ok, other_request} =
  RequestSeal.Message.request("POST", "https://ci.example.com/hooks/deploys", [], nil)

{:error, %{reason: :invalid_signature}} =
  RequestSeal.verify(%{signed_response | related_request: other_request}, response_policy,
    label: "reply"
  )

IO.puts("Response verified for its own request and rejected for another")
Accept a request only once
A replay policy claims each request's authenticated nonce in a store. RequestSeal.Replay.ETS is a local, in-memory store for one node; the commitment function decides what a claim identifies within your namespace.
{:ok, replay_store} = RequestSeal.Replay.ETS.start_link(max_entries: 1_000)

replay = %{
  identifier: :nonce,
  namespace: "ci-hooks",
  commitment: fn facts -> {:ok, facts.identifier} end,
  store: RequestSeal.Replay.ETS.store(replay_store),
  timeout: 5_000
}

{:ok, once_policy} = RequestSeal.Policy.new(%{policy_fields | replay: replay})
{:ok, first} = RequestSeal.verify(signed, once_policy, label: "sig")
RequestSeal.Replay.Receipt = first.replay.__struct__

{:error, %{reason: :replayed, layer: :replay}} =
  RequestSeal.verify(signed, once_policy, label: "sig")

GenServer.stop(replay_store)
IO.puts("First delivery accepted; the repeat rejected as replayed")
ETS loses its claims when the owner stops. For several nodes or restarts, use durable storage; see replay protection.
Require two signers
A quorum assigns labels to slots and counts distinct keys. Here a release request must carry signatures from both the build system and a reviewer.
{_, reviewer_seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, reviewer} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, reviewer_seed})
{:ok, reviewer_key} = RequestSeal.Custody.public_key(reviewer)

release_components = ~s[("@method" "@scheme" "@authority" "@path")]

{:ok, release} =
  RequestSeal.Message.request("POST", "https://ci.example.com/releases/4821", [], nil)

slot_policy = fn keyid, slot_key ->
  {:ok, slot} =
    RequestSeal.Policy.new(%{
      policy_fields
      | components: release_components,
        content: :not_required,
        key_resolver: fn
          %{keyid: ^keyid} -> {:ok, %{algorithm: "ed25519", key: slot_key}}
          _ -> :error
        end
    })

  slot
end

{:ok, quorum} =
  RequestSeal.Quorum.new(%{
    mode: :all,
    unit: :key,
    unexpected: :reject,
    invalid: :reject,
    slots: [
      %{id: :build, label: "build", required: true, policy: slot_policy.("ci-sender", key)},
      %{id: :review, label: "review", required: true, policy: slot_policy.("reviewer", reviewer_key)}
    ]
  })

release_spec = fn label, keyid ->
  %{label: label, algorithm: "ed25519", components: release_components, expires_in: 60, keyid: keyid}
end

{:ok, build_signed} = RequestSeal.sign(release, release_spec.("build", "ci-sender"), handle)
{:ok, both_signed} = RequestSeal.sign(build_signed, release_spec.("review", "reviewer"), reviewer)

{:ok, result} = RequestSeal.verify_quorum(both_signed, quorum, [])
2 = result.count
[:build, :review] = Enum.sort(result.satisfied)

{:error, %{reason: :quorum_not_met, layer: :quorum}} =
  RequestSeal.verify_quorum(build_signed, quorum, [])

IO.puts("Both signers present: accepted; reviewer missing: rejected")
Each slot's signature must satisfy that slot's complete policy on its own; coverage is never pooled across signatures.
Release the keys
:ok = RequestSeal.Custody.Local.release(handle)
:ok = RequestSeal.Custody.Local.release(reviewer)

{:error, %{reason: :key_not_found}} = RequestSeal.Custody.sign(handle, "after release")
IO.puts("Handles released; signing with a released handle fails")
In an application, a supervised owner holds keys for the life of the service; see key custody. The signing and verifying guide covers hand-built messages, exact signature metadata, and every policy option.


  

    Verify signed webhooks in a Plug pipeline

This notebook builds a webhook receiver with Plug.Router and RequestSeal's Plug integration, then sends it signed, unsigned, and altered requests through Plug.Test. Phoenix endpoints use the same plugs. The requests go straight into the pipeline in this process; no server, port, or network is involved beyond the Hex install.
Mix.install([{:request_seal, "~> 0.5.2"}, {:plug, "~> 1.20.3"}])
Configure the sender and the policy
The sender holds the private key. The receiver's policy trusts only the sender's public key and requires the body digest to be signed.
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, sender} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, sender_key} = RequestSeal.Custody.public_key(sender)

components = ~s[("@method" "@scheme" "@authority" "@path" "content-digest")]

{:ok, policy} =
  RequestSeal.Policy.new(%{
    algorithms: ["ed25519"],
    components: components,
    key_resolver: fn
      %{keyid: "orders-service"} -> {:ok, %{algorithm: "ed25519", key: sender_key}}
      _ -> :error
    end,
    freshness: %{
      clock: fn -> System.system_time(:second) end,
      max_age: 60,
      skew: 5,
      require_expires: true
    },
    content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
    replay: :not_required
  })

Application.put_env(:webhook_notebook, :signature_policy, policy)
IO.puts("Policy configured")
Build the receiver
RequestSeal.Plug.Capture keeps the exact body bytes before Plug.Parsers consumes them, and Plug.Parsers reads through Capture's body reader. RequestSeal.Plug.Verify then rejects anything that fails the policy before the route runs. Elixir's built-in JSON module decodes the body.
defmodule ShipmentWebhook do
  use Plug.Router

  plug(RequestSeal.Plug.Capture,
    origin: :connection,
    max_body_bytes: 65_536,
    read_timeout: 5_000
  )

  plug(Plug.Parsers,
    parsers: [:json],
    pass: ["*/*"],
    json_decoder: JSON,
    body_reader: {RequestSeal.Plug.Capture, :read_body, []}
  )

  plug(RequestSeal.Plug.Verify,
    policy: {Application, :fetch_env!, [:webhook_notebook, :signature_policy]},
    label: "sig",
    on_reject: {:halt, 401}
  )

  plug(:match)
  plug(:dispatch)

  post "/hooks/shipments" do
    {:ok, verified} = RequestSeal.Plug.verification(conn)
    send_resp(conn, 200, "#{verified.signature.crypto}: #{conn.body_params["status"]}")
  end

  match _ do
    send_resp(conn, 404, "not found")
  end
end

IO.puts("Receiver compiled")
Send a signed request
The sender signs with the core API. Its headers, including Content-Digest, Signature-Input, and Signature, go onto a Plug.Test connection with the same body.
url = "https://hooks.example.com/hooks/shipments"
event = ~s({"shipment":"SHP-2207","status":"delivered"})

{:ok, request} =
  RequestSeal.Message.request("POST", url, [{"content-type", "application/json"}], event,
    digest: ["sha-256"]
  )

{:ok, signed} =
  RequestSeal.sign(
    request,
    %{
      label: "sig",
      algorithm: "ed25519",
      components: components,
      expires_in: 60,
      keyid: "orders-service"
    },
    sender
  )

deliver = fn headers, body ->
  conn =
    Enum.reduce(headers, Plug.Test.conn(:post, url, body), fn {name, value}, conn ->
      Plug.Conn.put_req_header(conn, String.downcase(name), value)
    end)

  ShipmentWebhook.call(conn, ShipmentWebhook.init([]))
end

signed_headers = Enum.map(signed.fields, &{&1.name, &1.value})
accepted = deliver.(signed_headers, event)

200 = accepted.status
"valid: delivered" = accepted.resp_body
IO.puts("Signed request: #{accepted.status} #{accepted.resp_body}")
Reject unsigned and altered requests
unsigned = deliver.([{"content-type", "application/json"}], event)
401 = unsigned.status

altered = deliver.(signed_headers, ~s({"shipment":"SHP-2207","status":"returned"}))
401 = altered.status

# No verification result is available for a rejected request.
:error = RequestSeal.Plug.verification(altered)

# Verify keeps the bounded rejection in private connection state for logging.
{:error, error} = altered.private.request_seal.verification
:request_rejected = error.reason
%{reason: :digest_mismatch, layer: :content} = error.source

IO.puts("Unsigned: #{unsigned.status}; altered body: #{altered.status}")
RequestSeal.Plug.verification/1 returns only successful results. A rejection is a RequestSeal.Adapter.Error with reason :request_rejected in conn.private[:request_seal].verification; its source is the core RequestSeal.Error with the precise reason and layer. Neither contains request bytes or key IDs.
Clean up
:ok = RequestSeal.Custody.Local.release(sender)
Application.delete_env(:webhook_notebook, :signature_policy)
IO.puts("Sender key released")
Next: Phoenix and Plug covers trusted proxies, response signing, and the Phoenix endpoint order; the README's webhook example runs the same receiver over real HTTP with Bandit and Req.


  

    Sign and verify a Web Bot Auth agent

This notebook signs a crawler's request under Web Bot Auth protocol-00 and verifies it against a held public key, the mode for an agent whose key you configured directly. It also shows what the verifier rejects. No network access is needed beyond the Hex install. Authenticating an agent's URL through HTTPS key discovery needs a real publisher; the Web Bot Auth guide covers it.
Mix.install([{:request_seal, "~> 0.5.2"}])
Create the agent's key
Web Bot Auth identifies a key by its SHA-256 JWK thumbprint, which becomes the signature's keyid.
{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
{:ok, key} = RequestSeal.Custody.public_key(handle)
{:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
signer = fn "ed25519", bytes -> RequestSeal.Custody.sign(handle, bytes) end

IO.puts("Agent key thumbprint: #{byte_size(thumbprint)} characters")
Sign a crawler request
The crawler fetches a documentation page. Signing adds a Signature-Agent dictionary member naming the agent's key directory and always covers that member and the request's @authority. The draft requires only that coverage, so a signature on its own would also verify for any other page on the same site. components: adds the method and path so the signature binds this exact page.
{:ok, page_request} =
  RequestSeal.Message.request("GET", "https://docs.example.com/guides/install", [], nil)

now = System.system_time(:second)

{:ok, agent_request} =
  RequestSeal.WebBotAuth.sign(
    page_request,
    %{
      label: "agent",
      agent: %{location: "https://crawler.example", type: :directory},
      key: key,
      algorithm: "ed25519",
      created: now,
      expires: now + 60,
      nonce: Base.url_encode64(:crypto.strong_rand_bytes(32), padding: false),
      components: ~s[("@method" "@path")]
    },
    signer
  )

["Signature-Agent", "Signature-Input", "Signature"] =
  Enum.map(agent_request.fields, & &1.name)

IO.puts("Signed with Signature-Agent, Signature-Input, and Signature")
Verify against a held key
agents: fn _ -> :error end trusts no agent URL. components: requires the method and path in addition to the draft's mandatory coverage. unresolved: {:held_keys, ...} accepts only the key you pinned by thumbprint. The result is an envelope; each verified label is in envelope.signatures.
policy_fields = %{
  algorithms: ["ed25519"],
  agents: fn _ -> :error end,
  cache: nil,
  unresolved:
    {:held_keys,
     fn
       %{keyid: ^thumbprint} -> {:ok, %{algorithm: "ed25519", key: key}}
       _ -> :error
     end},
  components: ~s[("@method" "@path")],
  freshness: %{clock: fn -> System.system_time(:second) end, max_age: 60, skew: 5},
  content: :not_required,
  replay: :not_required
}

{:ok, agent_policy} = RequestSeal.WebBotAuth.Policy.new(policy_fields)
{:ok, envelope} = RequestSeal.WebBotAuth.verify(agent_request, agent_policy)
verification = envelope.signatures["agent"]

:valid = verification.signature.crypto
:web_bot_auth = verification.profile.name
:key = verification.principal.kind
:not_evaluated = verification.authorization

[~s("@authority"), ~s("signature-agent";key="agent"), ~s("@method"), ~s("@path")] =
  verification.signature.covered

IO.puts("Agent signature verified for a held key")
A held key identifies the key, not the owner of crawler.example: the principal kind is :key. To attribute the request to the agent URL, resolve that URL through a source you trust, which yields principal kind :agent.
See what the verifier rejects
# A different page: the signature covers @path, so the bytes no longer match.
{:ok, other_page} =
  RequestSeal.Message.request(
    "GET",
    "https://docs.example.com/guides/upgrade",
    Enum.map(agent_request.fields, &{&1.name, &1.value}),
    nil
  )

{:error, %{reason: :invalid_signature, layer: :crypto}} =
  RequestSeal.WebBotAuth.verify(other_page, agent_policy)

# A key the verifier does not hold.
{_, stranger_seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, stranger} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, stranger_seed})
{:ok, stranger_key} = RequestSeal.Custody.public_key(stranger)

{:ok, stranger_request} =
  RequestSeal.WebBotAuth.sign(
    page_request,
    %{
      label: "agent",
      agent: %{location: "https://crawler.example", type: :directory},
      key: stranger_key,
      algorithm: "ed25519",
      created: now,
      expires: now + 60,
      nonce: nil,
      components: ~s[("@method" "@path")]
    },
    fn "ed25519", bytes -> RequestSeal.Custody.sign(stranger, bytes) end
  )

{:error, %{reason: :agent_unresolved, layer: :key, detail: :unknown_key}} =
  RequestSeal.WebBotAuth.verify(stranger_request, agent_policy)

# A plain request with no Web Bot Auth signature.
{:error, %{reason: :missing_signature_input, layer: :fields}} =
  RequestSeal.WebBotAuth.verify(page_request, agent_policy)

:ok = RequestSeal.Custody.Local.release(stranger)
IO.puts("Changed page, unknown key, and unsigned request rejected")
Association failures report :agent_unresolved with a bounded detail; they are not claims of invalid cryptography. RequestSeal.Error lists every Web Bot Auth reason and detail.
Release the key
:ok = RequestSeal.Custody.Local.release(handle)
IO.puts("Agent key released")
Next: Web Bot Auth guide for agent URL discovery, nested signatures, and replay; key discovery for trusted HTTPS sources and caching.


  

    Sign JWS and encrypt JWE envelopes

This notebook signs a compact JWS (RFC 7515), encrypts it inside a compact JWE (RFC 7516), and verifies both layers before reading the payload. It then decrypts with an RSA-OAEP recipient key held behind a handle and shows the bounded errors. Keys are generated locally; no network access is needed beyond the Hex install.
Mix.install([{:request_seal, "~> 0.5.2"}])
Sign and verify a JWS
The payload is a sensor reading. {:jws, "EdDSA"} binds the handle to the JOSE algorithm name, which is separate from the HTTP signature name "ed25519".
reading = ~s({"sensor":"greenhouse-3","temperature_c":21.4})

{_public_bytes, seed} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, signing_handle} = RequestSeal.Custody.Local.new({:jws, "EdDSA"}, {:ed25519, seed})
{:ok, signing_key} = RequestSeal.Custody.public_key(signing_handle)

{:ok, token} =
  RequestSeal.JOSE.JWS.sign([{"alg", "EdDSA"}, {"typ", "JOSE"}], reading, signing_handle)

jws_policy = %{
  algorithms: ["EdDSA"],
  timeout: 5_000,
  key_resolver: fn %{algorithm: "EdDSA"} ->
    {:ok, %{algorithm: "EdDSA", key: signing_key}}
  end
}

{:ok, jws} = RequestSeal.JOSE.JWS.verify(token, jws_policy)
^reading = jws.payload
%{"alg" => "EdDSA", "typ" => "JOSE"} = jws.header
3 = length(String.split(token, "."))
IO.puts("JWS verified: #{byte_size(token)} compact bytes")
The resolver supplies the trusted key; a kid or x5c header alone confers no trust.
Reject a changed JWS
[protected, _payload, signature] = String.split(token, ".")
forged_payload = Base.url_encode64(~s({"sensor":"greenhouse-3","temperature_c":35.0}), padding: false)

{:error, %{reason: :invalid_signature, layer: :crypto}} =
  RequestSeal.JOSE.JWS.verify(Enum.join([protected, forged_payload, signature], "."), jws_policy)

# An algorithm outside the policy's allowlist rejects.
{:error, %{reason: :algorithm_not_permitted}} =
  RequestSeal.JOSE.JWS.verify(token, %{jws_policy | algorithms: ["ES256"]})

IO.puts("Changed payload and unlisted algorithm rejected")
Encrypt the signed token
The JWE wraps a fresh content-encryption key with an AES key you hold. The wrapping key never leaves your callbacks.
wrapping_key = {:aes, :crypto.strong_rand_bytes(32)}

wrap = fn algorithm, cek ->
  RequestSeal.JOSE.KeyManagement.wrap(algorithm, cek, %{}, wrapping_key)
end

{:ok, encrypted} =
  RequestSeal.JOSE.JWE.encrypt(
    [{"alg", "A256GCMKW"}, {"enc", "A256GCM"}, {"cty", "JWS"}],
    token,
    wrap
  )

5 = length(String.split(encrypted, "."))
IO.puts("JWE produced: #{byte_size(encrypted)} compact bytes")
Decrypt and verify both layers
RequestSeal.JOSE.Nested.verify/4 decrypts the JWE, checks its declared content type, then verifies the inner JWS. It returns both results only when every step succeeds.
jwe_policy = %{
  algorithms: ["A256GCMKW"],
  encryption: ["A256GCM"],
  max_plaintext: 1_048_576,
  timeout: 5_000,
  key_resolver: fn %{algorithm: "A256GCMKW"} ->
    {:ok,
     %{
       algorithm: "A256GCMKW",
       unwrap: fn bytes, header ->
         RequestSeal.JOSE.KeyManagement.unwrap("A256GCMKW", bytes, header, wrapping_key)
       end
     }}
  end
}

{:ok, %{jwe: outer, jws: inner}} =
  RequestSeal.JOSE.Nested.verify(encrypted, jwe_policy, jws_policy, content_types: ["JWS"])

^token = outer.plaintext
^reading = inner.payload

# A ciphertext byte changed in transit fails authentication without releasing plaintext.
[h, k, iv, ciphertext, tag] = String.split(encrypted, ".")
<<first, rest::binary>> = Base.url_decode64!(ciphertext, padding: false)
flipped = Base.url_encode64(<<Bitwise.bxor(first, 1), rest::binary>>, padding: false)

{:error, %{reason: :decryption_failed, layer: :crypto}} =
  RequestSeal.JOSE.JWE.decrypt(Enum.join([h, k, iv, flipped, tag], "."), jwe_policy)

IO.puts("Nested envelope verified; altered ciphertext rejected")
Successful decryption shows the envelope was made with the shared wrapping key; it does not identify who made it. The inner signature identifies the signing key.
Decrypt with a recipient key handle
For RSA-OAEP, the recipient's private key lives in a handle bound to {:jwe, "RSA-OAEP-256"}. Senders encrypt to its public key; the resolver returns the handle.
private = :public_key.generate_key({:rsa, 2048, 65537})
pem = :public_key.pem_encode([:public_key.pem_entry_encode(:RSAPrivateKey, private)])

{:ok, recipient} = RequestSeal.Custody.Local.import({:jwe, "RSA-OAEP-256"}, pem, :pem)
{:ok, recipient_public} = RequestSeal.Custody.public_key(recipient)

{:ok, sealed_note} =
  RequestSeal.JOSE.JWE.encrypt(
    [{"alg", "RSA-OAEP-256"}, {"enc", "A256GCM"}],
    "rotate the staging certificate on Friday",
    recipient_public
  )

recipient_policy = %{
  algorithms: ["RSA-OAEP-256"],
  encryption: ["A256GCM"],
  max_plaintext: 1_048_576,
  timeout: 5_000,
  key_resolver: fn %{algorithm: "RSA-OAEP-256"} ->
    {:ok, %{algorithm: "RSA-OAEP-256", key: recipient}}
  end
}

{:ok, opened} = RequestSeal.JOSE.JWE.decrypt(sealed_note, recipient_policy)
"rotate the staging certificate on Friday" = opened.plaintext

# After release, decryption fails with the same error as a forged message.
:ok = RequestSeal.Custody.Local.release(recipient)
{:error, %{reason: :decryption_failed}} = RequestSeal.JOSE.JWE.decrypt(sealed_note, recipient_policy)

# The public-key health check tells the two cases apart.
{:error, %{reason: :key_not_found}} = RequestSeal.Custody.public_key(recipient)

:ok = RequestSeal.Custody.Local.release(signing_handle)
IO.puts("Recipient handle decrypted; released handle reported separately")
Next: the JOSE guide for options, bounds, and the full error list; key custody for supervised key owners.


  

    Contributing

Open issues and pull requests at baselabs/request_seal.
Contributions are licensed under Apache-2.0, as section 5 of the license describes.
Report vulnerabilities as SECURITY.md describes, never in a public issue.
Read the architecture,
threat model,
and testing guide. Setup and commands are in
Develop RequestSeal. Applications install from Hex
with {:request_seal, "~> 0.5.2"} in their mix.exs dependency list.
Every public profile, corpus case, notebook, and integration example must derive from
a cited public standard or public provider document. Owner clearance is required before
publishing a nonstandard private signing profile, verification-to-authorization composition,
or private retry/recovery, key-purpose, or address-selection mechanism. Public sources
establish protocol requirements; private consumer implementations do not establish them.
Read the normative source for the behavior you change. Add meaningful positive and
rejection tests, observe the expected failure, implement the correction, and run the
affected checks. Independent vectors, local round trips, and deployed counterpart
acceptance are distinct kinds of evidence. Use the actual substrate for integrations.
Keep the core independent of framework processes and ambient configuration. Preserve
ordered/raw transport information, caller-owned custody, explicit profiles, and safe
results. Document each option and error at its public boundary. Add the corresponding
guide, executable example, notebook, and corpus case as capabilities are implemented.
Run the declared gate, python3 scripts/check.py, before delivering a change;
testing and evidence lists what it checks. Run the actual profile,
corpus, and counterpart checks required by the behavior being changed. Record which
checks executed; avoid performance or conformance claims from a local self-round-trip.
Record a substantive architectural decision when ownership, wire acceptance, compatibility, or trust changes.
Review should challenge unnecessary complexity and lost required behavior. Resolve
findings and inspect the repair diff. Document incomplete external evidence honestly.
The public document list in mix.exs is shared by ExDoc and the Hex package. New public
guides and notebooks require deliberate inclusion. A notebook that needs credentials
must use named secrets, redact its output, and never perform a side effect simply
because a reader opened it. Keep execution plans, private
integration details, local tooling state, credentials, and review transcripts out of
public files. Follow SECURITY.md for sensitive reports.


  

    Security and disclosure

RequestSeal signs and verifies HTTP messages and JOSE envelopes. Its security contract,
trust boundaries, and threat responses are in the threat model.
Reporting a vulnerability
Never put private keys, tokens, customer payloads, credentials, or exploitable undisclosed
details into public issues, logs, notebooks, or chat transcripts.
Report vulnerabilities privately through GitHub: open the repository's
Security tab and choose
"Report a vulnerability," or go directly to
the private report form.
Only the reporter and the maintainers can see the report. Do not open a public issue
for a vulnerability.
Supported releases
Releases are published on Hex. No supported-release
window or response-time commitment is declared yet; the changelog records
each release.
Release acceptance requires supported-release policy, dependency/advisory checks, patched
artifacts, provenance, coordinated disclosure guidance, and a tested revocation/upgrade
procedure. The release runbook owns those steps.


  

    Develop RequestSeal

What you will build: A local development environment for RequestSeal, with the full verification gate and generated documentation. You will run the same commands on macOS and Linux (or WSL2), then explore the tested APIs and notebooks before making changes.
Prerequisites
To develop this repository, use Elixir 1.20.4 built for OTP 29, Erlang/OTP 29.1.1,
Python 3.12 (the version CI runs), Git, Hex, Node 24.21.0, the OpenSSL command-line tool, and OpenSSH tools (ssh-agent,
ssh-add, and ssh-keygen). Node is required for the
reciprocal JOSE tests against the independent Node WebCrypto peer; OpenSSL runs
reciprocal signature checks. .tool-versions records the exact Elixir/OTP and
Node versions. Use a version manager such as asdf
or mise, then confirm elixir --version from this checkout. macOS and Linux use the
same commands; Windows developers use a clone inside WSL2's filesystem.
For the supported consumer range, see the README.
Run the actual checks
mix deps.get
python3 scripts/check.py

The first run installs the locked documentation dependencies. The isolated notebook project
has its own lockfile because Livebook and ExDoc currently require different parser versions.
No server, container, provider account, or key is needed. PostgreSQL-backed replay tests
run only when REQUESTSEAL_REPLAY_PG_URL is set. Testing and evidence
describes every check the gate runs and what each one proves.
For focused development:
mix format --check-formatted
mix compile --warnings-as-errors
mix test --warnings-as-errors
mix docs --warnings-as-errors
python3 scripts/check.py --notebooks-only

Open doc/index.html for the generated documentation. Open the files linked in
the notebook guide in Livebook for interactive reading.
The headless gate verifies code; it does not certify interactive browser accessibility.
Use RequestSeal in an application
Follow the README installation steps. Module
documentation is the API reference; its examples run as doctests in the declared gate.
Read the architecture for implemented contracts and
separately labeled proposed extensions. See testing and evidence
for the current checks and the proof required for conformance claims.


  

    Testing and evidence

What you will build: A verification workflow that distinguishes cryptographic validity, protocol behavior, and acceptance by another implementation. You will run the default gate, choose focused checks for properties and integrations, and identify when a deployed peer or caller-provisioned database is needed to establish a claim.
Run the current gate
The gate requires Node 24.21.0 and the OpenSSL command-line tool on macOS and
Linux; Windows developers use WSL2. Node is pinned in .tool-versions and CI
because the reciprocal JOSE tests run the independent Node WebCrypto peer.
OpenSSL supplies the reciprocal signature checks. Both tools must be on PATH.
mix deps.get
python3 scripts/check.py

The gate checks the toolchain pins, formatting, warnings-as-errors compilation, tests
(including doctests and every Elixir example in the public Markdown documents), corpus
mutation checks, the optional-client matrix, the Python document tests, public-document
inclusion and links, ExDoc output, dependency advisories, the built Hex package's
metadata, and official Livebook import/export and execution. It runs each notebook in a fresh Elixir process and
requires evidence that the export reached its final assertion. Integration tests start
temporary local HTTP/TLS listeners and a real OpenSSH agent; the notebook runner
starts no Livebook web server. Tests clean up their listeners and agent processes.
Default tests use repository fixtures, real local cryptography, and local integration
processes. The SSH custody tests require ssh-agent, ssh-add, and ssh-keygen.
Database and deployed-source checks are opt-in. Deployed-source checks fetch a live
public key directory over HTTPS: run them with mix test --include live_source, and set
REQUESTSEAL_DISCOVERY_CACERTS to a PEM bundle to replace the operating system's trust
roots. Public
documentation and notebooks are enumerated explicitly in mix.exs. The document
checker rejects unapproved documents, missing metadata, private targets, machine
paths, and known internal-process prose. This is a bounded disclosure check;
maintainers still review the actual content before approving an inclusion.
Input properties and measurements
The declared gate includes test/property/. Each property executes 300 successful
generated cases with an explicit fixed seed and no elapsed-time cutoff:
	Suite	Property definitions	Seed
	Structured Fields	4	9651
	Signature base	4	9421
	JOSE	5	7516
	Discovery	3	7638
	ETS replay	1	6401
	PostgreSQL replay	1	6402

mix test test/property --warnings-as-errors
ASDF_ELIXIR_VERSION=1.18.4-otp-27 ASDF_ERLANG_VERSION=27.3.4 MIX_BUILD_ROOT=_build/floor mix test test/property --warnings-as-errors
MIX_ENV=test mix run bench/ceilings.exs

The benchmark is an explicit command, outside the default gate. It reports
nearest-rank p50/p99 time and reductions at input ceilings, plus 1,000 decrypt
samples per OAEP outcome. Measurement method, environment, distributions, and
interpretation appear in the threat model.
Generated local keys establish implementation behavior; published vectors remain
separate conformance evidence. Replay properties release 64 tasks together for
both shared and distinct nonce storms. They check every stored claim, exclusive
expiry, and bounded ETS memory or PostgreSQL storage after reclamation. The
PostgreSQL property is included whenever REQUESTSEAL_REPLAY_PG_URL is set;
connection, SQL, or contention failures fail the property without a skip fallback.
Replay stores
Without REQUESTSEAL_REPLAY_PG_URL, the gate excludes database tests; it never starts a database. ETS tests exercise
64 concurrent claims, exact capacity, cancellation, outages, retention, and the
published RFC 9421 B.2.1 signature. Required replay never invokes commitment on
invalid cryptography, unknown keys, expired input, or mismatched body content.
For a caller-provisioned PostgreSQL 18 database, set its URL and run:
REQUESTSEAL_REPLAY_PG_URL="$REPLAY_DATABASE_URL" mix test test/replay_postgres_test.exs test/replay_test.exs

The :postgres tag is excluded unless REQUESTSEAL_REPLAY_PG_URL is set. These
checks create and drop their own tables, race 64 tasks across two independent
pools and one additional claim on an OTP peer node, block a primary key in a real
transaction, terminate a backend over SQL, and drop a table. The caller must
allow these operations on a disposable database. No container is started by tests.
CI supplies a PostgreSQL 18 service URL to every lane, so these tests run in the floor
and mid mix test steps and inside the latest lane's declared gate.
To run the optional server restart persistence test, also supply a command that
restarts the PostgreSQL server process while preserving its data directory. The command must
use a fast shutdown (for example kill -INT 1 against a containerized server
whose restart policy restarts it): PostgreSQL's default smart shutdown (SIGTERM)
waits for every open session, so the test's own pools would keep the server
half-stopped and no fresh connection would ever succeed:
REQUESTSEAL_REPLAY_PG_URL="$REPLAY_DATABASE_URL" \
REQUESTSEAL_REPLAY_PG_RESTART_CMD="$REPLAY_DATABASE_RESTART_CMD" \
mix test test/replay_postgres_test.exs

The :postgres_restart tag is excluded unless both variables are set. The test
executes the supplied command with System.cmd("sh", ["-c", cmd]) and requires
exit status zero. It then polls every second for up to 120 seconds, checking
both the original pools and a fresh connection. Original pools must return a
duplicate or a bounded, nonretryable store error, never a new claim for the
existing commitment. After recovery, it checks the duplicate store result and
the commit path's :replayed rejection, then claims a new commitment.
Use a disposable database whose server may be restarted; the command must keep
the existing data directory and return only after initiating the restart.
This optional test must be executed before claiming server restart persistence.
Replay.ETS loses claims when its owner stops; it is local and not durable.
Replay.Postgres relies on the caller's database persistence. Connection replacement
preserves rows. Server/storage restart survival is a separate deployment check.
Explicit sweeps use a trusted Unix-second clock consistent with verifier clocks;
when verifying published historical vectors, use matching historical sweep times.
Multi-node operators sweep at now - max_internode_skew to preserve claims while
any verifier still accepts the authenticated input.
One namespace should use one freshness bound because duplicates never extend retention.
Retention ends at the first rejected second, keeping the last accepted second intact.
Neither claims nor background timers evict rows.
HTTP capture evidence
The message tests round-trip saved HTTP/1.1 request/response bytes captured over verified
TLS from the HTTP Working Group
public RFC source.
The fixture manifest records capture method, timestamp, and SHA-256 hashes. Tests also
exercise RFC 9421 target forms, ordered repeated fields, invalid representation, stream
ownership, and declaration boundaries. These are value-model checks; framework adapter
and signature conformance remain separate acceptance.
What each kind of evidence establishes
	Evidence	Establishes
	Primary-source trace	A behavior is associated with the relevant external rule.
	Independent published vector	Agreement with the exact externally supplied bytes.
	Local primitive or generated-key round trip	Actual runtime behavior and local self-consistency.
	Independent implementation	Agreement with that implementation on the selected cases.
	Real framework, store, network, or custodian	The named integration's observed byte and lifecycle behavior.
	Deployed counterpart exchange	Acceptance or rejection by that exact peer under its stated preconditions.
	Headless notebook execution	The selected code assertions completed; interactive UI behavior is separate.

The RFC Ed25519 notebook checks OTP and then
RequestSeal's signature-base construction and policy verification against independently
published RFC 9421 bytes, and rejects altered bytes. The other
notebooks are local round trips with generated keys. The
runner validates each published Hex install cell before substituting the real checkout;
the release runbook checks registry installation separately. No notebook establishes
acceptance by a deployed peer.
Web Bot Auth evidence
test/web_bot_auth_test.exs separates these proof classes:
	Class	Cases and limits
	Published vector	Protocol-00 E.1.1 and E.2.1 verify exact generic bases and cryptography, then reject profile label and lifetime violations. E.1.2/E.2.2 reject legacy fields. E.2.3 verifies directory body and possession proof.
	Independent implementation	Requests produced by pinned web-bot-auth@0.2.0 cover directory, JWKS URI, CIMD, target URI, digest, RSA, held-key, and nested interactions. Fixtures retain provenance, integrity, license, generator, and checksums.
	Independent primitive: request	The published E.2.1 Ed25519 request signature is reproduced with OpenSSL.
	Independent primitive: directory	The OpenSSL-signed hand-derived directory response is verified by RequestSeal; this is separate from the published E.2.3 vector.
	Real adapter	The controlled TLS directory publisher and caller cache resolve keys, verify possession proof, enforce removal, and reject cross-directory key substitution.
	Real store	Caller-owned ETS receives one claim after all labels and nested coverage succeed; duplicate nonces, missing nonces, commitment failure, and outage reject.

The request fixtures establish agreement with the pinned independent signer on
these cases. Caller-trusted offline KeySets establish the explicit trust callback
contract; they do not stand in for a network fetch. Directory proof is a possession
fact, distinct from caller-approved attribution. None of these tests establishes
request acceptance by a deployed verifier; counterpart exchange is separate.
Add meaningful coverage
Test the complete result and its trust boundaries. A valid signature does not by
itself establish body integrity, trusted identity, freshness, replay protection, or
caller authorization. Negative cases must change meaningful authenticated bytes or
violate a specific policy requirement and assert the resulting stable failure.
Use real runtime types and actual integrations. Keep provider-origin expectations
independent of the implementation under test. Exercise concurrency on the advertised
backend and preserve exact wire occurrences through framework adapters. Prove new
guards reject the mutation they claim to catch; a happy path alone is insufficient.
Conformance claims identify the implementation, selected cases, executed entry point,
source revision, and counterpart assumptions. Incomplete external checks remain
explicit. Public release acceptance also installs the actual built artifact in a
clean consumer and inspects generated documentation and interactive notebook features.
Notebook runner checks
The declared gate executes real child processes for completion, early-success exit,
runtime failure, deadline, and output-limit checks. The official Livebook importer and
exporter process mutations of the published notebook: empty code, omitted export,
branched sections, unsupported cells, and import warnings must reject. Every nonempty
code cell must occur in order in the export, including repeated cells. Notebook output
is limited to 1 MiB and execution to 300 seconds; timeout/failure cleans up its process
group. These are runner checks, not remote profile acceptance.
The toolchain check validates the library's Elixir range and OTP floor separately
from the exact development and notebook identity in .tool-versions. CI declares
floor and middle test lanes and a latest full-gate lane; each channel has a drift rejection check. CI actions use immutable
commits resolved from their official repositories. Dependency audit evidence covers
Hex-reported retirements and advisories; it does not claim every advisory database was
queried independently.
Conformance corpus
corpus/ holds unchanged public source bytes and canonical manifests. See the
format reference for schemas, evidence classes,
number/byte tags and vendoring rules. mix test test/corpus_test.exs verifies the
index pin and every file digest, executes singles and batch items exactly once,
and compares bytes, canonical verification facts and rejection rule IDs.
MIX_ENV=test mix run scripts/check_corpus_mutations.exs requires each named
inventory, count and expectation mutation to fail. Both checks run in the declared
gate. The corpus uses injected source bodies and a real caller-owned ETS store;
PostgreSQL integration checks still require the explicit database URL.


  

    Release and maintenance runbook

Release conditions
The TypeScript implementation is published on npm as @request-seal/core from
baselabs/request-seal-typescript. Both repositories use the
conformance corpus.
Release acceptance must establish the advertised scope through the actual public entry points,
package artifact, documentation, and required counterpart checks. The current checkout
implements generic RFC 9421 signing, single-label and quorum verification, caller-owned
custody, discovery, nonce replay with ETS, ash_onetime, and PostgreSQL stores, optional
Req/Finch and Plug/Phoenix adapters, Ash scope mapping, ash_hooks delivery signing and
ingress verification, generic compact JWS/JWE, one-level JWS-in-JWE nesting, and
source-selected Web Bot Auth protocol-00 signing and identity attribution.
Other named application profiles belong in extension packages.
	Set the package version and the docs source_ref (v<version>) in mix.exs, update every install
string (currently {:request_seal, "~> 0.5.2"}; the document check rejects any
other), and set elixir_release in corpus/index.json to v<version>. The
declared gate fails until elixir_release equals v plus the mix.exs
version, and the corpus release workflow refuses a tag that differs from it.
Changing index.json changes its digest: update the pin in
test/support/conformance_pin.ex in the same commit. Record the release in
CHANGELOG.md under a ## <version> - Unreleased heading (currently
## 0.5.0 - Unreleased) and replace Unreleased with the release date in
YYYY-MM-DD form when publishing, as in ## 0.4.1 - 2026-10-10. Documents
mark behavior that ships in the next release with From <version> (unreleased);
when publishing, delete every (unreleased) after that version in docs/,
the guides, and lib/. The document check fails while a marker names the
mix.exs version or a version other than the pending changelog section.
Confirm the public document allowlist and supported profiles.

	Use Elixir 1.20.4 / OTP 29.1.1, the exact development pins. Run focused checks
while editing, then run the declared gate once on the final source:
python3 scripts/check.py

The gate checks examples, notebooks against the real checkout, generated docs,
dependency advisories, and optional integration metadata. Local notebook execution
substitutes the checkout for the validated Hex install cell; it does not prove
registry delivery. Inspect generated docs in a browser separately.

	Release builds and publishing require Elixir 1.20 or newer. The hex.publish
alias refuses publishing below 1.20 before invoking Hex; older toolchains omit
optional integrations from development dependencies. Run the same guard before
building the release artifact:
mix run --no-start -e 'check = Mix.Project.config()[:aliases][:"hex.publish"] |> hd(); check.([])' && mix hex.build

Inspect contents.tar.gz inside request_seal-<version>.tar. Its files must be only
lib/**/*.ex, mix.exs, and the public documents explicitly allowlisted in
mix.exs, including README, CHANGELOG, LICENSE, and NOTICE. Exclude tests,
scripts, local credentials, internal records, and key fixtures. Record the list
locally and delete the inspected tarball. Inspect hex_metadata.config from
mix hex.build --unpack: both ash_onetime and ash_hooks must be optional
requirements. The latest CI lane checks and deletes its unpacked artifact.

	Commit the final source and push the release commit. Wait for CI on that exact
commit to pass all three Linux lanes: floor Elixir 1.18.4 / OTP 27.3.4, mid
Elixir 1.19.5 / OTP 28.5.0.7, and latest Elixir 1.20.4 / OTP 29.1.1. The floor
lane checks optional client floors; latest runs the full declared gate and the
Elixir 1.20 optional integrations.
git push origin HEAD
gh run list --workflow ci.yml --commit "$(git rev-parse HEAD)"
gh run watch RUN_ID --exit-status


	Before publishing, scan the full history of every branch and tag,
including commit messages. Use a nonempty literal private-term list kept outside
public source, referenced by RELEASE_PRIVATE_TERMS_FILE. Keep scan output local;
resolve every match before proceeding. Fetch complete history first:
set -eu
set -o pipefail
: "${RELEASE_PRIVATE_TERMS_FILE:?Set the private-term file path}"
: "${RELEASE_SCAN_DIR:?Set a private output directory outside public source}"
test -s "$RELEASE_PRIVATE_TERMS_FILE"
rg --quiet --fixed-strings --ignore-case --file "$RELEASE_PRIVATE_TERMS_FILE" "$RELEASE_PRIVATE_TERMS_FILE"
if test "$(git rev-parse --is-shallow-repository)" = true; then
  git fetch --unshallow origin
fi
git fetch --all --tags
mkdir -p "$RELEASE_SCAN_DIR"
git rev-list --all > "$RELEASE_SCAN_DIR/release-history-commits.txt"
test -s "$RELEASE_SCAN_DIR/release-history-commits.txt"
: > "$RELEASE_SCAN_DIR/release-history-matches.txt"
while IFS= read -r revision; do
  if git grep --line-number --ignore-case --fixed-strings --file "$RELEASE_PRIVATE_TERMS_FILE" "$revision" >> "$RELEASE_SCAN_DIR/release-history-matches.txt"; then
    :
  else
    result=$?
    test "$result" -eq 1 || exit "$result"
  fi
done < "$RELEASE_SCAN_DIR/release-history-commits.txt"
if git log --all --format='%H %B' | rg --line-number --ignore-case --fixed-strings --file "$RELEASE_PRIVATE_TERMS_FILE" >> "$RELEASE_SCAN_DIR/release-history-matches.txt"; then
  :
else
  result=$?
  test "$result" -eq 1 || exit "$result"
fi
test ! -s "$RELEASE_SCAN_DIR/release-history-matches.txt"

This scans all fetched history, including deleted file contents. The term-file
self-match is the scanner's positive control. An empty result establishes only
that the configured terms were not found; inspect package/source disclosure too.

	Publish to Hex. From the pinned Elixir 1.20 checkout, load HEX_API_KEY from
the project's gitignored .env; refer to the key by name and never print its
value. Verify the security reporting channel and package ownership, then run:
set -a
. ./.env
set +a
: "${HEX_API_KEY:?Set HEX_API_KEY in the project .env}"
: "${VERSION:?Set VERSION to the version being published}"
mix hex.publish --yes
mix hex.info request_seal "$VERSION"
curl --fail --location --silent --show-error --output /dev/null "https://hexdocs.pm/request_seal/$VERSION/index.html"

Confirm Hex reports that version and
HexDocs serves the expected guides, with source links pointing at the v<version>
tag (source_ref in mix.exs). Inspect actual registry checksums and optional
metadata.

	Install from Hex in a clean consumer, without a path or Git override. Use an
empty Mix install directory and verify the installed application version and
an actual public entry point:
consumer_dir=$(mktemp -d)
trap 'rm -rf "$consumer_dir"' EXIT
MIX_INSTALL_DIR="$consumer_dir" elixir -e '
Mix.install([{:request_seal, "~> 0.5.2"}])
"0.5.2" = Application.spec(:request_seal, :vsn) |> to_string()
{:ok, message} = RequestSeal.Message.request("GET", "https://example.com/", [], nil)
"GET" = message.method
IO.puts("PASS: RequestSeal 0.5.2 clean-consumer install and request construction")
'

Repeat the documented signing/verifying journey in that consumer. Record the
exact source commit, CI result, artifact checksum, HexDocs, and clean-consumer
output locally. Local checks do not establish hosted CI,
provider acceptance, or registry delivery.


Dependency updates
The root uses ExDoc for development and tests; SimpleSat, Bandit, Phoenix, and
StreamData for tests; and optional Ash, ash_onetime, ash_hooks, Req, Finch, Plug, and
Postgrex dependencies. Livebook lives in tools/notebooks with a
separate lockfile. It pins application dependencies that may need explicit security overrides;
each override has a reason in its Mix file and must pass the real importer/exporter checks.
Review mix hex.outdated in both environments and run mix hex.audit after any change.
Toolchain or major dependency changes invalidate task-owned build artifacts and analysis caches;
perform one clean rebuild on the final dependency set and preserve evidence.
Incident and rollback
First stop use of the affected profile or artifact in caller policy while preserving evidence.
Record affected revisions, algorithms, identity/key scope and actual exposure. Coordinate a
patched release and necessary key revocation/replay-store response. A package retirement does
not erase cached artifacts: publish an advisory and upgrade guidance through verified channels.
Use the registry's documented retirement command only with explicit authority; do not guess
automatic rollback semantics. Changing an installed application's dependency is its owner's act.
Conformance release assets
Tag the verified release commit as v<version> after package checks. A tag must
identify the same contents as the Hex release. The tag workflow verifies
corpus/index.json file digests and publishes deterministic corpus.tar.gz and
corpus.sha256 assets. Confirm the workflow succeeded and that
gh release view v<version> lists both assets, then verify them against those
digests before vendoring. The TypeScript repository pins tag, commit and index SHA-256 together;
its corpus is repository tooling and excluded from the npm package.
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The versioned telemetry contract (v1) for verification, replay, and custody.
Events are emitted through
:telemetry with bounded, low-cardinality
metadata only: closed reason and layer atoms from RequestSeal.Error,
outcomes, and durations. No signature label, key ID, header name or value,
URL, principal, nonce, body or base bytes, exception text, or any other
attacker-controlled or high-cardinality value ever appears in event names,
measurements, or metadata. Handlers own storage and aggregation.
Every event carries one measurement, :duration, an integer in
System.monotonic_time/0 native units covering the emitting call.
	Event	Emitted by	Metadata
	[:request_seal, :verify, :stop]	RequestSeal.verify/3	:outcome (:ok or :error), :reason (atom or nil), :layer (atom or nil), :detail (atom or nil)
	[:request_seal, :verify_quorum, :stop]	RequestSeal.verify_quorum/3	as above
	[:request_seal, :web_bot_auth, :verify, :stop]	RequestSeal.WebBotAuth.verify/3	as above
	[:request_seal, :replay, :claim]	the required-replay commit shared by every profile	:outcome (:claimed, :already_claimed, or :error), :reason (atom or nil)
	[:request_seal, :custody, :sign, :stop]	the shared custody signing path of both RequestSeal.sign/4 forms	:outcome (:ok or :error), :reason (a bounded RequestSeal.Custody.Error reason atom or nil)

A rejected verification reports its bounded reason and layer exactly as
returned to the caller; :limit and the retryable :deadline make resource
exhaustion observable. An :internal reason marks an unexpected internal
fault — not named by the input — with the exception class in detail.
The event list, names, measurement keys, and metadata keys are a versioned
public contract: additive events and keys may arrive in minor releases;
renames and removals require a major version. This module carries no
functions; attach handlers with :telemetry.attach/4.
Examples
iex> :telemetry.attach_many("ops-verify", [
...>   [:request_seal, :verify, :stop]
...> ], fn _m, _me, md, _c ->
...>   send(self(), {:verified, md.outcome})
...> end, nil)
...> :telemetry.detach("ops-verify")
:ok
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        events()

      


        The v1 event names, as documented above.
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          @spec events() :: [[atom()]]


      


The v1 event names, as documented above.
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HTTP message signatures under explicit caller policy and custody.
verify/3 selects exactly one explicitly labeled RFC 9421 signature. It
returns RequestSeal.Verification only after every required policy layer
passes, or a bounded RequestSeal.Error. Construct a RequestSeal.Policy
with six explicit choices; no implicit label, algorithm, profile or trust
association is selected. Success always reports principal :unattributed,
replay :not_required or a RequestSeal.Replay.Receipt, and authorization
:not_evaluated. Required replay invokes the caller commitment only after
validation, then makes one atomic claim through the caller-owned store.
Composite verification uses verify_quorum/3 with explicit RequestSeal.Quorum.
RequestSeal.Custody supplies algorithm-bound RequestSeal.KeyHandle capabilities,
local OTP private-key import, symmetric-secret verification, and an optional
non-exporting OpenSSH agent signer. Its monitored workers enforce deadlines and
caller cancellation; public-key resolution and internal key equivalence exclude
private material. Custody verification establishes mathematical validity only.
sign/4 appends one signature, either from a caller-built Signature-Input
(signature_spec/0) or from a signing_spec/0 that generates metadata.
The spec form is the shared Req/Finch signing path; Message.request/5 and
Message.response/4 build lossless messages from ordered headers and exact
retained bytes. Signing establishes local construction only.
Callback exceptions, exits, throws and malformed results reject without
retaining their text. RequestSeal.Error documents every reason and layer;
all errors are nonretryable, with random correlation tokens. No identity,
authorization, implicit network fetch or mandatory process is supplied. Explicit
discovery is available through RequestSeal.Discovery. Optional local ETS
and Postgrex replay adapters start only through explicit caller operations.
Exact bytes come from RequestSeal.Message and RequestSeal.SignatureBase.
See the public architecture, threat model, and technical decisions in the generated guides.
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    Functions
  


    
      
        sign(message, spec, signer, opts \\ [])

      


        Append one signature through caller-owned custody or an arity-two signer.



    


    
      
        verify(message, policy, opts)

      


        Verify one explicitly labeled signature under a fully explicit generic policy.



    


    
      
        verify_quorum(message, quorum, opts)

      


        Verify a composite set of signatures against explicit signer slots.
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          @type parameterized_signing_spec() :: %{
  :label => binary(),
  :components => binary(),
  :algorithm => RequestSeal.Crypto.algorithm(),
  :parameters => %{
    :expires_in => pos_integer() | nil,
    optional(:created) => boolean(),
    optional(:nonce) => :random | nil,
    optional(:alg) => boolean(),
    optional(:keyid) => binary() | nil,
    optional(:tag) => binary() | nil
  },
  optional(:digest) => [binary()] | nil,
  optional(:field_schemas) => map()
}
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          @type signature_spec() :: %{
  label: binary(),
  signature_input: binary() | RequestSeal.StructuredFields.Value.t(),
  algorithm: RequestSeal.Crypto.algorithm()
}
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          @type signing_spec() ::
  %{
    :label => binary(),
    :components => binary(),
    :algorithm => RequestSeal.Crypto.algorithm(),
    :expires_in => pos_integer(),
    optional(:created) => boolean(),
    optional(:nonce) => :random | nil,
    optional(:alg) => boolean(),
    optional(:keyid) => binary() | nil,
    optional(:tag) => binary() | nil,
    optional(:digest) => [binary()] | nil,
    optional(:field_schemas) => map()
  }
  | parameterized_signing_spec()
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      sign(message, spec, signer, opts \\ [])



        
          
        

    

  


  

      

          @spec sign(
  RequestSeal.Message.t(),
  signature_spec(),
  RequestSeal.Policy.signer(),
  keyword()
) ::
  {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Error.t()}


          @spec sign(
  RequestSeal.Message.t(),
  signature_spec(),
  RequestSeal.KeyHandle.t(),
  keyword()
) ::
  {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Error.t()}


          @spec sign(
  RequestSeal.Message.t(),
  signing_spec(),
  RequestSeal.Policy.signer(),
  keyword()
) ::
  {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Error.t()}


          @spec sign(
  RequestSeal.Message.t(),
  signing_spec(),
  RequestSeal.KeyHandle.t(),
  keyword()
) ::
  {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Error.t()}


      


Append one signature through caller-owned custody or an arity-two signer.
spec selects one of two forms. A map containing :components is a
signing_spec/0: metadata is generated from a clock, Content-Digest can
be computed or checked, and both signer kinds run through custody's
monitored deadline and cancellation workers. Any other map is the explicit
signature_spec/0: a caller-built Signature-Input is signed as given and
no metadata is generated. The explicit form preserves caller metadata
beyond what verify/3 accepts — a nonce parameter above verification's
1,024-byte bound still signs, and the verifier rejects it with :limit —
so keep nonces within that bound when signing for RequestSeal verifiers.
Both forms append a Signature-Input and a
Signature header occurrence with caller provenance, then revalidate the
message and both dictionaries. No framework is required; Req and Finch
accept the same spec defaults through this shared signing construction.
The message's existing signature dictionaries are parsed with a
16-encounter ceiling; with 16 labels present, signing rejects with :limit.
An existing label rejects with :label_in_use. Signatures must be nonempty
and at most 1,024 bytes.
Parameters
	message - a valid RequestSeal.Message.
	spec - a signing_spec/0 or signature_spec/0, described below.
	signer - a RequestSeal.KeyHandle whose algorithm equals the spec's
:algorithm, or an arity-two function (algorithm, base) returning
{:ok, signature_bytes} or {:error, term}.
	opts - keyword list; the permitted options depend on the form. Unknown
and duplicate options reject with :invalid_options.

Signing spec
A signing_spec/0 requires :label, :algorithm, serialized
:components (an Inner List without list parameters), and :expires_in (a
positive integer of seconds, at most 999,999,999,999,999). Defaults are
created: true, nonce: :random, alg: true (false for JWS algorithm
tuples), keyid: nil, tag: nil, digest: nil, and field_schemas: %{}.
The parameter keys may also be nested under :parameters. A complete spec
(all six parameter keys under :parameters, plus :digest and
:field_schemas) also accepts expires_in: nil; a non-nil expires_in
requires created: true.
Parameter order is created, expires, nonce, alg, keyid, tag. JWS requires
alg: false. keyid and tag are printable ASCII of at most 1,024 bytes.
Caller clocks range from 0 through 253,402,300,799 Unix seconds; wire
created and expires retain the Structured Fields integer range.
digest is nil or a unique list of "sha-256" and "sha-512". An absent
Content-Digest is computed from the retained body and appended; an existing
one is checked against the retained bytes and must carry exactly the
requested algorithms. A covered content-length is supplied from the
retained bytes when absent and must equal it when present. A digest request
or a covered content-digest, repr-digest, or content-length requires a
retained body. host and trailer (tr) components reject; related-request
(req) components need a response.
Explicit signature spec
A signature_spec/0 has exactly :label, :signature_input (a
serialized Inner List or RequestSeal.StructuredFields.Value), and
:algorithm. An HTTP alg parameter must equal :algorithm; JWS selection
requires no alg parameter. A function signer runs synchronously in the
caller.
Options
Signing spec:
	:clock - arity-zero function returning integer Unix seconds, read only
when created is true. Default: system time in seconds.
	:signing_timeout - 1 to 300,000 ms for either signer kind. Default 5,000.
	:nonce - 32 bytes of caller-owned entropy, encoded as unpadded
Base64url when nonce is selected. Without it the nonce uses the CSPRNG.
Supply fresh entropy on every attempt.

Explicit signature spec:
	:field_schemas - lowercase field names to RequestSeal.StructuredFields.Schema
values, with the same rules as RequestSeal.Policy. Default %{}.
	:signing_timeout - 1 to 300,000 ms, applied to a RequestSeal.KeyHandle.
A valid timeout does not wrap or interrupt a function signer. Default 5,000.

Returns
	{:ok, %RequestSeal.Message{}} - the message with the two signature
header occurrences appended.

	{:error, %RequestSeal.Error{}} - reasons this function can return, by layer:
	:input - :invalid_options, :invalid_message, :limit. Signing
spec only: :unsupported_component (a host, trailer, or unavailable
component; host rejects even as a request-derived response component
with a ;req parameter), :invalid_request (covered Content-Length conflicts with
the retained bytes). Explicit spec only: :algorithm_mismatch. Both
forms (from 0.5.0; 0.4.1 returns :invalid_options for a generated
spec): :signer_algorithm_mismatch for a KeyHandle algorithm mismatch,
before custody is invoked, with message
"signer algorithm does not match signature specification".
	:fields - :label_in_use, :label_mismatch, :duplicate_label,
:duplicate_parameter, :invalid_signature_input,
:invalid_signature_field.
	:content (signing spec only) - :body_unavailable, :digest_mismatch.
	:crypto - :signing_failed for a failing KeyHandle, with a bounded
RequestSeal.Custody.Error source; :signer_failed for a failing
function signer (fault, error, malformed result, empty or oversized
signature). Explicit spec only: :signature_base_failed (detail is
the signature-base reason).

Meanings: RequestSeal.Error.


Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, message} = RequestSeal.Message.request("GET", "https://example.com/", [], nil)
iex> spec = %{label: "sig", algorithm: "ed25519", components: ~s[("@method" "@authority" "@path")], parameters: %{created: true, expires_in: 60, nonce: :random, alg: true, keyid: "example-key", tag: nil}, digest: nil, field_schemas: %{}}
iex> {:ok, signed} = RequestSeal.sign(message, spec, handle)
iex> Enum.map(signed.fields, & &1.name)
["Signature-Input", "Signature"]
iex> {:error, error} = RequestSeal.sign(signed, spec, handle)
iex> {error.reason, error.layer}
{:label_in_use, :fields}
iex> explicit = %{label: "order", signature_input: ~s[("@method");created=1700000000], algorithm: "hmac-sha256"}
iex> {:error, error} = RequestSeal.sign(message, explicit, handle)
iex> {error.reason, error.message}
{:signer_algorithm_mismatch, "signer algorithm does not match signature specification"}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec verify(RequestSeal.Message.t(), RequestSeal.Policy.t(), keyword()) ::
  {:ok, RequestSeal.Verification.t()} | {:error, RequestSeal.Error.t()}


      


Verify one explicitly labeled signature under a fully explicit generic policy.
The message must carry Signature-Input and Signature fields whose labels
pair exactly; only the member named by :label is verified. Checks run in
this order. Before the key resolver: options, policy and message validation,
both signature dictionaries and label pairing, the selected label's
component and metadata validation, the 1,024-byte nonce bound, required
coverage, freshness, then the sender alg allowlist check when alg is
present. After the resolver: sender alg must equal the authoritative
algorithm (JWS requires alg to be absent), that algorithm must be in the
policy allowlist, then the signature base is built, the cryptography
verified, the content digest checked, and required replay commitment and
storage performed.
Dictionaries are RFC 8941: Signature-Input members must be string Inner
Lists; Signature members are byte sequences of at most 1,024 bytes.
Encounters are bounded by policy :max_signatures before duplicate-label
rejection. Repeated parameter names on either dictionary reject with
:duplicate_parameter; other Signature member parameters are ignored per
Structured Fields. Duplicate labels reject with :duplicate_label, including
across field occurrences. Every Signature label must have a matching
Signature-Input label, and every Signature-Input label a matching Signature.
The key resolver result may carry an optional :identity. Here it is only
checked (a public key's derived identity must agree with it, otherwise
:key_resolver_failed); it affects counting only in verify_quorum/3.
Parameters
	message - a RequestSeal.Message; it is validated before parsing.
	policy - a RequestSeal.Policy from RequestSeal.Policy.new/1.
Directly built structs are revalidated and reject with :invalid_policy.
	opts - keyword list of the options below. Unknown and duplicate
options reject with :invalid_options.

Options
	:label - required. The case-sensitive Structured Fields dictionary key
to verify: 1 to 256 bytes, a lowercase letter or * followed by
lowercase letters, digits, _, -, . or *.
	:representation - optional validated RequestSeal.Body, accepted only
when the policy requires a representation digest. No content body
substitutes for it.
	:digest_state - optional caller-fed RequestSeal.Digest state whose
kind matches the policy's required digest kind. The caller establishes
end of stream; the library never reads a stream handle. Mutually
exclusive with :representation.

:profile and :principal options reject with :invalid_profile.
Named-profile packages use RequestSeal.Profile and enforce their own
source-specific rules; caller options cannot stamp generic verification.
Returns
	{:ok, %RequestSeal.Verification{}} - with profile: %{name: :rfc9421},
principal: :unattributed, authorization: :not_evaluated, and replay
either :not_required or a RequestSeal.Replay.Receipt.

	{:error, %RequestSeal.Error{}} - reasons this function can return, by layer:
	:input - :invalid_options, :invalid_profile, :invalid_policy,
:invalid_message, :limit.
	:fields - :missing_signature_input, :missing_signature,
:invalid_signature_input, :invalid_signature_field,
:duplicate_label, :duplicate_parameter, :label_mismatch,
:unknown_label.
	:policy - :missing_required_component, :unexpected_component,
:algorithm_not_permitted, :algorithm_mismatch.
	:freshness - :invalid_clock, :missing_created, :missing_expires,
:created_in_future, :expired, :too_old.
	:key - :unknown_key, :key_resolver_failed.
	:crypto - :signature_base_failed (detail is the signature-base
reason), :invalid_signature, :verifier_failed.
	:content - :digest_not_covered, :digest_unsupported,
:digest_mismatch, :body_unavailable.
	:replay - :missing_replay_identifier, :retention_exceeded,
:commitment_failed, :replayed, :store_unavailable,
:store_timeout, :store_failed.

Meanings: RequestSeal.Error.


Examples
iex> {public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, key} = RequestSeal.PublicKey.import({:ed25519, public}, :raw)
iex> clock = fn -> 1_700_000_000 end
iex> {:ok, message} =
...>   RequestSeal.Message.request("PUT", "https://docs.example.com/documents/42", [], "draft")
iex> spec = %{
...>   label: "sig",
...>   algorithm: "ed25519",
...>   components: ~s[("@method" "@authority" "@path")],
...>   expires_in: 60,
...>   keyid: "docs-key"
...> }
iex> {:ok, signed} = RequestSeal.sign(message, spec, handle, clock: clock)
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: ~s[("@method" "@authority" "@path")],
...>     key_resolver: fn
...>       %{keyid: "docs-key"} -> {:ok, %{algorithm: "ed25519", key: key}}
...>       _ -> :error
...>     end,
...>     freshness: %{clock: clock, max_age: 300, skew: 5, require_expires: true},
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> {:ok, verification} = RequestSeal.verify(signed, policy, label: "sig")
iex> {verification.signature.keyid, verification.principal, verification.authorization}
{"docs-key", :unattributed, :not_evaluated}
iex> {:error, error} = RequestSeal.verify(%{signed | method: "DELETE"}, policy, label: "sig")
iex> {error.reason, error.layer}
{:invalid_signature, :crypto}
iex> {:error, error} = RequestSeal.verify(signed, policy, label: "other")
iex> {error.reason, error.layer}
{:unknown_label, :fields}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec verify_quorum(RequestSeal.Message.t(), RequestSeal.Quorum.t(), keyword()) ::
  {:ok, RequestSeal.Quorum.Verification.t()} | {:error, RequestSeal.Error.t()}


      


Verify a composite set of signatures against explicit signer slots.
Each signature label is verified independently against the policy of every
slot whose :label and :tag selectors match it; coverage never pools. The
verified candidates are then assigned to slots and counted by the quorum's
unit. Assignment, identity classes, bindings, negotiation, and the search
budget are specified in RequestSeal.Quorum. A label that fails every
eligible slot is recorded in nonqualifying; it rejects the call only under
invalid: :reject. When a message both fails the quorum and carries an
Accept-Signature challenge, the quorum rejection is returned first and
negotiation is not evaluated.
Parameters
	message - a RequestSeal.Message; it is validated before parsing.
	quorum - a RequestSeal.Quorum from RequestSeal.Quorum.new/1.
Directly built structs are revalidated and reject with :invalid_quorum.
	opts - keyword list with at most the options below. [] is valid.

Options
	:accept_signature - list of signature requests from
RequestSeal.AcceptSignature.parse/2, at most 16, each applicable to the
message kind. Every request must be met by a verified, selector-eligible
label after key-unit filtering, with the same covered component identity
set and every requested parameter. Default [] (no negotiation).
	:deadline - optional integer, an absolute deadline in
System.monotonic_time(:millisecond) units bounding the wall-clock time
of the slot-assignment search. The deterministic node budget stays the
default bound when this option is absent; with it, expiry keeps the
best-so-far acceptance semantics (success only when the mode, required
slots, and bindings hold) and otherwise returns the retryable
:deadline reason at :quorum. Independent label verification and the
polynomial matching paths are not covered by this bound; RequestSeal.verify/3
has no such option because it runs no unbounded search.

Returns
	{:ok, %RequestSeal.Quorum.Verification{}} - the assigned slots, unit
count, per-label results and nonqualifying facts.

	{:error, %RequestSeal.Error{}} - reasons this function can return, by layer:
	:input - :invalid_options, :invalid_quorum, :invalid_policy
(a slot policy requires replay; see RequestSeal.Quorum),
:invalid_message, :limit (dictionary bounds or an exhausted
assignment search).
	:fields - :missing_signature_input, :missing_signature,
:invalid_signature_input, :invalid_signature_field,
:duplicate_label, :duplicate_parameter, :label_mismatch.
	:negotiation - :invalid_accept_signature, :inapplicable_component,
:negotiation_unfulfilled.
	:quorum - :unexpected_signature, :nonqualifying_signature
(detail is the label's last failure reason), :ambiguous_key_identity,
:quorum_not_met, :binding_unsatisfied, :deadline (retryable; the
caller's :deadline bound expired during assignment search).

Failures of individual labels against individual slots are not returned
directly; they appear in nonqualifying. Meanings: RequestSeal.Error.


Examples
iex> {public_a, seed_a} = :crypto.generate_key(:eddsa, :ed25519)
iex> {public_b, seed_b} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle_a} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed_a})
iex> {:ok, handle_b} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed_b})
iex> {:ok, key_a} = RequestSeal.PublicKey.import({:ed25519, public_a}, :raw)
iex> {:ok, key_b} = RequestSeal.PublicKey.import({:ed25519, public_b}, :raw)
iex> keys = %{"builder" => key_a, "reviewer" => key_b}
iex> clock = fn -> 1_700_000_000 end
iex> {:ok, message} =
...>   RequestSeal.Message.request("POST", "https://builds.example/releases", [], "artifact")
iex> spec = fn label, keyid ->
...>   %{
...>     label: label,
...>     algorithm: "ed25519",
...>     components: ~s[("@method" "@path")],
...>     expires_in: 60,
...>     keyid: keyid
...>   }
...> end
iex> {:ok, once} = RequestSeal.sign(message, spec.("build", "builder"), handle_a, clock: clock)
iex> {:ok, twice} = RequestSeal.sign(once, spec.("review", "reviewer"), handle_b, clock: clock)
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: ~s[("@method" "@path")],
...>     key_resolver: fn %{keyid: keyid} ->
...>       if key = keys[keyid], do: {:ok, %{algorithm: "ed25519", key: key}}, else: :error
...>     end,
...>     freshness: %{clock: clock, max_age: 300, skew: 0, require_expires: true},
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> {:ok, quorum} =
...>   RequestSeal.Quorum.new(%{
...>     mode: {:threshold, 2},
...>     unit: :key,
...>     slots: [
...>       %{id: :build, policy: policy, required: true, label: "build"},
...>       %{id: :review, policy: policy, required: false, label: "review"}
...>     ],
...>     unexpected: :reject,
...>     invalid: :reject
...>   })
iex> {:ok, result} = RequestSeal.verify_quorum(twice, quorum, [])
iex> {result.satisfied, result.count, result.authorization}
{[:build, :review], 2, :not_evaluated}
iex> {:error, error} = RequestSeal.verify_quorum(once, quorum, [])
iex> {error.reason, error.layer}
{:quorum_not_met, :quorum}
iex> RequestSeal.Custody.Local.release(handle_a)
:ok
iex> RequestSeal.Custody.Local.release(handle_b)
:ok

  


        

      


  

    
RequestSeal.AcceptSignature 
    



      
RFC 9421 Section 5 signature requests and nonce challenges.
A requester serializes ordered requests with serialize/1 into an
Accept-Signature field. The other party parses them with parse/2 for its
own message kind and signs them with fulfill/5, whose chooser and signer
own key selection and custody. Created/expires requests are bare true;
nonce, keyid, tag, and alg are strings. Algorithms are exact HTTP registry
tokens, never JWS selections. Unknown parameters reject. Components include
their exact parameters; request targets cannot cover @status or related
requests. Response targets require req for request-derived components.
Passing requests as accept_signature: to RequestSeal.verify_quorum/3
requires each exact label in the verified, selector-eligible pool after key-unit
filtering, with the same covered component identity set and every requested
parameter. The label need not be assigned to a counted slot; it appears in
qualifying and signatures only when assigned. Extra metadata and separate
signatures are allowed.
A challenge match is established; replay storage and authorization are not.
Limits: 16 requests, 65,536 wire bytes, and the signature-base component bounds.
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        Fulfill requests in order through caller-owned key selection and signing.
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          @type request() :: %{
  label: binary(),
  components: RequestSeal.StructuredFields.Value.t(),
  parameters: %{optional(binary()) => true | binary()}
}
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          @spec fulfill(
  RequestSeal.Message.t(),
  [request()],
  (request() -> {:ok, map()} | :error),
  RequestSeal.Policy.signer(),
  keyword()
) :: {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Error.t()}


      


Fulfill requests in order through caller-owned key selection and signing.
For each request the chooser returns the algorithm and times to use.
A requested alg must equal the chosen algorithm; keyid, nonce, tag, and
alg are copied verbatim. Requested created and expires take the
chooser's values, which must then be integers; times that were not
requested are not written. Signatures are appended in request order through
the explicit form of RequestSeal.sign/4. Any failure returns an error and
no partially signed message.
Parameters
	message - the valid RequestSeal.Message to sign; its kind is the
target every request must apply to.
	requests - list of at most 16 request/0 maps with unique labels.
	chooser - arity-one function receiving each request and returning
{:ok, %{algorithm: algorithm, created: integer_or_nil, expires: integer_or_nil}}
(an HTTP registry algorithm; times from -999,999,999,999,999 through
999,999,999,999,999) or :error.
	signer - arity-two function (algorithm, base) returning
{:ok, signature_bytes} or {:error, term}.
	opts - [] or [field_schemas: schemas], passed to RequestSeal.sign/4.

Returns
	{:ok, %RequestSeal.Message{}} - the message with one Signature-Input
and one Signature occurrence appended per request.
	{:error, %RequestSeal.Error{}} - reasons this function can return:
:invalid_options and :invalid_message (layer :input);
:duplicate_label (layer :fields); :invalid_accept_signature,
:inapplicable_component, and :negotiation_unfulfillable (layer
:negotiation; unavailable component, incompatible chooser,
unfulfillable parameter, callback fault, or signing failure). When an
underlying signing step fails, its bounded reason appears in the error's
detail. Meanings: RequestSeal.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, message} =
...>   RequestSeal.Message.request("POST", "https://chat.example/rooms/7/messages", [], "hello")
iex> {:ok, requests} =
...>   RequestSeal.AcceptSignature.parse(~s[reply=("@method" "@path");created;nonce="chat-7f3a"], target: :request)
iex> chooser = fn _request -> {:ok, %{algorithm: "ed25519", created: 1_700_000_000, expires: nil}} end
iex> signer = fn "ed25519", base -> RequestSeal.Custody.sign(handle, base) end
iex> {:ok, signed} = RequestSeal.AcceptSignature.fulfill(message, requests, chooser, signer, [])
iex> signed.fields |> hd() |> Map.fetch!(:value)
~s[reply=("@method" "@path");created=1700000000;nonce="chat-7f3a"]
iex> {:error, error} = RequestSeal.AcceptSignature.fulfill(message, requests, fn _ -> :error end, signer, [])
iex> {error.reason, error.layer}
{:negotiation_unfulfillable, :negotiation}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec parse(binary() | [binary()], keyword()) ::
  {:ok, [request()]} | {:error, RequestSeal.Error.t()}


      


Parse ordered signature requests for an explicit target message kind.
Parameters
	wire - one Accept-Signature field value, or a list of at most 1,024
ordered field occurrences (joined with ", "). At most 65,536 bytes in
total, at most 16 dictionary members.
	opts - exactly [target: :request] or [target: :response]: the kind
of message that will carry the requested signatures.

Returns
	{:ok, [request]} - request/0 maps in wire order, each with
:label, :components (a metadata-free Structured Fields Inner List),
and :parameters (a map of "created"/"expires" to true and
"nonce", "keyid", "tag", "alg" to strings). An empty field
value or list returns {:ok, []}.
	{:error, %RequestSeal.Error{}} - reasons this function can return:
:invalid_options and :limit (layer :input); :duplicate_label and
:duplicate_parameter (layer :fields); :invalid_accept_signature
and :inapplicable_component (layer :negotiation).
Meanings: RequestSeal.Error.

Examples
iex> {:ok, [request]} =
...>   RequestSeal.AcceptSignature.parse(
...>     ~s[reply=("@method" "@path" "content-digest");created;nonce="chat-7f3a";keyid="relay"],
...>     target: :request
...>   )
iex> {request.label, request.parameters}
{"reply", %{"created" => true, "keyid" => "relay", "nonce" => "chat-7f3a"}}
iex> {:error, error} = RequestSeal.AcceptSignature.parse(~s[reply=("@status")], target: :request)
iex> {error.reason, error.layer}
{:inapplicable_component, :negotiation}
iex> {:error, error} = RequestSeal.AcceptSignature.parse(~s[reply=("@method");alg="RS256"], target: :request)
iex> error.reason
:invalid_accept_signature
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          @spec serialize([request()]) :: {:ok, binary()} | {:error, RequestSeal.Error.t()}


      


Serialize ordered requests with deterministic signature metadata ordering.
Requests keep their order; parameters are written in the order keyid, alg,
created, expires, nonce, tag. No target applicability check is made.
Parameters
	requests - list of at most 16 request/0 maps with unique labels,
shaped as parse/2 returns them.

Returns
	{:ok, binary} - the Accept-Signature field value.
	{:error, %RequestSeal.Error{}} - reasons this function can return:
:invalid_accept_signature (layer :negotiation), :duplicate_label
(layer :fields), :limit (layer :input).
Meanings: RequestSeal.Error.

Examples
iex> {:ok, requests} =
...>   RequestSeal.AcceptSignature.parse(
...>     ~s[reply=("@method" "@path");nonce="chat-7f3a";created;keyid="relay"],
...>     target: :request
...>   )
iex> RequestSeal.AcceptSignature.serialize(requests)
{:ok, ~s[reply=("@method" "@path");keyid="relay";created;nonce="chat-7f3a"]}
iex> {:error, error} = RequestSeal.AcceptSignature.serialize(requests ++ requests)
iex> {error.reason, error.layer}
{:duplicate_label, :fields}

  


        

      


  

    
RequestSeal.Body 
    



      
Caller-owned body availability, without implicit reads or replayability.
A body is :retained (exact bytes held in memory), :streaming (an opaque
caller-owned PID or reference), :unavailable, or :consumed. Empty retained
bytes are different from unavailable bytes. Stream handles are opaque;
construction and validation never invoke, enumerate, close, or claim to have
consumed them.
Values are snapshots supplied by the caller, not a stream controller. A later
snapshot must report consumption; copying a value does not make a stream
replayable. A stream can remain unread after transport completes, so known
trailers can coexist with :streaming. This module neither hashes content
nor validates message framing.
Inspection hides body bytes and handles.
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        new(attrs)

      


        Construct an availability snapshot from an attribute map.



    


    
      
        validate(body)

      


        Validate a snapshot without touching the caller's body source.
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          @type t() :: %RequestSeal.Body{
  bytes: binary() | nil,
  max_bytes: non_neg_integer(),
  ownership: :caller,
  source: pid() | reference() | nil,
  state: :retained | :streaming | :unavailable | :consumed
}
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          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.Message.Error.t()}


      


Construct an availability snapshot from an attribute map.
Parameters
	attrs - a plain map (not a struct) using only these keys; unknown keys reject:	:state (required) - :retained, :streaming, :unavailable, or :consumed.
	:bytes - binary, required for :retained and otherwise absent or nil.
	:source - a caller-owned PID or reference, required for :streaming and
otherwise absent or nil.
	:ownership - only :caller (the default).
	:max_bytes - nonnegative integer bounding retained bytes, default
1,048,576. Any nonnegative integer is allowed as the caller's retention
policy.



Returns
	{:ok, %RequestSeal.Body{}}.
	{:error, %RequestSeal.Message.Error{reason: :invalid_body}} - the only
reason: a missing or unknown key, a state without its required value, a
value not allowed for the state, or retained bytes over :max_bytes.
Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, body} = RequestSeal.Body.new(%{state: :retained, bytes: <<0, 255>>, max_bytes: 2})
iex> {body.state, body.bytes, body.ownership}
{:retained, <<0, 255>>, :caller}
iex> RequestSeal.Body.new(%{state: :streaming})
{:error, %RequestSeal.Message.Error{reason: :invalid_body}}
A stream handle is kept but never read:
iex> source = make_ref()
iex> {:ok, body} = RequestSeal.Body.new(%{state: :streaming, source: source})
iex> body.source == source
true
iex> RequestSeal.Body.new(%{state: :retained, bytes: "crawl page 3", max_bytes: 4})
{:error, %RequestSeal.Message.Error{reason: :invalid_body}}
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          @spec validate(term()) :: :ok | {:error, RequestSeal.Message.Error.t()}


      


Validate a snapshot without touching the caller's body source.
Applies the rules of new/1 to an existing struct, including one built or
modified directly.
Parameters
	body - any term; only a RequestSeal.Body struct can pass.

Returns
	:ok.
	{:error, %RequestSeal.Message.Error{reason: :invalid_body}} - the only
reason. Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, body} = RequestSeal.Body.new(%{state: :consumed})
iex> RequestSeal.Body.validate(body)
:ok
iex> RequestSeal.Body.validate(%{body | bytes: "already read"})
{:error, %RequestSeal.Message.Error{reason: :invalid_body}}

  


        

      


  

    
RequestSeal.Crypto 
    



      
OTP cryptographic primitives over exact signature-base bytes, for custodians.
Algorithms and encodings follow
RFC 9421 Section 3.3,
RFC 7518, and
RFC 8032.
This low-level boundary returns only signature bytes or mathematical validity.
It does not establish trust, identity, policy, or authorization. A custodian calls
it inside its secret boundary; private material is never stored in a public key,
message, or result. Caller-owned signing functions connect these primitives
to RequestSeal.sign/4.
Select an exact identifier from algorithms/0, or explicitly select a supported
RFC 9421 Section 3.3.7 extension as {:jws, name}. Extensions are RS256,
PS256, PS384, PS512, HS256, ES256, ES384, and Ed25519-only EdDSA.
Unknown, case-altered, none, and encryption identifiers reject. JWS names never
alias HTTP alg parameters: callers using JWS must omit the HTTP alg parameter
and select the extension through trusted configuration/key metadata. These
primitives consume the entire base directly, with no JOSE header or Base64 step.
sign/4 takes operation-local signing material and verify/5 a
RequestSeal.PublicKey; their documentation lists the descriptors. HMAC secrets must be
32–16,384 bytes for both "hmac-sha256" and {:jws, "HS256"}; there is no
key-equivalence derivation. HMAC compares
with OTP :crypto.hash_equals/2. HMAC proves shared-secret possession only.
The per-call max_bytes: bound of sign/4 and verify/5 does not change
RequestSeal.SignatureBase's separate 1,048,576-byte ceiling. ECDSA uses fixed-width r || s
(64/96 bytes), never DER on the wire. RSA-PSS fixes MGF1 to the selected digest
and salt length to its digest width (64 for HTTP SHA-512). Ed25519 has no prehash
and rejects noncanonical S. RSA signatures have the exact modulus width.
Errors are bounded RequestSeal.Crypto.Error values and contain no input bytes.
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        The six registered, case-sensitive HTTP signature algorithm identifiers.



    


    
      
        max_bytes_ceiling()

      


        The inclusive byte ceiling shared by cryptographic and custody operations.



    


    
      
        sign(algorithm, bytes, material, opts \\ [])

      


        Sign exact bytes using operation-local material within the caller's custodian.



    


    
      
        verify(algorithm, bytes, signature, key, opts \\ [])

      


        Verify exact bytes; :ok establishes cryptographic validity only.
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          @type algorithm() :: binary() | {:jws, binary()}
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          @spec algorithms() :: [binary()]


      


The six registered, case-sensitive HTTP signature algorithm identifiers.
Returns
	a list of six binaries, in registry order.

Examples
iex> RequestSeal.Crypto.algorithms()
["rsa-pss-sha512", "rsa-v1_5-sha256", "hmac-sha256", "ecdsa-p256-sha256", "ecdsa-p384-sha384", "ed25519"]
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          @spec max_bytes_ceiling() :: pos_integer()


      


The inclusive byte ceiling shared by cryptographic and custody operations.
It is the largest max_bytes: value accepted by sign/4, verify/5,
RequestSeal.Custody.sign/3, and RequestSeal.Custody.verify/4.
Returns
	16_777_216.

Examples
iex> RequestSeal.Crypto.max_bytes_ceiling()
16_777_216
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          @spec sign(algorithm(), binary(), tuple(), keyword()) ::
  {:ok, binary()} | {:error, RequestSeal.Crypto.Error.t()}


      


Sign exact bytes using operation-local material within the caller's custodian.
Checks run in this order: options, algorithm, bytes, then material, so
invalid options take precedence over an unsupported algorithm.
Parameters
	algorithm - an identifier from algorithms/0 or {:jws, name} for a JWS
extension listed in the module documentation.
	bytes - the entire signature base as a binary, at most :max_bytes bytes.
	material - an operation-local descriptor that fits algorithm:	{:rsa, otp_private_key} - a two-prime :RSAPrivateKey record with a
valid 2048–8192-bit public part and consistent CRT components.
	{:ec, "P-256" | "P-384", scalar_bytes} - a 32- or 48-byte scalar in
1..order-1 on the algorithm's curve.

	{:ed25519, seed_bytes} - a 32-byte seed.
	{:hmac, secret_bytes} - a 32–16,384-byte secret.


	opts - keyword list; see Options.

Options
	:max_bytes - largest accepted bytes size, integer 1–16,777,216
(max_bytes_ceiling/0). Default 1_048_576. It is the only option; any
other key, a duplicate, or an out-of-range or non-integer value returns
:invalid_options.

Returns
	{:ok, signature} - RSA signatures have the modulus width, ECDSA
signatures are fixed-width r || s (64 or 96 bytes), Ed25519 signatures are
64 bytes, and HMAC-SHA256 tags are 32 bytes.
	{:error, %RequestSeal.Crypto.Error{}} - reasons this function can return:
:invalid_options, :unsupported_algorithm, :invalid_data (bytes is
not a binary or exceeds :max_bytes), :invalid_key (malformed,
out-of-range, or inconsistent material), :key_mismatch (material of a
type or curve that does not fit algorithm), and :invalid_signature (OTP
produced an ECDSA r or s outside the curve order). Meanings:
RequestSeal.Crypto.Error.

Examples
RFC 8032 Section 7.1, TEST 1 (Ed25519, empty message):
iex> seed = Base.decode16!("9D61B19DEFFD5A60BA844AF492EC2CC44449C5697B326919703BAC031CAE7F60")
iex> {:ok, signature} = RequestSeal.Crypto.sign("ed25519", "", {:ed25519, seed})
iex> Base.encode16(signature, case: :lower)
"e5564300c360ac729086e2cc806e828a84877f1eb8e5d974d873e065224901555fb8821590a33bacc61e39701cf9b46bd25bf5f0595bbe24655141438e7a100b"
iex> RequestSeal.Crypto.sign("ed25519", "", {:ed25519, seed}, timeout: 1_000)
{:error, %RequestSeal.Crypto.Error{reason: :invalid_options}}
iex> RequestSeal.Crypto.sign({:jws, "ES256"}, "", {:ed25519, seed})
{:error, %RequestSeal.Crypto.Error{reason: :key_mismatch}}
iex> RequestSeal.Crypto.sign("hmac-sha256", "message 41 delivered", {:hmac, "short secret"})
{:error, %RequestSeal.Crypto.Error{reason: :invalid_key}}
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          @spec verify(
  algorithm(),
  binary(),
  binary(),
  RequestSeal.PublicKey.t() | tuple(),
  keyword()
) ::
  :ok | {:error, RequestSeal.Crypto.Error.t()}


      


Verify exact bytes; :ok establishes cryptographic validity only.
Checks run in this order: options, algorithm, bytes, key, then signature,
so invalid options take precedence over an unsupported algorithm.
Parameters
	algorithm - an identifier from algorithms/0 or {:jws, name} for a JWS
extension listed in the module documentation.
	bytes - the entire signature base as a binary, at most :max_bytes bytes.
	signature - the signature binary in the format sign/4 returns.
	key - a RequestSeal.PublicKey.t/0 that fits algorithm: its type and
curve must match, its JWK alg must be absent or equal the JOSE name, its
use absent or "sig", and its key_ops absent or include "verify".
Only inside the HMAC custodian, {:hmac, secret_bytes} (32–16,384 bytes)
for an HMAC algorithm.
	opts - keyword list; see Options.

Options
	:max_bytes - largest accepted bytes size, integer 1–16,777,216
(max_bytes_ceiling/0). Default 1_048_576. It is the only option; any
other key, a duplicate, or an out-of-range or non-integer value returns
:invalid_options.

Returns
	:ok - the signature is mathematically valid for bytes under key.
	{:error, %RequestSeal.Crypto.Error{}} - reasons this function can return:
:invalid_options, :unsupported_algorithm, :invalid_data (bytes is
not a binary or exceeds :max_bytes), :invalid_key (key is malformed,
is neither a public key nor an HMAC descriptor, or holds an HMAC secret
outside 32–16,384 bytes), :key_mismatch (key does not fit algorithm
or its restrictions forbid verification), and :invalid_signature (not a
binary, wrong width, ECDSA r or s outside the curve order, noncanonical
Ed25519 S, or failed verification). Meanings: RequestSeal.Crypto.Error.

Examples
RFC 8032 Section 7.1, TEST 1 (Ed25519, empty message):
iex> public = Base.decode16!("D75A980182B10AB7D54BFED3C964073A0EE172F3DAA62325AF021A68F707511A")
iex> {:ok, key} = RequestSeal.PublicKey.import({:ed25519, public}, :raw)
iex> signature = Base.decode16!("E5564300C360AC729086E2CC806E828A84877F1EB8E5D974D873E065224901555FB8821590A33BACC61E39701CF9B46BD25BF5F0595BBE24655141438E7A100B")
iex> RequestSeal.Crypto.verify("ed25519", "", signature, key)
:ok
iex> RequestSeal.Crypto.verify("ed25519", "x", signature, key)
{:error, %RequestSeal.Crypto.Error{reason: :invalid_signature}}
iex> RequestSeal.Crypto.verify("ecdsa-p256-sha256", "", signature, key)
{:error, %RequestSeal.Crypto.Error{reason: :key_mismatch}}
iex> RequestSeal.Crypto.verify("ed25519", "", signature, %{key | operations: ["sign"]})
{:error, %RequestSeal.Crypto.Error{reason: :key_mismatch}}
iex> RequestSeal.Crypto.verify("ed25519", "", signature, key, max_bytes: 0)
{:error, %RequestSeal.Crypto.Error{reason: :invalid_options}}

  


        

      


  

    
RequestSeal.Crypto.Error 
    



      
Bounded primitive and public-key errors, containing no supplied material.
Reasons: :unsupported_algorithm, :unsupported_format, :invalid_key,
:key_mismatch, :invalid_options, :invalid_data, and :invalid_signature. Correct the input
before retrying. These facts do not establish authentication or authorization.
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          @type t() :: %RequestSeal.Crypto.Error{
  reason:
    :unsupported_algorithm
    | :unsupported_format
    | :invalid_key
    | :key_mismatch
    | :invalid_options
    | :invalid_data
    | :invalid_signature
}


      



  


        

      


  

    
RequestSeal.Digest 
    



      
RFC 9530 content/representation digests and preference fields, using OTP hashes.
compute/3 hashes a retained RequestSeal.Body without re-encoding its bytes.
init/3, update/2, and finish/1 support caller-fed binary chunks without
retaining content, reading handles, or starting processes. Results are
Structured Fields dictionaries, serialized with serialize/1. check/3 and
check_stream/3 compare computed checksums with a Message's Content-Digest or
Repr-Digest field.
Retained content is bounded at 16,777,216 bytes (16 MiB): compute/3 and
check/3 cannot raise that hard limit, bounding work on already retained
content. Only caller-fed streams may explicitly opt in to a higher :max_bytes
through init/3: incremental hash state uses constant memory and retains no
chunks. The caller owns that larger work budget. State is caller-owned and
immutable; use each returned state and finish only at EOF. Finishing does not
prove transport completion; the caller supplies that boundary.
Hash HTTP content after transfer framing removal but before content decoding.
Gzip bytes remain gzip bytes. A range's content is only the transmitted range;
a HEAD response's content is empty. Representation hashing always uses the
complete selected representation, including content encoding (Sections 2–3).
The caller selects that representation using HTTP method, status, metadata,
and resource semantics; this library never reconstructs it from partial content.
No unavailable body substitutes for empty bytes.
Every supported checksum present must match. Before dictionary deduplication,
checks reject a supported algorithm appearing more than once across the combined
occurrences in the selected section with :conflicting_digest, even if its
checksum values agree. Unknown and deprecated algorithms
are parsed but never computed; success reports only their count. They cannot
establish a match alone. A stream must have computed every supported algorithm
in the field. A successful check proves checksum agreement only,
with no signature coverage, authentication, identity, or authorization claim.
Legacy Digest fields never substitute for these fields.
parse/1 and serialize/1 use the RFC 8941 dictionary/byte-sequence schema
mandated by RFC 9530; known checksum lengths are checked. Preferences are
hints, with 0 meaning unacceptable (Section 4); this module selects no
algorithm from them. Parameters and duplicate keys follow Structured
Fields rules (last value, first position), except supported checksum algorithms
in check/3 and check_stream/3, which reject any repeat with :conflicting_digest.
Inspection hides hash contexts.
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    Functions
  


    
      
        check(message, kind, opts \\ [])

      


        Recompute the selected field from retained content or explicit representation.



    


    
      
        check_stream(state, message, opts \\ [])

      


        Check hashes accumulated through caller EOF against a Message digest field.



    


    
      
        compute(body, algorithms, opts \\ [])

      


        Compute SHA-256/SHA-512 checksums from retained exact body bytes.



    


    
      
        finish(state)

      


        Finalize checksums as an ordered Structured Fields dictionary at caller EOF.



    


    
      
        init(kind, algorithms, opts \\ [])

      


        Initialize incremental hashes for an explicit semantic kind and algorithms.



    


    
      
        parse(wire)

      


        Parse an RFC 9530 integrity dictionary; parameters retain RFC semantics.



    


    
      
        parse_preferences(wire)

      


        Parse an RFC 9530 preference dictionary with integer weights in 0..10.



    


    
      
        preferences(message, name, section \\ :headers)

      


        Read an explicit Want-Content-Digest or Want-Repr-Digest field/section.



    


    
      
        serialize(value)

      


        Serialize a digest dictionary with known algorithm checksum-size validation.



    


    
      
        serialize_preferences(value)

      


        Serialize an RFC 9530 preference dictionary with weight validation.



    


    
      
        update(state, chunk)

      


        Hash one binary content chunk, rejecting overflow before cryptographic work.
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          @type failure() ::
  {:error,
   RequestSeal.Digest.Error.t() | RequestSeal.StructuredFields.Error.t()}
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          @type t() :: %RequestSeal.Digest{
  bytes: non_neg_integer(),
  hashes: [{binary(), reference()}],
  kind: :content | :representation,
  max_bytes: non_neg_integer()
}
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          @spec check(RequestSeal.Message.t(), :content | :representation, keyword()) ::
  {:ok, map()} | failure()


      


Recompute the selected field from retained content or explicit representation.
:content checks Content-Digest against the Message's retained body.
:representation checks Repr-Digest against the :representation option, a
retained Body containing the entire selected representation, even when it
equals content. Only supported algorithms in the field are computed.
Parameters
	message - a valid RequestSeal.Message.
	kind - :content or :representation.

Options
Unknown or duplicate options reject.
	:section - :headers (default) or :trailers; sections never merge. A
trailer must be observed (a list) before checking it.
	:max_bytes - integer in 0..16,777,216 bounding the hashed bytes; default
16,777,216.
	:representation - a retained RequestSeal.Body; required for
:representation and rejected for :content.

Returns
	{:ok, %{kind: kind, bytes: count, checked: names, unsupported: count}} -
every supported checksum matched. :checked lists the supported algorithm
names in field order; :unsupported counts other algorithm names.
	{:error, %RequestSeal.Digest.Error{}} - reasons this function can return:
:invalid_message, :invalid_kind, :invalid_options,
:representation_required, :invalid_body, :body_unavailable,
:conflicting_digest, :invalid_digest_length, :unsupported_algorithm
(no supported algorithm in the field), :limit, and :mismatch.
Meanings: RequestSeal.Digest.Error.
	{:error, %RequestSeal.StructuredFields.Error{}} - :unavailable_section,
:missing_field, :limit, :syntax, :revision_type, or :schema_type.
Meanings: RequestSeal.StructuredFields.Error.

Examples
iex> {:ok, request} = RequestSeal.Message.request("POST", "https://docs.example/notes", [], ~s({"hello": "world"}), digest: ["sha-256"])
iex> RequestSeal.Digest.check(request, :content)
{:ok, %{kind: :content, bytes: 18, checked: ["sha-256"], unsupported: 0}}
iex> RequestSeal.Digest.check(%{request | body: %{request.body | bytes: ~s({"hello": "World"})}}, :content)
{:error, %RequestSeal.Digest.Error{reason: :mismatch}}
iex> RequestSeal.Digest.check(request, :representation)
{:error, %RequestSeal.Digest.Error{reason: :representation_required}}
A representation check reads Repr-Digest and the explicit representation body:
iex> {:ok, representation} = RequestSeal.Body.new(%{state: :retained, bytes: ~s({"hello": "world"})})
iex> {:ok, response} = RequestSeal.Message.response(200, [{"Repr-Digest", "sha-256=:X48E9qOokqqrvdts8nOJRJN3OWDUoyWxBf7kbu9DBPE=:"}], nil)
iex> RequestSeal.Digest.check(response, :representation, representation: representation)
{:ok, %{kind: :representation, bytes: 18, checked: ["sha-256"], unsupported: 0}}
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          @spec check_stream(t(), RequestSeal.Message.t(), keyword()) ::
  {:ok, map()} | failure()


      


Check hashes accumulated through caller EOF against a Message digest field.
The state's kind selects Content-Digest (:content) or Repr-Digest
(:representation). The state must have computed every supported algorithm in
the field; extra computed algorithms are ignored. The Message body is not read.
Parameters
	state - a RequestSeal.Digest state fed through the caller's EOF.
	message - a valid RequestSeal.Message.

Options
	:section - :headers (default) or :trailers; the only option. A trailer
must be observed (a list) before checking it.

Returns
	{:ok, %{kind: kind, bytes: count, checked: names, unsupported: count}} - as in check/3.
	{:error, %RequestSeal.Digest.Error{}} - reasons this function can return:
:invalid_state, :invalid_options, :conflicting_digest,
:invalid_digest_length, :unsupported_algorithm, :uncomputed_algorithm,
and :mismatch. Meanings: RequestSeal.Digest.Error.
	{:error, %RequestSeal.StructuredFields.Error{}} - :invalid_message,
:unavailable_section, :missing_field, :limit, :syntax,
:revision_type, or :schema_type.
Meanings: RequestSeal.StructuredFields.Error.

Examples
iex> {:ok, body} = RequestSeal.Body.new(%{state: :streaming, source: make_ref()})
iex> {:ok, transport} = RequestSeal.TransportFacts.new(%{})
iex> {:ok, field} = RequestSeal.FieldOccurrence.new(%{name: "Content-Digest", value: "sha-256=:X48E9qOokqqrvdts8nOJRJN3OWDUoyWxBf7kbu9DBPE=:", section: :headers})
iex> {:ok, response} = RequestSeal.Message.new(%{kind: :response, status: 200, fields: [field], trailers: :pending, body: body, transport: transport})
iex> {:ok, state} = RequestSeal.Digest.init(:content, ["sha-256"])
iex> {:ok, state} = RequestSeal.Digest.update(state, ~s({"hello": "world"}))
iex> RequestSeal.Digest.check_stream(state, response)
{:ok, %{kind: :content, bytes: 18, checked: ["sha-256"], unsupported: 0}}
iex> RequestSeal.Digest.check_stream(state, response, section: :trailers)
{:error, %RequestSeal.StructuredFields.Error{reason: :unavailable_section}}
iex> {:ok, other} = RequestSeal.Digest.init(:content, ["sha-512"])
iex> RequestSeal.Digest.check_stream(other, response)
{:error, %RequestSeal.Digest.Error{reason: :uncomputed_algorithm}}
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          @spec compute(RequestSeal.Body.t(), [binary()], keyword()) ::
  {:ok, RequestSeal.StructuredFields.Value.t()} | failure()


      


Compute SHA-256/SHA-512 checksums from retained exact body bytes.
Parameters
	body - a valid RequestSeal.Body in the :retained state. Its bytes are
hashed as they are, without re-encoding.
	algorithms - a nonempty list of unique names drawn from "sha-256" and
"sha-512"; the result keeps this order.

Options
	:max_bytes - integer in 0..16,777,216 bounding the hashed bytes; default
16,777,216. A larger value rejects; use init/3 for a larger streaming budget.

Returns
	{:ok, %RequestSeal.StructuredFields.Value{type: :dictionary}} - as in finish/1.
	{:error, %RequestSeal.Digest.Error{}} - reasons this function can return:
:invalid_body, :body_unavailable (streaming, unavailable, or consumed),
:invalid_options, :unsupported_algorithm, and :limit.
Meanings: RequestSeal.Digest.Error.

Examples
iex> {:ok, body} = RequestSeal.Body.new(%{state: :retained, bytes: ~s({"hello": "world"})})
iex> {:ok, dictionary} = RequestSeal.Digest.compute(body, ["sha-256"])
iex> RequestSeal.Digest.serialize(dictionary)
{:ok, "sha-256=:X48E9qOokqqrvdts8nOJRJN3OWDUoyWxBf7kbu9DBPE=:"}
iex> RequestSeal.Digest.compute(body, ["sha-256"], max_bytes: 16_777_217)
{:error, %RequestSeal.Digest.Error{reason: :invalid_options}}
iex> {:ok, unavailable} = RequestSeal.Body.new(%{state: :unavailable})
iex> RequestSeal.Digest.compute(unavailable, ["sha-256"])
{:error, %RequestSeal.Digest.Error{reason: :body_unavailable}}
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          @spec finish(t()) :: {:ok, RequestSeal.StructuredFields.Value.t()} | failure()


      


Finalize checksums as an ordered Structured Fields dictionary at caller EOF.
Finishing does not prove transport completion. The state stays usable; finishing
it again returns the same checksums.
Parameters
	state - a RequestSeal.Digest state.

Returns
	{:ok, %RequestSeal.StructuredFields.Value{type: :dictionary}} - one
{name, item} member per algorithm in init/3 order; each item value is
{:bytes, checksum}.
	{:error, %RequestSeal.Digest.Error{reason: :invalid_state}} - the only
reason. Meanings: RequestSeal.Digest.Error.

Examples
iex> {:ok, state} = RequestSeal.Digest.init(:content, ["sha-256"])
iex> {:ok, state} = RequestSeal.Digest.update(state, ~s({"hello": ))
iex> {:ok, state} = RequestSeal.Digest.update(state, ~s("world"}))
iex> {:ok, dictionary} = RequestSeal.Digest.finish(state)
iex> RequestSeal.Digest.serialize(dictionary)
{:ok, "sha-256=:X48E9qOokqqrvdts8nOJRJN3OWDUoyWxBf7kbu9DBPE=:"}
iex> RequestSeal.Digest.finish(%{state | bytes: -1})
{:error, %RequestSeal.Digest.Error{reason: :invalid_state}}
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          @spec init(:content | :representation, [binary()], keyword()) ::
  {:ok, t()} | failure()


      


Initialize incremental hashes for an explicit semantic kind and algorithms.
Feed chunks with update/2, then call finish/1 or check_stream/3 at the
caller's EOF.
Parameters
	kind - :content or :representation; selects the field check_stream/3
compares against (Content-Digest or Repr-Digest).
	algorithms - a nonempty list of unique names drawn from "sha-256" and
"sha-512"; the result keeps this order.

Options
	:max_bytes - nonnegative integer bounding the total bytes accepted by
update/2; default 16,777,216. It may exceed 16 MiB to explicitly opt in to
a larger streaming work budget.

Returns
	{:ok, %RequestSeal.Digest{}} - immutable hash state with bytes: 0.
	{:error, %RequestSeal.Digest.Error{}} - reasons this function can return:
:invalid_kind, :invalid_options (not a keyword list, unknown or
duplicate keys, or a negative or non-integer :max_bytes), and
:unsupported_algorithm. Meanings: RequestSeal.Digest.Error.

Examples
iex> {:ok, state} = RequestSeal.Digest.init(:content, ["sha-256", "sha-512"], max_bytes: 1024)
iex> {state.kind, state.bytes, state.max_bytes}
{:content, 0, 1024}
iex> RequestSeal.Digest.init(:content, ["md5"])
{:error, %RequestSeal.Digest.Error{reason: :unsupported_algorithm}}
iex> RequestSeal.Digest.init(:content, ["sha-256", "sha-256"])
{:error, %RequestSeal.Digest.Error{reason: :unsupported_algorithm}}
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          @spec parse(binary()) :: {:ok, RequestSeal.StructuredFields.Value.t()} | failure()


      


Parse an RFC 9530 integrity dictionary; parameters retain RFC semantics.
Every member must be a byte sequence. Known algorithms ("sha-256", 32 bytes;
"sha-512", 64 bytes) have their checksum length checked; other algorithm
names are kept unchecked. Duplicate keys follow the Structured Fields
last-value, first-position rule.
Parameters
	wire - the field value bytes (at most 65,536).

Returns
	{:ok, %RequestSeal.StructuredFields.Value{type: :dictionary}}.
	{:error, %RequestSeal.StructuredFields.Error{}} - :syntax, :limit,
:revision_type, or :schema_type. Meanings: RequestSeal.StructuredFields.Error.
	{:error, %RequestSeal.Digest.Error{reason: :invalid_digest_length}}.
Meanings: RequestSeal.Digest.Error.

Examples
iex> {:ok, dictionary} = RequestSeal.Digest.parse("sha-256=:X48E9qOokqqrvdts8nOJRJN3OWDUoyWxBf7kbu9DBPE=:, md5=:AAAA:")
iex> Enum.map(dictionary.value, fn {name, _item} -> name end)
["sha-256", "md5"]
iex> RequestSeal.Digest.parse("sha-256=:AAAA:")
{:error, %RequestSeal.Digest.Error{reason: :invalid_digest_length}}
iex> RequestSeal.Digest.parse("sha-256=42")
{:error, %RequestSeal.StructuredFields.Error{reason: :schema_type}}
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          @spec parse_preferences(binary()) ::
  {:ok, RequestSeal.StructuredFields.Value.t()} | failure()


      


Parse an RFC 9530 preference dictionary with integer weights in 0..10.
Weights are hints; 0 means unacceptable. Algorithm names are not restricted.
Parameters
	wire - the Want-Content-Digest or Want-Repr-Digest field value bytes
(at most 65,536).

Returns
	{:ok, %RequestSeal.StructuredFields.Value{type: :dictionary}} - members
carry {:integer, weight} items.
	{:error, %RequestSeal.StructuredFields.Error{}} - :syntax, :limit,
:revision_type, or :schema_type. Meanings: RequestSeal.StructuredFields.Error.
	{:error, %RequestSeal.Digest.Error{reason: :invalid_preference}} - a
weight outside 0..10. Meanings: RequestSeal.Digest.Error.

Examples
iex> {:ok, preferences} = RequestSeal.Digest.parse_preferences("sha-512=3, sha-256=10, md5=0")
iex> Enum.map(preferences.value, fn {name, item} -> {name, item.value} end)
[{"sha-512", {:integer, 3}}, {"sha-256", {:integer, 10}}, {"md5", {:integer, 0}}]
iex> RequestSeal.Digest.parse_preferences("sha-256=11")
{:error, %RequestSeal.Digest.Error{reason: :invalid_preference}}
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          @spec preferences(RequestSeal.Message.t(), binary(), :headers | :trailers) ::
  {:ok, RequestSeal.StructuredFields.Value.t()} | failure()


      


Read an explicit Want-Content-Digest or Want-Repr-Digest field/section.
Matching occurrences in the selected section are combined in order, as in
RequestSeal.StructuredFields.parse_field/5, then parsed as in
parse_preferences/1.
Parameters
	message - a valid RequestSeal.Message.
	name - "Want-Content-Digest" or "Want-Repr-Digest", any case.
	section - :headers (default) or :trailers.

Returns
	{:ok, %RequestSeal.StructuredFields.Value{type: :dictionary}}.
	{:error, %RequestSeal.Digest.Error{}} - :invalid_options (another
section), :invalid_field (another field name), :invalid_preference,
or :invalid_message (an invalid message; from 0.5.0 a
RequestSeal.Digest.Error, previously a
RequestSeal.StructuredFields.Error).
Meanings: RequestSeal.Digest.Error.
	{:error, %RequestSeal.StructuredFields.Error{}} -
:unavailable_section, :missing_field, :limit, :syntax,
:revision_type, or :schema_type.
Meanings: RequestSeal.StructuredFields.Error.

Examples
iex> {:ok, request} = RequestSeal.Message.request("GET", "https://builds.example/artifacts/118", [{"Want-Content-Digest", "sha-512=3, sha-256=10"}], nil)
iex> {:ok, preferences} = RequestSeal.Digest.preferences(request, "want-content-digest")
iex> Enum.map(preferences.value, fn {name, item} -> {name, item.value} end)
[{"sha-512", {:integer, 3}}, {"sha-256", {:integer, 10}}]
iex> RequestSeal.Digest.preferences(request, "Want-Repr-Digest")
{:error, %RequestSeal.StructuredFields.Error{reason: :missing_field}}
iex> RequestSeal.Digest.preferences(request, "Accept")
{:error, %RequestSeal.Digest.Error{reason: :invalid_field}}
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          @spec serialize(RequestSeal.StructuredFields.Value.t()) :: {:ok, binary()} | failure()


      


Serialize a digest dictionary with known algorithm checksum-size validation.
Parameters
	value - a RequestSeal.StructuredFields.Value dictionary whose members are
{:bytes, checksum} items, such as the result of compute/3 or finish/1.

Returns
	{:ok, wire} - canonical field value bytes; "" for an empty dictionary
(omit the field).
	{:error, %RequestSeal.StructuredFields.Error{}} - :invalid_value,
:schema_type, :revision_type, or :limit.
Meanings: RequestSeal.StructuredFields.Error.
	{:error, %RequestSeal.Digest.Error{reason: :invalid_digest_length}}.
Meanings: RequestSeal.Digest.Error.

Examples
iex> alias RequestSeal.StructuredFields.Value
iex> checksum = :crypto.hash(:sha256, "invoice 2041")
iex> RequestSeal.Digest.serialize(%Value{type: :dictionary, value: [{"sha-256", %Value{type: :item, value: {:bytes, checksum}}}]})
{:ok, "sha-256=:" <> Base.encode64(checksum) <> ":"}
iex> RequestSeal.Digest.serialize(%Value{type: :dictionary, value: [{"sha-512", %Value{type: :item, value: {:bytes, checksum}}}]})
{:error, %RequestSeal.Digest.Error{reason: :invalid_digest_length}}
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          @spec serialize_preferences(RequestSeal.StructuredFields.Value.t()) ::
  {:ok, binary()} | failure()


      


Serialize an RFC 9530 preference dictionary with weight validation.
Parameters
	value - a RequestSeal.StructuredFields.Value dictionary whose members are
{:integer, weight} items with weights in 0..10.

Returns
	{:ok, wire} - canonical field value bytes; "" for an empty dictionary
(omit the field).
	{:error, %RequestSeal.StructuredFields.Error{}} - :invalid_value,
:schema_type, :revision_type, or :limit.
Meanings: RequestSeal.StructuredFields.Error.
	{:error, %RequestSeal.Digest.Error{reason: :invalid_preference}}.
Meanings: RequestSeal.Digest.Error.

Examples
iex> alias RequestSeal.StructuredFields.Value
iex> weight = fn n -> %Value{type: :item, value: {:integer, n}} end
iex> RequestSeal.Digest.serialize_preferences(%Value{type: :dictionary, value: [{"sha-256", weight.(10)}, {"sha-512", weight.(1)}]})
{:ok, "sha-256=10, sha-512=1"}
iex> RequestSeal.Digest.serialize_preferences(%Value{type: :dictionary, value: [{"sha-256", weight.(-1)}]})
{:error, %RequestSeal.Digest.Error{reason: :invalid_preference}}

  



  
    
      
    
    
      update(state, chunk)



        
          
        

    

  


  

      

          @spec update(t(), binary()) :: {:ok, t()} | failure()


      


Hash one binary content chunk, rejecting overflow before cryptographic work.
A chunk that would take the total past the state's :max_bytes rejects before
it is hashed. The input state is not changed; continue with the returned state.
Parameters
	state - a RequestSeal.Digest state from init/3 or a previous update/2.
	chunk - a binary; an empty binary is allowed.

Returns
	{:ok, %RequestSeal.Digest{}} - the new state with :bytes increased.
	{:error, %RequestSeal.Digest.Error{}} - reasons this function can return:
:invalid_state, :invalid_chunk, and :limit.
Meanings: RequestSeal.Digest.Error.

Examples
iex> {:ok, state} = RequestSeal.Digest.init(:content, ["sha-256"], max_bytes: 12)
iex> {:ok, state} = RequestSeal.Digest.update(state, "cpu=0.42;")
iex> state.bytes
9
iex> RequestSeal.Digest.update(state, "mem=0.91;")
{:error, %RequestSeal.Digest.Error{reason: :limit}}
iex> RequestSeal.Digest.update(state, [?a])
{:error, %RequestSeal.Digest.Error{reason: :invalid_chunk}}

  


        

      


  

    
RequestSeal.Digest.Error 
    



      
Bounded digest failures without body, field, or algorithm input bytes.
	:mismatch - a computed checksum differs from the field.
	:unsupported_algorithm - no SHA-256/SHA-512 checksum can be checked, or a
computation's algorithm list is not a nonempty unique list of "sha-256"
and "sha-512".
	:uncomputed_algorithm - a stream did not hash a supported algorithm present
in the field.
	:conflicting_digest - a supported algorithm repeats across combined field
occurrences, including identical checksums.
	:invalid_digest_length - a known algorithm's checksum has the wrong size.
	:invalid_preference - a preference weight is outside 0..10.
	:body_unavailable - the body is streaming, unavailable, or consumed; this
distinguishes missing bytes from retained empty content.
	:representation_required - a representation check lacks explicit complete
representation bytes.
	:invalid_field - a preference selector other than the two RFC 9530
preference field names.
	:invalid_body, :invalid_message, :invalid_kind, :invalid_chunk,
:invalid_state, and :invalid_options - invalid caller values. A
:max_bytes above 16 MiB on RequestSeal.Digest.compute/3 or
RequestSeal.Digest.check/3 returns :invalid_options.
	:limit - content bytes exceed the :max_bytes bound.

Structured Fields errors retain their own bounded reason vocabulary
(RequestSeal.StructuredFields.Error); for example, an invalid Message given to
RequestSeal.Digest.check_stream/3 or RequestSeal.Digest.preferences/3
returns that module's :invalid_message. No failure returns partial integrity
facts.
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          @type t() :: %RequestSeal.Digest.Error{reason: atom()}


      



  


        

      


  

    
RequestSeal.Error 
    



      
Bounded failures from RequestSeal.verify/3, RequestSeal.sign/4, RequestSeal.Policy.new/1, RequestSeal.Quorum.new/1, RequestSeal.Ash.scope/2, RequestSeal.Profile, Web Bot Auth, quorum verification, and signature negotiation.
Every error has retryable: false — except :deadline, the one retryable
reason (the same call may succeed with a later deadline or under less load) —
a library-generated random 16-character
lowercase hex correlation, and detail: nil except the Web Bot Auth reasons listed below and :signature_base_failed,
whose detail is one of these bounded signature-base reason atoms (or
:nonqualifying_signature, whose detail is the rejected signature reason):
	:limit — signature-base or Structured Fields resource ceiling.
	:wrong_message_kind, :missing_request_context, :unavailable_origin,
:unavailable_trailers, :missing_field — required context or field unavailable.
	:non_ascii, :unknown_field_schema, :invalid_field_schema,
:invalid_structured_field, :missing_dictionary_key — field derivation rejects.
	:noncanonical_query_name, :invalid_query_encoding, :missing_query_parameter,
:ambiguous_query_parameter — query derivation rejects.

No caller bytes, key identifiers, exception text, or partial verification value
are kept. source is nil except for custody signing failures, which retain a
bounded RequestSeal.Custody.Error. message is nil except for
:signer_algorithm_mismatch, whose exact message is
"signer algorithm does not match signature specification".
Closed reasons by layer:
	:input: :invalid_message (message validation), :invalid_policy (missing
choices or invalid policy), :invalid_options (invalid, duplicate, unknown,
or missing options/specification), :algorithm_mismatch (signing alg differs
from the explicit algorithm or accompanies JWS), :limit (wire/member/component
bounds, including a decoded Signature member or nonce exceeding 1,024 bytes).
:signer_algorithm_mismatch means a KeyHandle's algorithm differs from the
specification's algorithm, in either signing form (from 0.5.0 for a
generated spec), before custody is invoked.
	:input additionally includes :invalid_quorum (malformed composite policy)
and :invalid_profile (invalid extension profile namespace, keys, values or size,
or a generic verification :profile or :principal option).
	:fields: :duplicate_parameter (repeated parameter names on signature or request members/components), :duplicate_label (repeated labels within or across occurrences), :missing_signature_input, :missing_signature (absent field),
:invalid_signature_input (invalid dictionary, components or parameter types),
:invalid_signature_field (invalid byte-sequence dictionary), :unknown_label
(selected label absent from both), :label_mismatch (unpaired dictionary
labels), :label_in_use (signing would reuse an existing label).
	Web Bot Auth :fields: :invalid_signature_agent (detail :legacy_string,
:invalid_dictionary, :duplicate_member, or :invalid_member),
:no_web_bot_auth_signature (no selected tag).
	Web Bot Auth :policy: :invalid_keyid (not a canonical SHA-256 thumbprint),
:nested_coverage_incomplete (inner input or components absent),
:test_key_rejected (published test key forbidden), :unexpected_signature
(untagged label with rejection selected).
	Web Bot Auth :freshness: :lifetime_exceeded (nonpositive or excessive window).
	Web Bot Auth :key: :agent_unresolved with detail :missing_member,
:unsupported_type, :not_an_origin, :untrusted_agent, :source_mismatch,
:unknown_key, :revoked_key, :source_unavailable, or :timeout.
These details never carry an agent URL, key ID, or nonce.
	:policy: :algorithm_not_permitted (sender alg or authoritative algorithm
outside allowlist), :algorithm_mismatch (verification HTTP alg differs from
the authoritative algorithm or accompanies JWS),
:missing_required_component (exact identifier absent), :unexpected_component
(extra identifier with rejection selected).
	:profile: extension packages document their own bounded reason atoms and
details for source-specific acceptance rules.
	:key: :unknown_key (resolver returned :error), :key_resolver_failed
(callback fault or malformed algorithm/key result).
	:crypto: :invalid_signature (cryptography rejects), :signature_base_failed
(base construction rejects), :verifier_failed (verification callback fault,
malformed result or invalid key), :signer_failed (signer fault, error,
malformed result, empty signature or more than 1,024 bytes).
:signing_failed retains a bounded custody source when a KeyHandle
signer fails in either RequestSeal.sign/4 form; a failing function
signer returns :signer_failed in both forms.
	Spec signing :input: :unsupported_component (unavailable covered component),
:invalid_request (covered Content-Length conflicts with retained bytes).
	:content: :digest_not_covered (exact complete selected digest not signed),
:digest_unsupported (no usable selected digest or invalid digest field),
:digest_mismatch (checksum disagrees; in spec signing, an existing
Content-Digest disagrees with the retained bytes or the requested
algorithms), :body_unavailable (required body or representation
unavailable).
	:quorum: :quorum_not_met (required slots or distinct-unit count unmet),
:unexpected_signature (unmatched label with rejection selected),
:nonqualifying_signature (matched label failed every eligible slot;
detail is its last bounded reason), :ambiguous_key_identity (trusted
key equivalence unknown), :binding_unsatisfied (nested or parameter binding),
:deadline (the caller's :deadline wall-clock bound on verify_quorum/3
expired during assignment search; retryable).
	:internal: :internal (an unexpected internal fault, not named by the
input; detail is the exception class — the raised exception's module, or
:exit or :throw). Report the correlation token.
	:negotiation: :invalid_accept_signature (malformed request or unsupported
parameter), :inapplicable_component (wrong target context),
:negotiation_unfulfilled (eligible verified label, component set, or parameter differs),
:negotiation_unfulfillable (unavailable component, incompatible chooser,
unfulfillable parameter, callback fault, or signing failure).
	:freshness: :invalid_clock (fault or noninteger/out-of-range clock),
:missing_created (max-age requires created), :missing_expires (required
expiration absent), :created_in_future, :expired, :too_old (time checks).
	:binding: :invalid_verification (not a successful Verification with valid
crypto, unevaluated authorization, and bounded current-profile facts),
:invalid_binding (missing, unknown, or invalid explicit mapping choices),
:unattributed (caller rejects anonymous identity), :actor_unbound (actor
callback faults, returns :error, malformed data, or a nil actor),
:tenant_unbound (tenant callback faults, returns :error, or malformed data).
	:replay: :missing_replay_identifier (absent or empty authenticated nonce),
:retention_exceeded (derived claim retention end above 253,402,300,799;
rejected before commitment or storage),
:commitment_failed (callback fault, error, malformed or oversized key),
:replayed, :store_unavailable, :store_timeout, :store_failed (capacity,
adapter fault, or contract violation). Store timeouts are indeterminate.
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          @type t() :: %RequestSeal.Error{
  correlation: binary(),
  detail: atom() | nil,
  layer:
    :input
    | :fields
    | :profile
    | :policy
    | :key
    | :crypto
    | :content
    | :freshness
    | :binding
    | :replay
    | :quorum
    | :negotiation
    | :internal,
  message: binary() | nil,
  reason: atom(),
  retryable: boolean(),
  source: RequestSeal.Custody.Error.t() | nil
}


      



  


        

      


  

    
RequestSeal.FieldOccurrence 
    



      
One ordered HTTP field occurrence, before normalization (RFC 9421 Section 2.1).
Name case and every supplied value byte, including surrounding whitespace and
obs-text, remain unchanged. Capture must happen before an adapter discards
that evidence: CR, LF, and obsolete line folding cannot be represented.
The optional provenance describes the caller's source, never authenticated
transport evidence. Inspection is redacted; access fields explicitly when raw
bytes are needed.
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        new(attrs)

      


        Construct a raw occurrence from an attribute map.



    


    
      
        validate(field)

      


        Check shape, source section, token syntax, raw value bytes, and bounds.
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          @type t() :: %RequestSeal.FieldOccurrence{
  name: binary(),
  provenance: :caller | :http1 | :http2 | :http3,
  section: :headers | :trailers,
  value: binary()
}
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          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.Message.Error.t()}


      


Construct a raw occurrence from an attribute map.
Parameters
	attrs - a plain map (not a struct) using only these keys; unknown keys reject:	:name (required) - an HTTP token of 1..256 bytes; case is kept.
	:value (required) - a binary of at most 65,536 bytes containing only
HTAB, space, visible ASCII, and obs-text (0x80..0xFF). CR, LF, DEL, and
other controls reject, so obsolete folding rejects too.
	:section (required) - :headers or :trailers.
	:provenance - :caller (default), :http1, :http2, or :http3.



Returns
	{:ok, %RequestSeal.FieldOccurrence{}}.
	{:error, %RequestSeal.Message.Error{reason: :invalid_field}} - the only
reason. Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, field} = RequestSeal.FieldOccurrence.new(%{name: "Accept", value: " text/plain", section: :headers})
iex> {field.name, field.value, field.section}
{"Accept", " text/plain", :headers}
iex> RequestSeal.FieldOccurrence.new(%{name: "bad name", value: "", section: :headers})
{:error, %RequestSeal.Message.Error{reason: :invalid_field}}
iex> RequestSeal.FieldOccurrence.new(%{name: "X-Build", value: <<"118", 13, 10, "X-Other: 1">>, section: :headers})
{:error, %RequestSeal.Message.Error{reason: :invalid_field}}
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          @spec validate(term()) :: :ok | {:error, RequestSeal.Message.Error.t()}


      


Check shape, source section, token syntax, raw value bytes, and bounds.
Applies the rules of new/1 to an existing struct, including one built or
modified directly.
Parameters
	field - any term; only a RequestSeal.FieldOccurrence struct can pass.

Returns
	:ok.
	{:error, %RequestSeal.Message.Error{reason: :invalid_field}} - the only
reason. Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, field} = RequestSeal.FieldOccurrence.new(%{name: "grpc-status", value: "0", section: :trailers, provenance: :http2})
iex> RequestSeal.FieldOccurrence.validate(field)
:ok
iex> RequestSeal.FieldOccurrence.validate(%{field | section: :body})
{:error, %RequestSeal.Message.Error{reason: :invalid_field}}

  


        

      


  

    
RequestSeal.Message 
    



      
Lossless HTTP message values for later component derivation.
A message is a request or a response holding ordered RequestSeal.FieldOccurrence
values, trailers, a RequestSeal.Body availability snapshot, and
RequestSeal.TransportFacts declarations. URI octets, percent-encoding, field
name case, and field value bytes are kept exactly as supplied; no normalization
is used to make inputs agree. Header and trailer sections never mix.
Trailers can be an observed list, :unavailable, or :pending while the body
is streaming. A streaming body describes unread caller-owned content, not
transport progress: a completed capture may have known trailers while its
content stream remains unread.
A request's :scheme and :authority are caller-declared authoritative origin
facts, never inferred from Host or Forwarded. A missing origin is preserved as
nil; a later component rule decides whether it is required.
Use request/5 and response/4 to build common messages from a URL, headers,
and body bytes, and new/1 for full control over every attribute. validate/1
applies the same checks to directly constructed or modified structs. Success
establishes a well-formed value, not HTTP framing, component availability,
cryptographic validity, or authentication. Signature-base derivation is provided by RequestSeal.SignatureBase.
Generic signing and verification are provided by RequestSeal; optional Req/Finch
adapters, Plug integration (also used by Phoenix), Ash scope mapping, and Web Bot Auth protocol-00
are implemented. Other named application profiles use RequestSeal.Profile
in extension packages. This module starts no process and reads no stream.
Default inspection is redacted.
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        new(attrs)

      


        Construct a request or response from an attribute map and validate it with validate/1.



    


    
      
        request(method, url, headers, bytes, opts \\ [])

      


        Build an origin-form request from an absolute HTTP(S) URL, ordered headers, and exact body bytes.



    


    
      
        response(status, headers, bytes, opts \\ [])

      


        Build a response with ordered headers and retained bytes.



    


    
      
        validate(message)

      


        Validate all nested values, states, bounds, targets, and request linkage.
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          @type t() :: %RequestSeal.Message{
  authority: binary() | nil,
  body: RequestSeal.Body.t(),
  fields: [RequestSeal.FieldOccurrence.t()],
  kind: :request | :response,
  method: binary() | nil,
  raw_target: binary() | nil,
  related_request: t() | nil,
  scheme: binary() | nil,
  status: 100..599 | nil,
  target_form: :origin | :absolute | :authority | :asterisk | nil,
  trailers: [RequestSeal.FieldOccurrence.t()] | :unavailable | :pending,
  transport: RequestSeal.TransportFacts.t()
}
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          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.Message.Error.t()}


      


Construct a request or response from an attribute map and validate it with validate/1.
Parameters
	attrs - a plain map (not a struct) using only the keys below. Unknown keys
reject; no value is normalized.

Keys for both kinds:
	:kind (required) - :request or :response.
	:fields (required) - ordered list of RequestSeal.FieldOccurrence values
with section :headers. Field maps, tuples, and invalid nested structs reject.
	:trailers (required) - ordered list of :trailers occurrences (an observed
empty list is valid), :unavailable, or :pending. :pending requires a
:streaming body.
	:body (required) - a RequestSeal.Body.
	:transport (required) - a RequestSeal.TransportFacts.

Fields and trailers together are bounded to 1,024 occurrences and 1,048,576 bytes
of names and values.
Request keys (:status and :related_request must be absent or nil):
	:method - an HTTP token of 1..256 bytes, case-sensitive. "CONNECT" requires
the :authority target form.
	:raw_target - 1..16,384 bytes of RFC 3986 URI characters and well-formed
percent escapes, kept unchanged. Fragments, userinfo, malformed escapes, and
controls reject.
	:target_form - :origin (starts with /), :absolute (requires a scheme
and authority), :authority (CONNECT only, with a port), or :asterisk
(exactly *, OPTIONS only). Origin and absolute paths and queries cannot
contain [ or ].
	:scheme and :authority - optional pair; supply both or neither. Scheme is
an RFC 3986 scheme of at most 64 bytes; authority is at most 1,024 bytes with
an optional decimal port of at most five digits in 0..65535. When supplied,
an absolute target must match the declared scheme and authority byte for
byte, and an authority-form target must equal the declared authority.

Bracketed hosts follow RFC 3986 Section 3.2.2:
only IPv6address or IPvFuture literals accept. Bracketed IPv4, shortened,
decimal or hexadecimal IPv4 forms, and zone identifiers (including %25)
reject. IPv6 with a full dotted-decimal IPv4 tail remains valid.
The IPvFuture version flag accepts [vV] case-insensitively because quoted
ABNF literals are case-insensitive under
RFC 5234 Section 2.3.
Response keys (:method, :raw_target, :target_form, :scheme, and
:authority must be absent or nil):
	:status - integer in 100..599.
	:related_request - optional valid request (not a response); absent
context remains nil.

Returns
	{:ok, %RequestSeal.Message{}} - the validated value, exactly as supplied.
	{:error, %RequestSeal.Message.Error{}} - reasons this function can return:
:invalid_message (not a map, missing or unknown keys, kind, method, target,
origin, status, related request, or :pending trailers without a streaming
body), :invalid_field (an invalid or misplaced field or trailer occurrence,
or the combined bound exceeded), :invalid_body, and :invalid_transport.
Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, body} = RequestSeal.Body.new(%{state: :unavailable})
iex> {:ok, transport} = RequestSeal.TransportFacts.new(%{})
iex> {:ok, request} = RequestSeal.Message.new(%{kind: :request, method: "GET", raw_target: "/a%2Fb?", target_form: :origin, fields: [], trailers: :unavailable, body: body, transport: transport})
iex> {request.raw_target, request.body.state, request.scheme}
{"/a%2Fb?", :unavailable, nil}
iex> RequestSeal.Message.new(%{kind: :request})
{:error, %RequestSeal.Message.Error{reason: :invalid_message}}
An absolute target must agree with the declared origin byte for byte:
iex> {:ok, body} = RequestSeal.Body.new(%{state: :unavailable})
iex> {:ok, transport} = RequestSeal.TransportFacts.new(%{})
iex> attrs = %{kind: :request, method: "GET", raw_target: "https://docs.example/reports/7", target_form: :absolute, scheme: "https", authority: "docs.example", fields: [], trailers: :unavailable, body: body, transport: transport}
iex> {:ok, _request} = RequestSeal.Message.new(attrs)
iex> RequestSeal.Message.new(%{attrs | authority: "DOCS.example"})
{:error, %RequestSeal.Message.Error{reason: :invalid_message}}
A response with pending trailers needs a streaming body:
iex> {:ok, body} = RequestSeal.Body.new(%{state: :retained, bytes: "build 118 passed"})
iex> {:ok, transport} = RequestSeal.TransportFacts.new(%{http_version: :http2})
iex> attrs = %{kind: :response, status: 200, fields: [], trailers: [], body: body, transport: transport}
iex> {:ok, response} = RequestSeal.Message.new(attrs)
iex> response.status
200
iex> RequestSeal.Message.new(%{attrs | trailers: :pending})
{:error, %RequestSeal.Message.Error{reason: :invalid_message}}

  



    

  
    
      
    
    
      request(method, url, headers, bytes, opts \\ [])



        
          
        

    

  


  

      

          @spec request(binary(), binary(), [{binary(), binary()}], binary() | nil, keyword()) ::
  {:ok, t()} | {:error, RequestSeal.Message.Error.t()}


      


Build an origin-form request from an absolute HTTP(S) URL, ordered headers, and exact body bytes.
The scheme and authority are ASCII-lowercased; a port numerically equal to the
scheme default (HTTPS 443, HTTP 80) is omitted, matching Finch and Req. Path and
query bytes, including percent escapes, are preserved. An absent path becomes
/; an empty query retains its ?. Transport declarations stay unknown and
trailers :unavailable. The result passes through new/1.
Parameters
	method - HTTP token of 1..256 bytes, kept as given (no case change).
	url - valid UTF-8 binary of at most 17,480 bytes: http:// or https://
(scheme case-insensitive), a nonempty authority, then an optional path and
query. Any # rejects. The authority and resulting target must satisfy
new/1; userinfo rejects.
	headers - ordered list of at most 1,024 {name, value} binary tuples, each
becoming a :headers RequestSeal.FieldOccurrence with :caller
provenance. Name case, order, and repeats remain unchanged.
	bytes - exact body bytes retained in a RequestSeal.Body, or nil for
empty content. At most 1,048,576 bytes (the body's default retention limit).

Options
	:digest - nil (default) or a nonempty unique list of "sha-256" and/or
"sha-512". A list appends one content-digest header computed by
RequestSeal.Digest.compute/3 over the exact bytes, in list order. The
appended occurrence counts toward the same combined 1,024 field bound as
:headers. Existing
Content-Digest headers (any case) reject when generating a digest; omit the
option to keep caller-supplied headers.

Returns
	{:ok, %RequestSeal.Message{kind: :request, target_form: :origin}}.
	{:error, %RequestSeal.Message.Error{}} - reasons this function can return:
:invalid_message (unknown or duplicate options, an invalid :digest value,
an existing Content-Digest with :digest, a URL that is not absolute
HTTP(S), or a method, authority, or target that new/1 rejects),
:invalid_field (a header that is not a binary pair, an invalid name or
value, more than 1,024 headers, or the combined field bound), and
:invalid_body (bytes not a binary or nil, or over the retention limit).
Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, message} = RequestSeal.Message.request("post", "https://example.com:8443/a%2Fb?", [{"X", "one"}, {"X", "two"}], nil)
iex> {message.method, message.authority, message.raw_target, message.body.bytes}
{"post", "example.com:8443", "/a%2Fb?", ""}
iex> Enum.map(message.fields, &{&1.name, &1.value})
[{"X", "one"}, {"X", "two"}]
Default ports are dropped and a digest header can be added:
iex> {:ok, message} = RequestSeal.Message.request("POST", "HTTPS://Telemetry.Example:443/ingest", [{"Content-Type", "application/json"}], ~s({"hello": "world"}), digest: ["sha-256"])
iex> {message.scheme, message.authority, message.raw_target}
{"https", "telemetry.example", "/ingest"}
iex> Enum.map(message.fields, &{&1.name, &1.value})
[{"Content-Type", "application/json"}, {"content-digest", "sha-256=:X48E9qOokqqrvdts8nOJRJN3OWDUoyWxBf7kbu9DBPE=:"}]
iex> RequestSeal.Message.request("GET", "https://example.org/page#top", [], nil)
{:error, %RequestSeal.Message.Error{reason: :invalid_message}}
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          @spec response(100..599, [{binary(), binary()}], binary() | nil, keyword()) ::
  {:ok, t()} | {:error, RequestSeal.Message.Error.t()}


      


Build a response with ordered headers and retained bytes.
Status, fields, body, and related request pass through new/1 unchanged.
Transport declarations stay unknown and trailers :unavailable.
Parameters
	status - integer in 100..599.
	headers - ordered list of at most 1,024 {name, value} binary tuples, as in
request/5.
	bytes - exact body bytes, or nil for empty content; at most 1,048,576 bytes.

Options
	:digest - same as in request/5: nil (default) or a nonempty unique list
of "sha-256" and/or "sha-512" that appends a content-digest header.
	:request - a valid request RequestSeal.Message to link as
:related_request for components with the req parameter; default nil.
No linkage is inferred.

Returns
	{:ok, %RequestSeal.Message{kind: :response}}.
	{:error, %RequestSeal.Message.Error{}} - reasons this function can return:
:invalid_message (unknown or duplicate options, an invalid :digest value,
an existing Content-Digest with :digest, a status outside 100..599, or a
:request value that is not a valid request), :invalid_field (as in
request/5), and :invalid_body (bytes not a binary or nil, or over the
retention limit). Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, request} = RequestSeal.Message.request("GET", "https://example.com/", [], nil)
iex> {:ok, response} = RequestSeal.Message.response(204, [], nil, request: request)
iex> {response.status, response.related_request == request, response.body.bytes}
{204, true, ""}
iex> RequestSeal.Message.response(200, [], nil, request: response)
{:error, %RequestSeal.Message.Error{reason: :invalid_message}}
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          @spec validate(term()) :: :ok | {:error, RequestSeal.Message.Error.t()}


      


Validate all nested values, states, bounds, targets, and request linkage.
Applies every rule listed for new/1 to an existing struct, including one built
or modified directly. Checks run in order: struct shape, body, transport, kind
rules, header fields, then trailers; the first failure is returned.
Parameters
	message - any term; only a RequestSeal.Message struct can pass.

Returns
	:ok - the value is well formed. This says nothing about HTTP framing,
component availability, cryptographic validity, or authentication.
	{:error, %RequestSeal.Message.Error{}} - reasons this function can return:
:invalid_message, :invalid_field, :invalid_body, and
:invalid_transport, with the same causes as in new/1.
Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, request} = RequestSeal.Message.request("GET", "https://example.com/orders/17", [], nil)
iex> RequestSeal.Message.validate(request)
:ok
iex> RequestSeal.Message.validate(%{request | method: "GET ORDERS"})
{:error, %RequestSeal.Message.Error{reason: :invalid_message}}
iex> RequestSeal.Message.validate(%{request | transport: :tls})
{:error, %RequestSeal.Message.Error{reason: :invalid_transport}}

  


        

      


  

    
RequestSeal.Message.Error 
    



      
Bounded message-construction errors. No supplied bytes appear in errors.
Each reason names the layer that rejected the input:
	:invalid_message - message attributes, builder options, or a builder URL.
	:invalid_field - a field or trailer occurrence, or the combined field bound.
	:invalid_body - a body availability snapshot.
	:invalid_transport - transport declarations.

They indicate invalid shapes, unknown keys or options, missing required values,
inconsistent states, or exceeded documented bounds in that layer. Correct the
input before retrying; no authentication has taken place.
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          @type t() :: %RequestSeal.Message.Error{
  reason: :invalid_message | :invalid_field | :invalid_body | :invalid_transport
}


      



  


        

      


  

    
RequestSeal.Policy 
    



      
Explicit generic RFC 9421 acceptance policy; no implicit profile or required choices.
new/1 takes six required choices (algorithms, required components, key
resolver, freshness, content, replay) plus optional bounds, validates them
without invoking any callback, and returns an opaque policy for
RequestSeal.verify/3, RequestSeal.Quorum slots, and RequestSeal.Profile.
Verification revalidates directly built structs.
RFC 9421 Section 2.2.3 lowercases the authority host and omits default ports
(HTTP 80 and HTTPS 443). Coverage of @authority alone can accept the same
signature across http://example.com, http://example.com:80,
https://example.com, and https://example.com:443 when all other covered
values match. Require @scheme (or @target-uri) whenever scheme matters.
Plug supports @scheme; its unavailable exact target evidence prevents
coverage of @target-uri.
The resolver's algorithm is authoritative; sender alg never selects it.
Key identity values remain internal; no trusted principal association is
inferred.
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        Types


        


  
    
      
    
    
      signer()



        
          
        

    

  


  

      

          @type signer() :: (RequestSeal.Crypto.algorithm(), binary() ->
               {:ok, binary()} | {:error, term()})
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          @type t() :: %RequestSeal.Policy{
  algorithms: [RequestSeal.Crypto.algorithm()],
  components: binary(),
  content: :not_required | map(),
  extra_components: :allow | :reject,
  field_schemas: map(),
  freshness: :not_evaluated | map(),
  key_resolver: (map() ->
                   {:ok,
                    %{
                      optional(:identity) => RequestSeal.KeyIdentity.t(),
                      algorithm: RequestSeal.Crypto.algorithm(),
                      key: RequestSeal.PublicKey.t() | verify_fun()
                    }}
                   | :error),
  max_signatures: 1..64,
  replay: :not_required | map()
}
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          @type verify_fun() :: (RequestSeal.Crypto.algorithm(), binary(), binary() ->
                   :ok | {:error, term()})
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          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.Error.t()}


      


Construct a fully explicit policy or return a bounded invalid-policy error.
Parameters
	attrs - map with all six required keys and any of the three optional
keys. Unknown keys reject.	:algorithms - nonempty unique list of at most 64 exact
RequestSeal.Crypto HTTP tokens or supported {:jws, name}
selections. JWS requires sender alg to be absent.
	:components - serialized Structured Fields Inner List of at most 256
required component identifiers, with exact parameter identity and no
metadata parameters. "()" explicitly permits no required coverage.
Duplicate identifiers reject.
	:key_resolver - arity-one function. At verification it receives a
map of keyid (binary or nil), label (binary), and tag (binary or
nil), and returns {:ok, %{algorithm: algorithm, key: key}} or
:error. key is a RequestSeal.PublicKey or an arity-three
verification function (algorithm, base, signature) returning :ok
or {:error, term}. HMAC ("hmac-sha256", {:jws, "HS256"}) secret
custody must stay inside such a function. Optional :identity
carries a trusted RequestSeal.KeyIdentity. Public keys derive their
canonical public identity and must agree with a supplied identity.
Verification functions without one have unknown key equivalence.
	:freshness - :not_evaluated or a map containing exactly :clock
(arity zero, integer Unix seconds), :max_age (1 to
253,402,300,799, or nil), :skew (0 to 86,400), and
:require_expires (Boolean). Max-age requires created; expiration is
exclusive, max-age inclusive. All checks must pass for some integer
clock within [now - skew, now + skew]. At verification, clocks must
return integers from 0 through 253,402,300,799. RFC integer bounds
apply to signature timestamps.
	:content - :not_required or a map of exactly :kind (:content
or :representation), nonempty unique :algorithms ("sha-256",
"sha-512"), and :section (:headers or :trailers). Verification
requires full coverage of precisely that digest field, recomputes it,
and requires every supported present algorithm to be selected.
Unknown algorithms cannot establish integrity.
	:replay - :not_required or a map with exactly :identifier
(:nonce), :namespace (caller tenant/trust context, 1..256 bytes),
:commitment (arity-one function returning {:ok, key} with 1..256
bytes or :error), :store (RequestSeal.Replay.Store), and
:timeout (1..300,000 ms). Required replay requires bounded
freshness: require_expires: true or max-age.
After validation the function receives exactly identifier, algorithm,
keyid, tag, created, expires, and profile: %{name: :rfc9421}
or a package-namespaced extension stamp; never a signature label. Its result
is claimed once under the caller namespace. A derived retention end above
253,402,300,799 rejects with :retention_exceeded at :replay before
commitment or storage, even if the authenticated wire timestamp is valid.
RequestSeal supplies no application commitment recipe. Nonce is an authenticated
RFC 9421 signature parameter, limited to 1,024 bytes; absent/empty nonce rejects.
Retention ends at the first rejected second: minimum of expires + skew
and created + max_age + skew + 1, over present bounds.
	:field_schemas - optional, default %{}. At most 1,024 lowercase
field names mapped to validated RequestSeal.StructuredFields.Schema
values.
	:extra_components - optional, default :allow; :reject requires
exact coverage.
	:max_signatures - optional, default 16 (1 to 64). Counts dictionary
encounters, including repeats, before duplicate-label rejection.



Returns
	{:ok, %RequestSeal.Policy{}} - inspection shows only algorithms,
extra_components, and max_signatures.
	{:error, %RequestSeal.Error{}} - always reason :invalid_policy,
layer :input, retryable: false, for a missing, unknown, or invalid
key, or a non-map argument. Meanings: RequestSeal.Error.

Examples
iex> {public, _secret} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, key} = RequestSeal.PublicKey.import({:ed25519, public}, :raw)
iex> attrs = %{
...>   algorithms: ["ed25519"],
...>   components: ~s[("@method" "@scheme" "@authority" "@path" "content-digest")],
...>   key_resolver: fn
...>     %{keyid: "telemetry-agent"} -> {:ok, %{algorithm: "ed25519", key: key}}
...>     _ -> :error
...>   end,
...>   freshness: %{clock: fn -> System.system_time(:second) end, max_age: 300, skew: 5, require_expires: false},
...>   content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
...>   replay: :not_required
...> }
iex> {:ok, policy} = RequestSeal.Policy.new(attrs)
iex> {policy.extra_components, policy.max_signatures}
{:allow, 16}
iex> {:error, error} = RequestSeal.Policy.new(Map.delete(attrs, :replay))
iex> {error.reason, error.layer}
{:invalid_policy, :input}
iex> {:error, error} = RequestSeal.Policy.new(%{attrs | freshness: %{attrs.freshness | skew: 86_401}})
iex> error.reason
:invalid_policy

  


        

      


  

    
RequestSeal.Quorum 
    



      
Explicit composite RFC 9421 verification policy.
new/1 builds the policy that RequestSeal.verify_quorum/3 evaluates:
a mode, a counting unit, 1 to 16 signer slots (each with its own
RequestSeal.Policy), and the handling of unexpected and invalid labels.
Labels never count. Every mode requires all configured required slots and
at least one qualifying signature. :all requires at least one required
slot; :any requires one eligible signer; thresholds count distinct
qualifying units. Every signature must meet its own slot's complete policy.
Each slot receives at most one signature; each label and each identity
class occupies at most one slot across every counting unit. Observations of
one label merge all its known identities and any unknown observation into
one class. Unknown observations share a pool. A label is known if any
eligible verification supplies a known identity. Required slots must be
filled in every mode; an unfilled bound slot fails its binding. No coverage
union is performed.
verify_quorum/3 requires replay: :not_required in every slot policy.
A required replay policy returns :invalid_policy, layer :input, before
any callback or store claim, including in optional or unmatched slots.
Composite replay requires one claim after the complete quorum, bindings,
and negotiation pass; per-label claims can consume nonqualifying candidates.
Required replay is rejected until that composite replay design exists.
Slot content checks use the message's retained body only. Quorum
verification accepts no :representation or :digest_state option;
streamed or unavailable content cannot qualify when a digest is required.
Assignment maximizes counting units, then filled slots, in canonical slot-id
and candidate-label order, preferring challenge labels. Declaration and wire
order cannot change the chosen set; output lists retain configured slot order.
Within the configured input limits and with existing covered bytes preserved,
adding an unrelated optional signature preserves a feasible quorum except:
	unexpected: :reject rejects a new label with no selector-eligible slot.
	invalid: :reject rejects a new eligible label that fails every slot policy.
	A newly verified label spanning identity classes merges them and can reduce
the count or reject the quorum. This includes a label observed as unknown
under one slot and known under another: it bridges the shared unknown pool
into the known class, reducing capacity for unknown-only labels as well.

An unfillable required slot returns :quorum_not_met before binding checks,
even when a binding also fails. Once required slots can be filled, an unfillable
bound slot or inconsistent binding returns :binding_unsatisfied. After a valid
assignment is found, an unmet mode or threshold returns :quorum_not_met.
Principal and role counting bindings establish no attribution. Key
identities stay internal. Unknown key equivalence cannot count in key-unit
quorums; optional unknown identities are ignored, while a required slot with
only unknown candidates rejects with :ambiguous_key_identity.
Principal/role policies conservatively assign the shared unknown pool to at
most one slot.
Bindings search the complete eligible candidate pool, including alternatives
with the same key. Nested bindings require both inner dictionary members;
same-parameter bindings require equal, non-nil values. Negotiation searches
the verified, selector-eligible pool after key-unit filtering. A challenge
label can fulfill negotiation without counting as a unit; it appears in
qualifying and signatures only when assigned. A tampered challenge fails.
Verification performs at most 64 × 16 label-slot attempts. Without bindings,
key, principal, and shared-principal role units use polynomial matching.
Other assignments use exact search with a 131,072-node budget. On exhaustion,
a best-so-far assignment is returned only if it satisfies the mode, required
slots, and bindings; otherwise the result is :limit, layer :input.
Selector-free bound slots populated by trusted signers can exhaust that budget;
the bound prevents unbounded search and never produces partial success.
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          @type t() :: %RequestSeal.Quorum{
  bindings: [term()],
  invalid: :reject | :ignore,
  max_signatures: 1..64,
  mode: :all | :any | {:threshold, 1..64},
  slots: [map()],
  unexpected: :reject | :ignore,
  unit: :key | :principal | {:role, keyword()}
}
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          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.Error.t()}


      


Construct a bounded composite policy without invoking a callback.
Parameters
	attrs - map with all five required keys and any of the two optional
keys. Unknown keys reject.	:mode - :all, :any, or {:threshold, n} with n from 1 to
:max_signatures. :all requires at least one required slot.
	:unit - :key, :principal, or {:role, shared_principal: boolean}.
	:slots - list of 1 to 16 slot maps, described below.
	:unexpected - :reject or :ignore, for a label with no
selector-eligible slot.
	:invalid - :reject or :ignore, for an eligible label that fails
every slot policy.
	:bindings - optional, default [], at most 64 unique entries:
{:nested, outer: id, inner: id} requires the outer to cover both the
inner's actual "signature-input";key="<inner-label>" and
"signature";key="<inner-label>" dictionary members;
{:same_parameter, name, ids} (name is "nonce", "tag", or
"created"; 1 to 16 unique slot ids) requires identical, present
values across the selected slots. Bindings must reference configured
slots and cannot bind a nested signature to itself.
	:max_signatures - optional, default 16 (1 to 64); thresholds cannot
exceed this bound.



Each slot requires a unique atom :id (not nil, true, or false), a
valid RequestSeal.Policy as :policy, and Boolean :required. Optional
:label (a valid signature label) and :tag (1 to 256 bytes) selectors
default to nil (any); :principal (1 to 256 bytes) and :role (an atom)
default to nil. Principal counting requires a principal in every slot. Role
counting additionally requires a role in every slot. With
shared_principal: false, one principal counts toward only one role.
Slot policy :content must be :not_required or a Content-Digest policy
(kind: :content); representation digest policies reject, including in
optional or unmatched slots.
Returns
	{:ok, %RequestSeal.Quorum{}} - slots normalized with nil :label,
:tag, :principal, and :role defaults. Inspection shows only
mode, unit, and max_signatures.
	{:error, %RequestSeal.Error{}} - always reason :invalid_quorum,
layer :input, for unknown units, malformed choices, duplicate or
invalid bindings, or a non-map argument. Meanings: RequestSeal.Error.

Examples
iex> {public, _secret} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, key} = RequestSeal.PublicKey.import({:ed25519, public}, :raw)
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: ~s[("@method" "@path")],
...>     key_resolver: fn _ -> {:ok, %{algorithm: "ed25519", key: key}} end,
...>     freshness: %{clock: fn -> System.system_time(:second) end, max_age: 300, skew: 5, require_expires: false},
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> slots = [
...>   %{id: :author, policy: policy, required: true, label: "author", principal: "writer@example.org", role: :author},
...>   %{id: :editor, policy: policy, required: true, label: "editor", principal: "editor@example.org", role: :editor}
...> ]
iex> {:ok, quorum} =
...>   RequestSeal.Quorum.new(%{
...>     mode: :all,
...>     unit: {:role, shared_principal: false},
...>     slots: slots,
...>     unexpected: :ignore,
...>     invalid: :reject,
...>     bindings: [{:nested, outer: :editor, inner: :author}]
...>   })
iex> {quorum.mode, quorum.max_signatures, Enum.map(quorum.slots, & &1.tag)}
{:all, 16, [nil, nil]}
iex> {:error, error} =
...>   RequestSeal.Quorum.new(%{
...>     mode: :all,
...>     unit: :key,
...>     slots: [%{id: :author, policy: policy, required: false}],
...>     unexpected: :ignore,
...>     invalid: :ignore
...>   })
iex> {error.reason, error.layer}
{:invalid_quorum, :input}

  


        

      


  

    
RequestSeal.Quorum.Verification 
    



      
Complete composite verification facts, returned only after all selected checks.
mode and unit preserve the configured policy; required lists only required
slot IDs, while satisfied includes assigned required and optional slots in
configured order. count counts deduplicated trusted units, never labels. qualifying records label/slot and caller counting
bindings (principal/role); these are not authenticated attribution. signatures
is a label-keyed map of assigned single-label results and their independent
coverage. A negotiated label can fulfill a challenge without being assigned;
such a label is absent from this map and qualifying.
nonqualifying lists maps of label, slot (the slot ID, or nil for a label
no slot selects), and bounded reason/layer atoms for ignored labels and
failed slot attempts. No key material or KeyIdentity is retained.
profile is always %{name: :rfc9421}.
bindings is :not_required or a list of {binding, :satisfied} entries in
configured order. negotiation is
:not_requested or :fulfilled. replay stays :not_required, principal
stays :unattributed, and authorization stays :not_evaluated.
Default inspection includes required/satisfied slot IDs and count but omits
signature labels, counting bindings, signature metadata, and negotiation details.
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          @type t() :: %RequestSeal.Quorum.Verification{
  authorization: :not_evaluated,
  bindings: :not_required | [term()],
  count: non_neg_integer(),
  mode: term(),
  negotiation: :not_requested | :fulfilled,
  nonqualifying: [map()],
  principal: :unattributed,
  profile: %{name: :rfc9421},
  qualifying: [map()],
  replay: :not_required,
  required: [atom()],
  satisfied: [atom()],
  signatures: %{required(binary()) => RequestSeal.Verification.t()},
  unit: term()
}
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Exact ordered RFC 9421 Section 2 signature-base construction.
build/3 turns a validated RequestSeal.Message and one signature's
parameterized Inner List into the exact signature base, never a partial base.
Components and all parameters retain their order; equivalent component
identifiers with reordered parameters reject. The final "@signature-params"
line has no trailing newline. Construction performs no signing, verification,
key operation, body read, network request, or authorization.
Two component rules are deliberately stricter than a plain RFC 9421 reading,
and cross-implementation peers should know them before relying on the edges
(RFC 9421 Section 2.5): duplicate component identity is exact — the same
component name with the same parameters in a different order rejects as
:duplicate_component rather than coalescing — and duplicate identifiers
that differ only in parameter order never merge.
All nine derived components are supported. @request-target, @path, and
@query preserve percent-encoded octets. @target-uri assembles the preserved
target URI without normalizing it: percent-escape hex case and IPvFuture
literal case pass through exactly, unlike @authority, which lowercases
host and IPvFuture case — signers targeting both components from one target
must send the bytes they signed for each. Only @authority and @scheme
normalize host/scheme case and the HTTP(S) default port. Origin-form requests need the
caller's explicit :scheme/:authority for these three origin components;
absolute-form requests provide them in the raw target. Host and Forwarded
fields never supply missing origin facts. Authority/asterisk-form target URIs
have empty paths (RFC 9110 Section 7.1); @path normalizes an empty path to /.
req requires a response with its validated original :related_request.
@query-param requires the canonical encoded name, rejects duplicate decoded
names, and preserves empty values. Parsing uses UTF-8 form semantics; encoding
uses RFC 9421 Section 2.2.8's percent-encode-after-encoding operation and its
published vectors (%20 for spaces, uppercase hex, no double decoding), under
the January 2024 URL Standard referenced by that RFC. Invalid UTF-8 rejects.
Field values trim only HTTP OWS, preserve internal bytes, and combine ordered
occurrences with comma-space. Capture must already have removed HTTP/1.1
obsolete folding: Message rejects CR/LF. bs wraps each trimmed occurrence
separately, including non-ASCII octets. Without bs, non-ASCII bytes reject.
tr selects only trailers; unavailable or pending trailers reject. For fields
whose unquoted commas make occurrence boundaries significant, callers must
select bs (RFC 9421 Sections 2.1.3 and 7.5.6).
Structured Fields (sf) and dictionary member (key) components need an
explicit schema for the field; key requires a Dictionary schema and
strictly serializes only the selected member. Schemas apply equally to
headers, trailers, and the related request; the field's public
specification selects its revision, never the input's syntax. The
Structured Fields parser's documented ceilings also apply to signature
parameters and sf/key fields (including 65,536 serialized bytes).
Extension signature metadata retains RFC 8941 types; registered created and
expires require Integers, and nonce, alg, keyid, and tag require Strings.
Successful construction establishes bytes only, not authentication.
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          @spec build(
  RequestSeal.Message.t(),
  binary() | RequestSeal.StructuredFields.Value.t(),
  keyword()
) ::
  {:ok, binary()} | {:error, RequestSeal.SignatureBase.Error.t()}


      


Build one ASCII signature base from preserved message facts and ordered parameters.
Parameters
	message - a RequestSeal.Message; it is validated first.
	parameters - one signature's parameterized Inner List: serialized
bytes such as ~s[("@method" "@path");created=1700000000], or a
RequestSeal.StructuredFields.Value of type :inner_list.
	opts - keyword list of the options below. Unknown and duplicate
options reject with :invalid_options.

Options
	:field_schemas - map of at most 1,024 lowercase field names to
explicit RequestSeal.StructuredFields.Schema values, required for
sf and key components. Default %{}.
	:max_components - component ceiling, 1 to 256. Default 256.
	:max_bytes - ceiling for the final base, 1 to 1,048,576. Default 1,048,576.

Returns
	{:ok, bytes} - the signature base: one identifier: value line per
component in order, then the "@signature-params" line.
	{:error, %RequestSeal.SignatureBase.Error{}} - reasons this function
can return: :invalid_message, :invalid_options,
:invalid_signature_parameters, :limit; component reasons
:invalid_component, :unknown_component, :duplicate_component,
:invalid_component_parameters, :incompatible_parameters; context
reasons :wrong_message_kind, :missing_request_context,
:unavailable_origin, :unavailable_trailers, :missing_field; field
reasons :non_ascii, :unknown_field_schema, :invalid_field_schema,
:invalid_structured_field, :missing_dictionary_key; query reasons
:noncanonical_query_name, :invalid_query_encoding,
:missing_query_parameter, :ambiguous_query_parameter.
Meanings: RequestSeal.SignatureBase.Error.

Examples
iex> {:ok, message} =
...>   RequestSeal.Message.request(
...>     "POST",
...>     "https://Telemetry.Example:443/v1/metrics?batch=7",
...>     [{"Content-Type", " application/json "}],
...>     "{}"
...>   )
iex> {:ok, base} =
...>   RequestSeal.SignatureBase.build(
...>     message,
...>     ~s[("@method" "@authority" "@path" "@query-param";name="batch" "content-type");created=1700000000]
...>   )
iex> String.split(base, "\n")
[
  ~s["@method": POST],
  ~s["@authority": telemetry.example],
  ~s["@path": /v1/metrics],
  ~s["@query-param";name="batch": 7],
  ~s["content-type": application/json],
  ~s["@signature-params": ("@method" "@authority" "@path" "@query-param";name="batch" "content-type");created=1700000000]
]
iex> RequestSeal.SignatureBase.build(message, ~s[("@status")])
{:error, %RequestSeal.SignatureBase.Error{reason: :wrong_message_kind}}
iex> RequestSeal.SignatureBase.build(message, ~s[("x-sensor-id")])
{:error, %RequestSeal.SignatureBase.Error{reason: :missing_field}}

  


        

      


  

    
RequestSeal.SignatureBase.Error 
    



      
Bounded signature-base errors, without supplied bytes or partial output.
Reasons:
	Input: :invalid_message, :invalid_options, :invalid_signature_parameters,
:limit (documented resource ceilings).
	Components: :invalid_component, :unknown_component, :duplicate_component,
:invalid_component_parameters, :incompatible_parameters.
	Context: :wrong_message_kind, :missing_request_context, :unavailable_origin,
:unavailable_trailers, :missing_field.
	Fields: :non_ascii, :unknown_field_schema, :invalid_field_schema,
:invalid_structured_field, :missing_dictionary_key.
	Query: :noncanonical_query_name, :invalid_query_encoding,
:missing_query_parameter, :ambiguous_query_parameter.

Correct input or supply missing capture/schema evidence before retrying. None
indicates cryptographic validity, authentication, or authorization. Errors
contain only the enumerated reason; there is no exception or telemetry path.
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          @type reason() ::
  :invalid_message
  | :invalid_options
  | :invalid_signature_parameters
  | :limit
  | :invalid_component
  | :unknown_component
  | :duplicate_component
  | :invalid_component_parameters
  | :incompatible_parameters
  | :wrong_message_kind
  | :missing_request_context
  | :unavailable_origin
  | :unavailable_trailers
  | :missing_field
  | :non_ascii
  | :unknown_field_schema
  | :invalid_field_schema
  | :invalid_structured_field
  | :missing_dictionary_key
  | :noncanonical_query_name
  | :invalid_query_encoding
  | :missing_query_parameter
  | :ambiguous_query_parameter
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          @type t() :: %RequestSeal.SignatureBase.Error{reason: reason()}


      



  


        

      


  

    
RequestSeal.StructuredFields 
    



      
Bounded RFC 8941 / RFC 9651 parsing and canonical serialization.
All entry points require a RequestSeal.StructuredFields.Schema. Values retain
dictionary and parameter order; duplicates follow the RFC's last-value,
first-position rule. No type is authorized by recognizing its syntax. Errors
contain only bounded reasons and never return a partially parsed value.
Work is bounded by library resource ceilings (see parse/3), which callers may
only lower. Grammar depth is fixed: top-level container,
optional inner list, item; inner lists cannot nest. Numeric syntax has the
RFC's 15-digit integer and 12+3-digit decimal bounds, including leading zeros.
Byte sequences reject nonzero unused base64 pad bits under the canonical
encoding rule in RFC 4648 Section 3.5.
Missing padding is synthesized before decoding; invalid encodings fail parsing
as described in RFC 8941 Section 4.2.7.
parse_field/5 reads fields from the lossless RequestSeal.Message model; it
never merges headers with trailers or reads a body.
iex> alias RequestSeal.StructuredFields, as: SF
iex> {:ok, schema} = SF.Schema.new(%{revision: :rfc8941, type: :item, item_types: [:integer]})
iex> {:ok, value} = SF.parse("42", schema)
iex> SF.serialize(value, schema)
{:ok, "42"}
iex> SF.parse("@42", schema)
{:error, %RequestSeal.StructuredFields.Error{reason: :revision_type}}
The example integer is RFC 8941 Section 2's Foo-Example. This module performs
no network, storage, cryptographic, authentication, or authorization operation.
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        parse(bytes, schema, opts \\ [])

      


        Parse complete ASCII field bytes under an explicit schema and bounded work.



    


    
      
        parse_field(message, name, schema, section \\ :headers, opts \\ [])

      


        Combine ordered header or trailer occurrences and parse under optional lowered limits.



    


    
      
        serialize(value, schema, opts \\ [])

      


        Serialize canonically; an empty binary means omit the field. Invalid values reject.
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          @spec parse(binary(), RequestSeal.StructuredFields.Schema.t(), keyword()) ::
  {:ok, RequestSeal.StructuredFields.Value.t()}
  | {:error, RequestSeal.StructuredFields.Error.t()}


      


Parse complete ASCII field bytes under an explicit schema and bounded work.
Leading spaces and trailing spaces are ignored; any other trailing byte rejects.
An empty input is an empty list or dictionary; an item cannot be empty.
Parameters
	bytes - the complete field value as a binary.
	schema - a valid RequestSeal.StructuredFields.Schema; it selects the RFC
revision, top-level type, and allowed item and parameter types.

Options
Limits may only lower these library resource ceilings, not protocol maximums.
Each value is a positive integer no greater than its ceiling; any other key or
value rejects with :invalid_limits.
	:max_bytes - 65,536: input bytes (or output bytes for serialize/3).
	:max_members - 1,024: top-level encounters, including duplicates.
	:max_inner_items - 256: items per inner list.
	:max_parameters - 256: parameters per item or inner list, including duplicates.
	:max_key_bytes - 256: bytes per dictionary or parameter key.
	:max_value_bytes - 16,384: decoded string or byte-sequence bytes, or token bytes.
	:max_nodes - 4,096: containers, items, and parameter encounters combined.

Returns
	{:ok, %RequestSeal.StructuredFields.Value{}} - typed as the schema's :type.
	{:error, %RequestSeal.StructuredFields.Error{}} - reasons this function can
return: :invalid_schema, :invalid_limits, :syntax (including a
non-binary input), :limit, :revision_type, and :schema_type.
Meanings: RequestSeal.StructuredFields.Error.

Examples
iex> {:ok, schema} = RequestSeal.StructuredFields.Schema.new(%{revision: :rfc8941, type: :dictionary, item_types: [:integer, :boolean]})
iex> {:ok, value} = RequestSeal.StructuredFields.parse("retries=2, cached, retries=3", schema)
iex> Enum.map(value.value, fn {key, item} -> {key, item.value} end)
[{"retries", {:integer, 3}}, {"cached", {:boolean, true}}]
iex> RequestSeal.StructuredFields.parse("retries=2, depth=4", schema, max_members: 1)
{:error, %RequestSeal.StructuredFields.Error{reason: :limit}}
iex> RequestSeal.StructuredFields.parse("retries=two", schema)
{:error, %RequestSeal.StructuredFields.Error{reason: :schema_type}}
iex> RequestSeal.StructuredFields.parse("retries=2", schema, max_members: 2048)
{:error, %RequestSeal.StructuredFields.Error{reason: :invalid_limits}}
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          @spec parse_field(
  RequestSeal.Message.t(),
  binary(),
  RequestSeal.StructuredFields.Schema.t(),
  :headers | :trailers,
  keyword()
) ::
  {:ok, RequestSeal.StructuredFields.Value.t()}
  | {:error, RequestSeal.StructuredFields.Error.t()}


      


Combine ordered header or trailer occurrences and parse under optional lowered limits.
Matching occurrences in the one selected section are joined in order with
comma-space, then parsed as in parse/3. Headers and trailers never merge and
no body is read. Missing fields and unavailable sections remain explicit
failures.
Parameters
	message - a valid RequestSeal.Message.
	name - field name, an HTTP token of 1..256 bytes, matched case-insensitively.
	schema - a valid RequestSeal.StructuredFields.Schema.
	section - :headers (default) or :trailers. Trailers must be an
observed list.

Options
The limit options of parse/3, which apply to both the combined bytes and the
complete parse, plus:
	:unique_keys - [] (default), :all, or a list of dictionary keys whose
repeats reject with :duplicate_key before deduplication, including across
field occurrences. Keys must use valid dictionary-key syntax, fit the
256-byte key ceiling, and number no more than :max_members. Other keys
retain the last-value, first-position rule.
	:unique_parameters - false (default) or true; true rejects repeated
parameter names on any member or inner item with :duplicate_parameter,
after the bounded parse completes.

Returns
	{:ok, %RequestSeal.StructuredFields.Value{}}.
	{:error, %RequestSeal.StructuredFields.Error{}} - reasons this function can
return: :invalid_schema, :invalid_limits, :invalid_message,
:invalid_field (an invalid name or section), :unavailable_section,
:missing_field, :limit, :syntax, :revision_type, :schema_type,
:duplicate_key, and :duplicate_parameter.
Meanings: RequestSeal.StructuredFields.Error.

Examples
iex> alias RequestSeal.StructuredFields
iex> {:ok, schema} = StructuredFields.Schema.new(%{revision: :rfc8941, type: :dictionary, item_types: [:integer]})
iex> {:ok, request} = RequestSeal.Message.request("GET", "https://crawler.example/queue", [{"Example-Budget", "pages=10"}, {"example-budget", "depth=2, pages=20"}], nil)
iex> {:ok, value} = StructuredFields.parse_field(request, "Example-Budget", schema)
iex> Enum.map(value.value, fn {key, item} -> {key, item.value} end)
[{"pages", {:integer, 20}}, {"depth", {:integer, 2}}]
iex> StructuredFields.parse_field(request, "Example-Budget", schema, :headers, unique_keys: ["pages"])
{:error, %RequestSeal.StructuredFields.Error{reason: :duplicate_key}}
iex> StructuredFields.parse_field(request, "Example-Budget", schema, :trailers)
{:error, %RequestSeal.StructuredFields.Error{reason: :unavailable_section}}
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          @spec serialize(
  RequestSeal.StructuredFields.Value.t(),
  RequestSeal.StructuredFields.Schema.t(),
  keyword()
) :: {:ok, binary()} | {:error, RequestSeal.StructuredFields.Error.t()}


      


Serialize canonically; an empty binary means omit the field. Invalid values reject.
Serializing an empty list or dictionary returns {:ok, ""}. The empty binary
means the caller must omit both the field name and field value from the HTTP
message, as specified by RFC 9651 Section 4.1.
It must not be emitted as an empty HTTP field. This keeps the serialization
result binary while leaving field emission to the caller.
Parameters
	value - a RequestSeal.StructuredFields.Value whose :type equals the
schema's :type. Hand-constructed duplicate keys reject.
	schema - a valid RequestSeal.StructuredFields.Schema.

Options
The same limit options as parse/3; :max_bytes bounds the output.
Returns
	{:ok, wire} - canonical field value bytes.
	{:error, %RequestSeal.StructuredFields.Error{}} - reasons this function can
return: :invalid_schema, :invalid_limits, :invalid_value, :schema_type,
:revision_type, and :limit. Meanings: RequestSeal.StructuredFields.Error.

Examples
iex> alias RequestSeal.StructuredFields.{Schema, Value}
iex> {:ok, schema} = Schema.new(%{revision: :rfc8941, type: :list, item_types: [:token]})
iex> RequestSeal.StructuredFields.serialize(%Value{type: :list, value: [%Value{type: :item, value: {:token, "gzip"}, parameters: [{"q", {:decimal, {5, 1}}}]}]}, schema)
{:ok, "gzip;q=0.5"}
iex> RequestSeal.StructuredFields.serialize(%Value{type: :list, value: []}, schema)
{:ok, ""}
iex> RequestSeal.StructuredFields.serialize(%Value{type: :list, value: [%Value{type: :item, value: {:token, "two words"}}]}, schema)
{:error, %RequestSeal.StructuredFields.Error{reason: :invalid_value}}

  


        

      


  

    
RequestSeal.StructuredFields.Error 
    



      
Bounded Structured Fields errors, containing no input bytes.
:syntax means malformed wire input; :invalid_value means an invalid value
supplied for serialization. :revision_type rejects a type unavailable in the
explicitly selected RFC revision; :schema_type rejects a field's disallowed
item, inner-list, or parameter type. :limit means a documented bound was
exceeded. :invalid_schema and :invalid_limits reject invalid configuration.
:invalid_message, :invalid_field, :missing_field, and
:unavailable_section identify field capture failures. No partial parse is
returned on failure. :duplicate_key means a dictionary key required to be
unique (the :unique_keys option of RequestSeal.StructuredFields.parse_field/5,
also used by the library's own field policies) repeats before deduplication.
:duplicate_parameter rejects repeated parameter names when uniqueness is
required (the :unique_parameters option of the same function, also used by
the signature parsing policy).
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          @type t() :: %RequestSeal.StructuredFields.Error{reason: atom()}


      



  


        

      


  

    
RequestSeal.StructuredFields.Schema 
    



      
Explicit field type restrictions and RFC revision (RFC 9651 Section 2).
A schema names the RFC revision, the top-level type, the bare types allowed for
items (including inner-list items), the bare types allowed for parameters, and
whether inner lists are allowed. Bare types are :integer, :decimal,
:string, :token, :bytes, and :boolean; RFC 9651 additionally allows
:date and :display_string.
This is a type schema, not a complete field protocol or profile. The caller
selects it from the field's normative specification and checks any additional
semantic rules. No field name or recognized syntax selects a newer revision.
Directly constructed schemas undergo the same validation at each entry point.
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    Functions
  


    
      
        new(attrs)

      


        Construct an explicit type schema; no revision or item-type defaults.



    


    
      
        types(arg1)

      


        Types defined by the selected revision; invalid revisions return an empty list.



    


    
      
        validate(s)

      


        Validate revision, top-level type, and all bare-type restrictions.
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          @type bare_type() ::
  :integer
  | :decimal
  | :string
  | :token
  | :bytes
  | :boolean
  | :date
  | :display_string
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          @type t() :: %RequestSeal.StructuredFields.Schema{
  inner_lists: boolean(),
  item_types: [bare_type()],
  parameter_types: [bare_type()],
  revision: :rfc8941 | :rfc9651,
  type: :item | :list | :dictionary
}
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          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.StructuredFields.Error.t()}


      


Construct an explicit type schema; no revision or item-type defaults.
Parameters
	attrs - a map using only these keys; unknown keys reject:	:revision (required) - :rfc8941 or :rfc9651.
	:type (required) - :item, :list, or :dictionary.
	:item_types (required) - nonempty list of at most eight unique bare types
defined by the revision.
	:parameter_types - list of at most eight unique bare types defined by the
revision; an empty list rejects every parameter. Defaults to all types in
the selected revision.
	:inner_lists - boolean, default false.



Returns
	{:ok, %RequestSeal.StructuredFields.Schema{}}.
	{:error, %RequestSeal.StructuredFields.Error{reason: :invalid_schema}} -
the only reason. Meanings: RequestSeal.StructuredFields.Error.

Examples
iex> {:ok, schema} = RequestSeal.StructuredFields.Schema.new(%{revision: :rfc9651, type: :list, item_types: [:token, :date]})
iex> {schema.inner_lists, length(schema.parameter_types)}
{false, 8}
iex> RequestSeal.StructuredFields.Schema.new(%{revision: :rfc8941, type: :list, item_types: [:date]})
{:error, %RequestSeal.StructuredFields.Error{reason: :invalid_schema}}
iex> RequestSeal.StructuredFields.Schema.new(%{revision: :rfc8941, type: :list})
{:error, %RequestSeal.StructuredFields.Error{reason: :invalid_schema}}
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Types defined by the selected revision; invalid revisions return an empty list.
Parameters
	revision - :rfc8941 or :rfc9651; any other term returns [].

Returns
	A list of bare type atoms in a fixed order.

Examples
iex> RequestSeal.StructuredFields.Schema.types(:rfc8941)
[:integer, :decimal, :string, :token, :bytes, :boolean]
iex> RequestSeal.StructuredFields.Schema.types(:rfc9651) -- RequestSeal.StructuredFields.Schema.types(:rfc8941)
[:date, :display_string]
iex> RequestSeal.StructuredFields.Schema.types(:draft)
[]
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          @spec validate(term()) :: :ok | {:error, RequestSeal.StructuredFields.Error.t()}


      


Validate revision, top-level type, and all bare-type restrictions.
Applies the rules of new/1 to an existing struct, including one built or
modified directly. Every parse and serialize entry point runs this check.
Parameters
	schema - any term; only a RequestSeal.StructuredFields.Schema struct can pass.

Returns
	:ok.
	{:error, %RequestSeal.StructuredFields.Error{reason: :invalid_schema}} -
the only reason. Meanings: RequestSeal.StructuredFields.Error.

Examples
iex> {:ok, schema} = RequestSeal.StructuredFields.Schema.new(%{revision: :rfc8941, type: :item, item_types: [:bytes]})
iex> RequestSeal.StructuredFields.Schema.validate(schema)
:ok
iex> RequestSeal.StructuredFields.Schema.validate(%{schema | inner_lists: :yes})
{:error, %RequestSeal.StructuredFields.Error{reason: :invalid_schema}}

  


        

      


  

    
RequestSeal.StructuredFields.Value 
    



      
Ordered Structured Fields data (RFC 9651 Section 3).
:type is :item, :inner_list, :list, or :dictionary. An item's :value
is a tagged bare item: {:integer, n}, {:decimal, {coefficient, scale}},
{:string, ascii}, {:token, ascii}, {:bytes, binary}, {:boolean, boolean},
{:date, unix_seconds}, or {:display_string, utf8}. Decimals are exact base-10
values, coefficient / 10^scale; floats are not accepted. Serialization rounds
to three places with ties to even. Scale is bounded to 18 and coefficient
magnitude to 10^30 - 1 before arithmetic.
Lists and inner lists contain ordered Values. Dictionaries contain ordered
{key, Value} pairs. Parameters are ordered {key, bare_item} pairs on items
and inner lists only. Parsing duplicates keeps the first key position and the
last value, as the RFC requires. Hand-constructed duplicates reject during
serialization. Inner lists cannot nest. Inspection omits values; access them
explicitly. This structure establishes no authentication or authorization.
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          @type bare() ::
  {:integer, integer()}
  | {:decimal, {integer(), 0..18}}
  | {:string | :token | :bytes | :display_string, binary()}
  | {:boolean, boolean()}
  | {:date, integer()}
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          @type t() :: %RequestSeal.StructuredFields.Value{
  parameters: [{binary(), bare()}],
  type: :item | :inner_list | :list | :dictionary,
  value: bare() | [t()] | [{binary(), t()}]
}


      



  


        

      


  

    
RequestSeal.TransportFacts 
    



      
Enumerated caller declarations about HTTP transport.
Evidence is always :declared: values describe what the caller says, not what
was observed or verified. No arbitrary metadata, addresses, or forwarded fields
are accepted. A declaration cannot prove a connection's security prerequisites.
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    Functions
  


    
      
        new(attrs)

      


        Construct enumerated declarations from an attribute map.



    


    
      
        validate(facts)

      


        Recheck the declaration boundary, including manually modified structs.
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          @type t() :: %RequestSeal.TransportFacts{
  evidence: :declared,
  http_version: :unknown | :http1_0 | :http1_1 | :http2 | :http3,
  tls: :unknown | :plain | :tls
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.Message.Error.t()}


      


Construct enumerated declarations from an attribute map.
Parameters
	attrs - a plain map (not a struct) using only these keys; unknown keys reject:	:http_version - :unknown (default), :http1_0, :http1_1, :http2, or :http3.
	:tls - :unknown (default), :plain, or :tls.
	:evidence - only :declared (the default); attempts to supply observed
or verified evidence reject.



Returns
	{:ok, %RequestSeal.TransportFacts{}}.
	{:error, %RequestSeal.Message.Error{reason: :invalid_transport}} - the
only reason. Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, facts} = RequestSeal.TransportFacts.new(%{http_version: :http2, tls: :tls})
iex> facts.evidence
:declared
iex> RequestSeal.TransportFacts.new(%{evidence: :observed})
{:error, %RequestSeal.Message.Error{reason: :invalid_transport}}
iex> RequestSeal.TransportFacts.new(%{client_address: "192.0.2.10"})
{:error, %RequestSeal.Message.Error{reason: :invalid_transport}}
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          @spec validate(term()) :: :ok | {:error, RequestSeal.Message.Error.t()}


      


Recheck the declaration boundary, including manually modified structs.
Parameters
	facts - any term; only a RequestSeal.TransportFacts struct can pass.

Returns
	:ok.
	{:error, %RequestSeal.Message.Error{reason: :invalid_transport}} - the
only reason. Meanings: RequestSeal.Message.Error.

Examples
iex> {:ok, facts} = RequestSeal.TransportFacts.new(%{})
iex> RequestSeal.TransportFacts.validate(facts)
:ok
iex> RequestSeal.TransportFacts.validate(%{facts | evidence: :verified})
{:error, %RequestSeal.Message.Error{reason: :invalid_transport}}

  


        

      


  

    
RequestSeal.Verification 
    



      
Complete facts for one explicitly selected HTTP signature profile.
Constructed by the generic, core named-profile, and extension profile pipelines
after their required policy layers succeed. Generic profile is
%{name: :rfc9421}; Web Bot Auth uses %{name: :web_bot_auth, revision: revision}
with the exact draft revision. Extension profiles use a package-namespaced
{package, kind} name through RequestSeal.Profile. Profile and principal
stamps are descriptive only. Consumers must allowlist trusted profiles,
principal kinds, and the code that verifies their source-specific rules;
an unknown principal kind must never be treated as attributed.
signature records the authoritative resolver algorithm, canonical ordered
covered identifier strings (including parameters), decoded signature parameter
map, optional keyid and crypto: :valid. It does not retain signature bytes,
base bytes or keys.
content is :not_required or the RequestSeal.Digest.check/3 or
RequestSeal.Digest.check_stream/3 result (kind, checked, bytes,
unsupported). freshness is :not_evaluated or
a map of now, created, expires, max_age, and skew. replay is
:not_required or a RequestSeal.Replay.Receipt after one atomic claim.
The receipt contains only adapter module and exclusive retention end. Generic principal is
:unattributed: generic validity, including HMAC shared-secret possession,
establishes no trusted identity. Profile implementations own any trusted
principal attribution and source provenance. Web Bot Auth returns an agent
principal (kind: :agent) with trusted source provenance, or a key principal
(kind: :key) for an explicitly held key.
authorization is always :not_evaluated.
Web Bot Auth supplies an agent association from a trusted source or a held-key thumbprint.
Default inspection exposes only label, profile, replay, and
authorization. Explicit access to signature.parameters or signature.keyid
can expose sender-supplied sensitive metadata; do not log those maps.
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          @type t() :: %RequestSeal.Verification{
  authorization: :not_evaluated,
  content: :not_required | map(),
  freshness: :not_evaluated | map(),
  label: binary(),
  principal:
    :unattributed
    | %{:kind => atom() | {atom(), atom()}, optional(atom()) => term()},
  profile: %{:name => atom() | {atom(), atom()}, optional(atom()) => term()},
  replay: :not_required | RequestSeal.Replay.Receipt.t(),
  signature: map()
}


      



  


        

      


  

    
RequestSeal.Custody behaviour
    



      
Caller-owned signing, secret verification, key unwrapping, and public metadata.
Each callback runs in a fresh runner, never linked to the caller. A monitored
middle process traps exits, monitors the caller before linking the runner, and
terminates the runner when the caller dies, even
when a callback is blocked. Both processes set Process.flag(:sensitive, true)
before any custody work, for every operation. Runner exceptions are reduced to
:custodian_failure without logging exception text.
Deadline expiry kills the runner and drains its
uniquely tagged result. Loading the library starts no process, store, or
background work. Local handle construction explicitly starts its key holder.
Each operation validates its options, the handle, and its inputs before any
custody work; the function documentation lists the bounds and the error
reasons each one can return.
Signing returns bytes; verification establishes mathematical validity only.
Neither establishes identity attribution, authorization, or replay protection.
Custodians are trusted code: they must return only public keys and nonsecret
identities, never log secrets, and must propagate the context deadline and
cancellation to any additional work they own. Killing the worker closes sockets
it owns; it cannot revoke work already accepted by an external peer.
A custodian signing with RequestSeal.Crypto.sign/4 or verifying with
RequestSeal.Crypto.verify/5 must pass
max_bytes: RequestSeal.Crypto.max_bytes_ceiling() because custody has already
enforced the caller's bound, which RequestSeal.Custody.Context does not carry.

      


      
        Summary


  
    Types
  


    
      
        algorithm()

      


    


    
      
        unwrap_algorithm()

      


    





  
    Callbacks
  


    
      
        identity(term)

      


    


    
      
        public_key(term)

      


    


    
      
        sign(term, algorithm, binary, t)

      


    


    
      
        unwrap(term, unwrap_algorithm, binary, t)

      


    


    
      
        verify(term, algorithm, binary, binary, t)

      


    





  
    Functions
  


    
      
        identity(handle)

      


        Resolve internal trusted equivalence; keep the value out of general results.



    


    
      
        public_key(handle)

      


        Resolve validated public-only material; symmetric keys return :no_public_key.



    


    
      
        run(context, callback)

      


        Run a zero-arity callback in a sensitive process under an absolute deadline.



    


    
      
        sign(handle, bytes, opts \\ [])

      


        Sign exact bounded bytes with the algorithm bound to a handle.



    


    
      
        unwrap(handle, encrypted_key, opts \\ [])

      


        Unwrap a bounded RSA-OAEP encrypted key using the handle's exact algorithm.



    


    
      
        verify(handle, bytes, signature, opts \\ [])

      


        Verify exact bytes through secret custody or the custodian's public key.



    





      


      
        Types


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          @type algorithm() :: RequestSeal.Crypto.algorithm() | unwrap_algorithm()


      



  



  
    
      
    
    
      unwrap_algorithm()



        
          
        

    

  


  

      

          @type unwrap_algorithm() :: {:jwe, binary()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      identity(term)



        
          
        

    

  


  

      

          @callback identity(term()) ::
  RequestSeal.KeyIdentity.t() | {:error, RequestSeal.Custody.Error.reason()}


      



  



  
    
      
    
    
      public_key(term)



        
          
        

    

  


  

      

          @callback public_key(term()) ::
  {:ok, RequestSeal.PublicKey.t()}
  | {:error, RequestSeal.Custody.Error.reason()}


      



  



  
    
      
    
    
      sign(term, algorithm, binary, t)



        
          
        

    

  


  

      

          @callback sign(
  term(),
  RequestSeal.Crypto.algorithm(),
  binary(),
  RequestSeal.Custody.Context.t()
) ::
  {:ok, binary()} | {:error, RequestSeal.Custody.Error.reason()}


      



  



  
    
      
    
    
      unwrap(term, unwrap_algorithm, binary, t)


        (optional)
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          @spec identity(RequestSeal.KeyHandle.t()) ::
  {:ok, RequestSeal.KeyIdentity.t()} | {:error, RequestSeal.Custody.Error.t()}


      


Resolve internal trusted equivalence; keep the value out of general results.
Resolution runs under the default 5,000 ms deadline and takes no options. The
result is a RequestSeal.KeyIdentity; compare identities only with
RequestSeal.KeyIdentity.same?/2, and keep them out of general results, logs,
and telemetry.
Parameters
	handle - any valid RequestSeal.KeyHandle.t/0.

Returns
	{:ok, %RequestSeal.KeyIdentity{}} - kind :public (validated public
components, with :rsa_pss normalized to :rsa), :symmetric (an opaque
custodian-supplied binary of 1–256 bytes), or :unknown (value nil).
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:invalid_handle, :unsupported_algorithm (the handle names an unknown
algorithm), :key_not_found (local holder released or stopped),
:deadline_exceeded, :invalid_key (a public identity fails validation),
and :custodian_failure (including any other identity shape). Meanings:
RequestSeal.Custody.Error.

Examples
Two handles constructed from the same build-signing seed have the same public
identity.
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, first} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, second} = RequestSeal.Custody.Local.new({:jws, "EdDSA"}, {:ed25519, seed})
iex> {:ok, a} = RequestSeal.Custody.identity(first)
iex> {:ok, b} = RequestSeal.Custody.identity(second)
iex> RequestSeal.KeyIdentity.same?(a, b)
true
iex> RequestSeal.Custody.Local.release(first)
:ok
iex> RequestSeal.Custody.Local.release(second)
:ok
iex> RequestSeal.Custody.identity(first)
{:error, %RequestSeal.Custody.Error{reason: :key_not_found, retryable: false}}
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          @spec public_key(RequestSeal.KeyHandle.t()) ::
  {:ok, RequestSeal.PublicKey.t()} | {:error, RequestSeal.Custody.Error.t()}


      


Resolve validated public-only material; symmetric keys return :no_public_key.
Resolution runs under the default 5,000 ms deadline and takes no options. The
custodian's returned key is revalidated before it is returned.
Parameters
	handle - any valid RequestSeal.KeyHandle.t/0, including an unwrap-only
handle.

Returns
	{:ok, %RequestSeal.PublicKey{}} - validated public material with any
algorithm, use, and operation restrictions the key carries.
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:invalid_handle, :unsupported_algorithm (the handle names an unknown
algorithm), :no_public_key (HMAC custody), :key_not_found (local holder
released or stopped), :deadline_exceeded, :invalid_key (the custodian
returned public material that fails validation), and :custodian_failure.
A custodian reason outside the RequestSeal.Custody.Error list becomes
:custodian_failure. Meanings: RequestSeal.Custody.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, %RequestSeal.PublicKey{material: {:ed25519, public}}} = RequestSeal.Custody.public_key(handle)
iex> byte_size(public)
32
iex> RequestSeal.Custody.Local.release(handle)
:ok
iex> RequestSeal.Custody.public_key(handle)
{:error, %RequestSeal.Custody.Error{reason: :key_not_found, retryable: false}}

iex> {:ok, handle} = RequestSeal.Custody.Local.new("hmac-sha256", {:hmac, :crypto.strong_rand_bytes(32)})
iex> RequestSeal.Custody.public_key(handle)
{:error, %RequestSeal.Custody.Error{reason: :no_public_key, retryable: false}}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec run(RequestSeal.Custody.Context.t(), (-> :ok | {:ok, term()} | {:error, term()})) ::
  {:ok, term()} | {:error, term()}


      


Run a zero-arity callback in a sensitive process under an absolute deadline.
An expired deadline returns immediately without invoking the callback. The
caller and context.owner are both monitored; either dying cancels the
callback, including blocked callbacks that trap exits. Nested runs monitor
their immediate caller as well as their context owner, so cancellation
propagates through nested operations. An already-dead context owner prevents
the callback from starting.
The callback and its supervising middle process set sensitivity before work.
Neither is linked to the caller. The runner is terminated and its exit awaited
before the middle process sends a result; the caller awaits the middle process's
exit before returning. Deadline expiry cancels the runner and awaits cleanup.
Work inside a dirty NIF cannot be preempted: cancellation waits for the runner's
exit, so a long native call can overshoot the deadline.
Replies use a revocable process alias: queued replies are drained and later
replies to that alias are discarded, without consuming unrelated caller messages.
Callbacks are trusted code. They must propagate the deadline and cancellation
to additional processes or external work they start. Cancellation cannot undo
effects already accepted by a peer, prevent messages explicitly sent to a caller
PID by callback code, or terminate arbitrary unlinked callback descendants.
Use nested run/2 calls for work requiring the same cancellation boundary.
Parameters
	context - a RequestSeal.Custody.Context with an integer deadline in
monotonic milliseconds and an owner PID. Construct the deadline with
System.monotonic_time(:millisecond) + timeout.
	callback - a zero-arity function returning :ok, {:ok, value}, or
{:error, reason}.

Returns
	{:ok, value} or {:error, reason} - the callback's own result, unchanged;
:ok becomes {:ok, :ok}. Callback errors and successful values belong to
the caller and are not redacted.
	{:error, %RequestSeal.Custody.Error{}} - produced by run/2 itself:	a custody or cryptographic validation failure thrown inside the callback
keeps its bounded RequestSeal.Custody.Error reason;
	:custodian_failure (retryable: false) for any other return,
exception, unrecognized throw, exit, unexpected worker termination, or
owner death, without retaining exception text;
	:deadline_exceeded (retryable: true) when the deadline expires;
	:invalid_options (retryable: false) for an invalid context or
callback argument.



  Meanings: RequestSeal.Custody.Error.
Examples
iex> context = %RequestSeal.Custody.Context{owner: self(), deadline: System.monotonic_time(:millisecond) + 5_000}
iex> RequestSeal.Custody.run(context, fn -> {:ok, :completed} end)
{:ok, :completed}
iex> RequestSeal.Custody.run(context, fn -> :ok end)
{:ok, :ok}
iex> RequestSeal.Custody.run(context, fn -> raise "crawler fetch failed" end)
{:error, %RequestSeal.Custody.Error{reason: :custodian_failure, retryable: false}}
iex> expired = %RequestSeal.Custody.Context{owner: self(), deadline: System.monotonic_time(:millisecond) - 1}
iex> RequestSeal.Custody.run(expired, fn -> {:ok, :never_runs} end)
{:error, %RequestSeal.Custody.Error{reason: :deadline_exceeded, retryable: true}}
iex> RequestSeal.Custody.run(context, fn _ -> :ok end)
{:error, %RequestSeal.Custody.Error{reason: :invalid_options, retryable: false}}

  



    

  
    
      
    
    
      sign(handle, bytes, opts \\ [])



        
          
        

    

  


  

      

          @spec sign(RequestSeal.KeyHandle.t(), binary(), keyword()) ::
  {:ok, binary()} | {:error, RequestSeal.Custody.Error.t()}


      


Sign exact bounded bytes with the algorithm bound to a handle.
The custodian's signing callback runs in a fresh sensitive runner under the
operation deadline, as described in the module documentation.
Parameters
	handle - a RequestSeal.KeyHandle.t/0 with the :sign capability.
	bytes - the exact binary to sign, at most :max_bytes bytes.
	opts - keyword list; see Options.

Options
	:timeout - operation deadline in milliseconds, integer 1–300,000
(:infinity is refused). Default 5_000.
	:max_bytes - largest accepted bytes size, integer
1–16,777,216 (RequestSeal.Crypto.max_bytes_ceiling/0). Default 1_048_576.

Unknown, duplicate, out-of-range, or non-integer options return
:invalid_options before the handle is checked.
Returns
	{:ok, signature} - signature bytes, 1–16,384 bytes long.
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:invalid_options, :invalid_handle, :unsupported_algorithm (the handle
names an unknown algorithm), :unsupported_operation (the handle lacks
:sign), :invalid_data (bytes is not a binary or exceeds :max_bytes),
:deadline_exceeded, :key_not_found (local holder released or stopped, or
agent key removed), :invalid_signing_output (the custodian returned a
non-binary, empty, or over-16,384-byte signature), and :custodian_failure.
Custodian reasons pass through: both built-in custodians return
:key_mismatch when the handle's algorithm no longer matches the
custodian's bound algorithm, and RequestSeal.Custody.SSHAgent also returns
:custodian_unavailable, :custodian_rejected, and :custodian_protocol.
A custodian reason outside the RequestSeal.Custody.Error list becomes
:custodian_failure. Meanings: RequestSeal.Custody.Error.

Examples
Opt into a larger input bound on each signing and verification call. This
local example uses actual Ed25519 cryptography under RFC 8032; it is not an
external conformance vector.
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> bytes = :binary.copy(<<0>>, 1_235_403)
iex> {:ok, signature} = RequestSeal.Custody.sign(handle, bytes, max_bytes: 2_097_152)
iex> RequestSeal.Custody.verify(handle, bytes, signature, max_bytes: 2_097_152)
:ok
iex> RequestSeal.Custody.sign(handle, bytes)
{:error, %RequestSeal.Custody.Error{reason: :invalid_data, retryable: false}}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec unwrap(RequestSeal.KeyHandle.t(), binary(), keyword()) ::
  {:ok, binary()} | {:error, RequestSeal.Custody.Error.t()}


      


Unwrap a bounded RSA-OAEP encrypted key using the handle's exact algorithm.
Only {:jwe, "RSA-OAEP"} and {:jwe, "RSA-OAEP-256"} handles with the :unwrap
capability are accepted. The result is the unwrapped key bytes, never the
private key. Callers must authenticate content before exposing plaintext;
RequestSeal.JOSE.JWE performs that step with a random fallback CEK on unwrap
failure.
Unwrapped bytes pass from the sensitive local holder through the sensitive
custody runner and middle process to the caller. On the JWE handle path that
caller is JWE's sensitive worker, which authenticates content before returning
plaintext. A direct unwrap/3 caller receives the bytes and owns their protection.
JWE deliberately maps a released or unavailable handle to the same error as a
forged message. Operators should check RequestSeal.Custody.public_key(handle)
at startup to distinguish custody availability from message rejection;
{:ok, public_key} confirms public resolution, while {:error, error} exposes
the custody failure. Deadline expiration remains a distinct JWE error.
Parameters
	handle - a RequestSeal.KeyHandle.t/0 whose algorithm is
{:jwe, "RSA-OAEP"} or {:jwe, "RSA-OAEP-256"} and whose capabilities
are exactly [:unwrap].
	encrypted_key - the JWE encrypted key, a binary of 1–1,024 bytes. Inside
the custodian it must also equal the RSA modulus width.
	opts - keyword list; see Options.

Options
	:timeout - operation deadline in milliseconds, integer 1–300,000
(:infinity is refused). Default 5_000.

:max_bytes is refused. Unknown, duplicate, out-of-range, or non-integer
options return :invalid_options before the handle is checked.
Returns
	{:ok, key_bytes} - the unwrapped key, 1–1,024 bytes.
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:invalid_options, :invalid_handle (malformed handle, or an :unwrap
capability on a handle that is not an RSA-OAEP handle),
:unsupported_algorithm (a non-JWE handle naming an unknown algorithm),
:unsupported_operation (the handle lacks :unwrap), :invalid_data
(encrypted_key is not a binary of 1–1,024 bytes), :decryption_failed
(OAEP failure, modulus-width mismatch, or an empty plaintext),
:deadline_exceeded, :key_not_found (holder released or stopped), and
:custodian_failure. RequestSeal.Custody.Local also returns
:key_mismatch when the handle's algorithm no longer matches its holder.
A custodian reason outside the RequestSeal.Custody.Error list becomes
:custodian_failure. Meanings: RequestSeal.Custody.Error.

Examples
A document recipient key unwraps a content-encryption key that was wrapped to
its public key; a forged encrypted key is refused.
iex> private = :public_key.generate_key({:rsa, 2048, 65_537})
iex> {:RSAPrivateKey, _, n, e, _, _, _, _, _, _, _} = private
iex> {:ok, handle} = RequestSeal.Custody.Local.new({:jwe, "RSA-OAEP-256"}, {:rsa, private})
iex> cek = :crypto.strong_rand_bytes(32)
iex> {:ok, %{encrypted_key: encrypted_key}} =
...>   RequestSeal.JOSE.KeyManagement.wrap("RSA-OAEP-256", cek, %{}, {:rsa, {:RSAPublicKey, n, e}})
iex> RequestSeal.Custody.unwrap(handle, encrypted_key) == {:ok, cek}
true
iex> RequestSeal.Custody.unwrap(handle, :binary.copy(<<1>>, 256))
{:error, %RequestSeal.Custody.Error{reason: :decryption_failed, retryable: false}}
iex> RequestSeal.Custody.unwrap(handle, encrypted_key, max_bytes: 1_024)
{:error, %RequestSeal.Custody.Error{reason: :invalid_options, retryable: false}}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec verify(RequestSeal.KeyHandle.t(), binary(), binary(), keyword()) ::
  :ok | {:error, RequestSeal.Custody.Error.t()}


      


Verify exact bytes through secret custody or the custodian's public key.
A custodian that implements the optional verify/5 callback verifies inside
its own boundary (HMAC custody uses this path). Otherwise the custodian's
public key is resolved and the signature is checked with
RequestSeal.Crypto.verify/5. :ok establishes mathematical validity only.
Parameters
	handle - a RequestSeal.KeyHandle.t/0 with the :verify capability.
	bytes - the exact signed binary, at most :max_bytes bytes.
	signature - the signature binary, at most 16,384 bytes.
	opts - keyword list; see Options.

Options
	:timeout - operation deadline in milliseconds, integer 1–300,000
(:infinity is refused). Default 5_000.
	:max_bytes - largest accepted bytes size, integer
1–16,777,216 (RequestSeal.Crypto.max_bytes_ceiling/0). Default 1_048_576.

Unknown, duplicate, out-of-range, or non-integer options return
:invalid_options before handle or capability validation.
Returns
	:ok - the signature is mathematically valid for bytes.
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:invalid_options, :invalid_handle, :unsupported_algorithm (the handle
names an unknown algorithm), :unsupported_operation (the handle lacks
:verify), :invalid_data (bytes is not a binary or exceeds
:max_bytes), :invalid_signature (signature is not a binary, or it does
not verify), :limit (signature exceeds 16,384 bytes),
:deadline_exceeded, :key_not_found (local holder released or stopped),
and :custodian_failure. Key-binding reasons pass through from the
custodian or from RequestSeal.Crypto.verify/5: :key_mismatch (the key
or the handle's algorithm does not fit the bound algorithm),
:invalid_key, and :no_public_key (a custodian without verify/5 that
has no public key). A custodian reason outside the
RequestSeal.Custody.Error list becomes :custodian_failure. Meanings:
RequestSeal.Custody.Error.

Examples
A telemetry batch signed with an HMAC handle verifies inside custody; a
changed batch does not.
iex> {:ok, handle} = RequestSeal.Custody.Local.new("hmac-sha256", {:hmac, :crypto.strong_rand_bytes(32)})
iex> batch = ~s({"sensor":"line-4","readings":[21.4,21.6]})
iex> {:ok, tag} = RequestSeal.Custody.sign(handle, batch)
iex> RequestSeal.Custody.verify(handle, batch, tag)
:ok
iex> RequestSeal.Custody.verify(handle, batch <> " ", tag)
{:error, %RequestSeal.Custody.Error{reason: :invalid_signature, retryable: false}}
iex> RequestSeal.Custody.verify(handle, batch, tag, timeout: 0)
{:error, %RequestSeal.Custody.Error{reason: :invalid_options, retryable: false}}
iex> RequestSeal.Custody.Local.release(handle)
:ok

  


        

      


  

    
RequestSeal.Custody.Context 
    



      
Absolute monotonic millisecond deadline and original caller PID.
Custodians propagate deadline to all external work and honor caller death as
cancellation. The custody boundary also terminates its worker on either event.
Closing a client connection does not undo a signature already produced by a peer.
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          @type t() :: %RequestSeal.Custody.Context{deadline: integer(), owner: pid()}
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          @spec remaining(t()) :: non_neg_integer()


      


Remaining operation milliseconds; zero means the deadline has expired.
Parameters
	context - a t/0 whose deadline is an integer in
System.monotonic_time(:millisecond) units.

Returns
	a non-negative integer: deadline minus the current monotonic time in
milliseconds, or 0 once the deadline has passed. This function returns
no error tuple; an argument that is not a context struct raises
FunctionClauseError.

Examples
iex> context = %RequestSeal.Custody.Context{owner: self(), deadline: System.monotonic_time(:millisecond) + 5_000}
iex> RequestSeal.Custody.Context.remaining(context) in 1..5_000
true
iex> expired = %RequestSeal.Custody.Context{owner: self(), deadline: System.monotonic_time(:millisecond) - 10}
iex> RequestSeal.Custody.Context.remaining(expired)
0

  


        

      


  

    
RequestSeal.Custody.Error 
    



      
Bounded custody failures. No exception, reference, key, socket path, peer text,
or input bytes are retained. Only :deadline_exceeded and
:custodian_unavailable are retryable; callers decide whether replay is safe.
Reasons:
	:invalid_handle, :invalid_options: malformed capability, options, or
SSH agent socket path.
	:unsupported_algorithm, :unsupported_operation, :unsupported_format:
explicitly unimplemented selection; no fallback.
	:invalid_key, :key_mismatch: invalid material or incompatible binding.
	:invalid_data, :invalid_signature, :limit: invalid or excessive bytes.
	:invalid_signing_output: signing returned malformed or excessive output bytes.
	:decryption_failed: RSA-OAEP key unwrapping failed; no private diagnostics.
	:no_public_key: symmetric custody has no public export.
	:key_not_found: the selected key was released, removed, or is unavailable.
	:deadline_exceeded: the absolute operation deadline expired.
	:custodian_unavailable: connection absent, refused, or closed.
	:custodian_rejected: provider refusal or returned signature fails verification.
	:custodian_protocol: malformed or excessive agent protocol response.
	:custodian_failure: callback crash, unexpected response, or unmapped failure.
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          @type reason() ::
  :limit
  | :decryption_failed
  | :custodian_failure
  | :custodian_protocol
  | :custodian_rejected
  | :custodian_unavailable
  | :deadline_exceeded
  | :key_not_found
  | :no_public_key
  | :invalid_signing_output
  | :unsupported_format
  | :invalid_signature
  | :invalid_data
  | :key_mismatch
  | :invalid_key
  | :unsupported_operation
  | :unsupported_algorithm
  | :invalid_options
  | :invalid_handle
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          @type t() :: %RequestSeal.Custody.Error{reason: reason(), retryable: boolean()}


      



  


        

      


  

    
RequestSeal.Custody.Local 
    



      
Caller-owned OTP private keys and symmetric secrets, held in sensitive processes.
new/3 builds a handle from OTP key material and import/4 from one private
PEM, PKCS #8 DER, or private JWK. All six HTTP algorithms and the eight
explicit JWS extensions in RequestSeal.Crypto are supported for signing, and
{:jwe, "RSA-OAEP"} or {:jwe, "RSA-OAEP-256"} for unwrap-only custody. Each
handle binds exactly one algorithm; an unwrap handle cannot sign or verify.
Construction derives a public key and performs an actual sign/verify
before returning a signing handle. Unwrap construction validates RSA CRT components
and performs an actual OAEP wrap/unwrap. Only equivalence: nonsecret_binary is accepted, and
only for HMAC (1–256 bytes). Absent HMAC equivalence remains :unknown; no value
is derived from the secret. HMAC verification stays inside the custodian.
No private key export, global store, server, or telemetry is provided.
Each successful construction starts one unsupervised holder process. It marks
itself sensitive before receiving key material; the handle references only its
PID and a random 32-byte token. The holder performs OTP cryptography and returns
signature bytes, unwrapped key bytes, verification results, or public metadata,
never private state. RequestSeal.Custody.unwrap/3 shares signing deadlines,
cancellation, and safe errors. RSA-OAEP uses SHA-1/MGF1 SHA-1 and RSA-OAEP-256
uses SHA-256/MGF1 SHA-256, both with an empty label, as defined by
RFC 7518 Section 4.3.
Process and system introspection do not export that state.
Holders live until release/1 or the creating process exits, including after a
handle is transferred. Dropping a handle does not stop its holder. A long-lived
owner such as a GenServer must call release/1 for handles it no longer needs,
or create handles once at startup and reuse them for its lifetime.
Operations against a stopped holder return :key_not_found. No supervisor,
registry, application callback, or process starts when the library is loaded.
For Ed25519 seeds from explicitly encoded environment or file sources, add
RequestSeal.Custody.Local.Owner to the consumer's supervision tree.
Decryption custody
Import a recipient key once in its long-lived owner's process, then return the
handle from the JWE policy resolver:
{:ok, handle} = RequestSeal.Custody.Local.import({:jwe, "RSA-OAEP-256"}, private_pem, :pem)
policy = %{
  algorithms: ["RSA-OAEP-256"],
  encryption: ["A256GCM"],
  max_plaintext: 1_048_576,
  timeout: 5_000,
  key_resolver: fn _ -> {:ok, %{algorithm: "RSA-OAEP-256", key: handle}} end
}
RequestSeal.JOSE.JWE.decrypt(compact, policy)
The resolver's work and the holder request share the JWE deadline. Private RSA
material stays in the holder. The CEK passes through the sensitive custody
runner and middle process to JWE's sensitive worker for authenticated content
decryption. OAEP padding and GCM tag failures return the same complete
RequestSeal.JOSE.Error. A released or unavailable handle produces that same
error as a forged message, by design; use
RequestSeal.Custody.public_key(handle) as a startup health check to expose
custody availability independently. Deadline expiration remains distinct.
Release the handle with release/1 when its owner no longer needs it.

      


      
        Summary


  
    Functions
  


    
      
        import(algorithm, value, format, opts \\ [])

      


        Import one unencrypted private PEM, PKCS #8 DER, or private JWK with an explicit algorithm.



    


    
      
        new(algorithm, material, opts \\ [])

      


        Construct an algorithm-bound signing or RSA-OAEP unwrap capability from OTP material.



    


    
      
        release(handle)

      


        Stop a local holder and discard its key material. Releasing it again returns :ok.



    





      


      
        Functions


        


    

  
    
      
    
    
      import(algorithm, value, format, opts \\ [])



        
          
        

    

  


  

      

          @spec import(RequestSeal.Custody.algorithm(), term(), :pem | :der | :jwk, keyword()) ::
  {:ok, RequestSeal.KeyHandle.t()} | {:error, RequestSeal.Custody.Error.t()}


      


Import one unencrypted private PEM, PKCS #8 DER, or private JWK with an explicit algorithm.
The decoded key goes through the same validation and round trip as new/3.
Public-only material, inconsistent private components, algorithm/type/curve
mismatches, and encrypted containers reject.
Parameters
	algorithm - as in new/3.
	value - the encoded private key, matching format:	PEM: a binary of 1–16,384 bytes holding exactly one unencrypted entry,
PKCS #1 RSA, SEC1 EC (P-256 or P-384), or PKCS #8 RSA, RSASSA-PSS, EC, or
Ed25519. DER inside the entry must be canonical.
	DER: a canonical PKCS #8 binary of 1–16,384 bytes with the same key types.
	JWK: a private JWK map of at most 32 fields: "RSA" with all two-prime
CRT members, "EC" (P-256 or P-384), "OKP" Ed25519, or "oct".
Components must be canonical unpadded Base64url; "oth" and explicit
null alg, use, or key_ops reject.


	format - :pem, :der, or :jwk.
	opts - keyword list; see Options.

A PSS-only private key never becomes a PKCS #1 signing key: it binds only
PS256, PS384, or PS512. Parameter-constrained PSS containers reject rather
than dropping restrictions. Imported EC/OKP public components must agree with
the derived private key. PKCS #8 v2 (OneAsymmetricKey) containers reject with
:unsupported_format.
JWK alg, use, and key_ops restrictions must permit the selected
operation. alg must be absent or equal the selected JOSE name (for example
"EdDSA" for "ed25519"). For signing, use must be absent or "sig" and
key_ops must be absent or a duplicate-free subset of "sign" and "verify"
that includes "sign". For OAEP, use must be absent or "enc", and key_ops
must be absent or a duplicate-free subset of "encrypt", "decrypt",
"wrapKey", and "unwrapKey" that includes "decrypt" or "unwrapKey";
signing operations reject. Public metadata retains these restrictions, and the
handle's capabilities are limited to the permitted operations: [:unwrap] for
OAEP, [:sign, :verify] when key_ops is absent or includes "verify", and
[:sign] otherwise.
Options
	:equivalence - as in new/3: a nonsecret binary of 1–256 bytes, accepted
only for HMAC algorithms. No default.

Returns
	{:ok, %RequestSeal.KeyHandle{}} - a handle whose capabilities follow the
rules above.
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:unsupported_algorithm, :unsupported_format (unknown format, encrypted
PEM, constrained PSS parameters, PKCS #8 v2, or an unrecognized PKCS #8
algorithm), :invalid_key (malformed, oversized, noncanonical, public-only,
or inconsistent input, or a JWK key_ops value outside the allowed set),
:key_mismatch (JWK alg or use that does not fit, key_ops without the
required operation, a PSS-only key for a non-PSS algorithm, or material that
does not fit algorithm), and :invalid_options. Holder startup can also
return :custodian_failure or :deadline_exceeded. Other reasons: see
RequestSeal.Custody.Error.

Examples
A crawler's signing key arrives as a private JWK restricted to signing.
iex> {public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> jwk = %{
...>   "kty" => "OKP",
...>   "crv" => "Ed25519",
...>   "x" => Base.url_encode64(public, padding: false),
...>   "d" => Base.url_encode64(seed, padding: false),
...>   "key_ops" => ["sign"]
...> }
iex> {:ok, handle} = RequestSeal.Custody.Local.import({:jws, "EdDSA"}, jwk, :jwk)
iex> handle.capabilities
[:sign]
iex> {:ok, %RequestSeal.PublicKey{operations: ["sign"]}} = RequestSeal.Custody.public_key(handle)
iex> RequestSeal.Custody.Local.release(handle)
:ok
iex> RequestSeal.Custody.Local.import("ed25519", Map.put(jwk, "alg", "ES256"), :jwk)
{:error, %RequestSeal.Custody.Error{reason: :key_mismatch, retryable: false}}
iex> RequestSeal.Custody.Local.import("ed25519", Map.delete(jwk, "d"), :jwk)
{:error, %RequestSeal.Custody.Error{reason: :invalid_key, retryable: false}}
iex> RequestSeal.Custody.Local.import("ed25519", jwk, :yaml)
{:error, %RequestSeal.Custody.Error{reason: :unsupported_format, retryable: false}}

  



    

  
    
      
    
    
      new(algorithm, material, opts \\ [])



        
          
        

    

  


  

      

          @spec new(RequestSeal.Custody.algorithm(), tuple(), keyword()) ::
  {:ok, RequestSeal.KeyHandle.t()} | {:error, RequestSeal.Custody.Error.t()}


      


Construct an algorithm-bound signing or RSA-OAEP unwrap capability from OTP material.
Construction validates the material, derives its public key (none for HMAC),
performs an actual sign/verify (or OAEP wrap/unwrap) round trip, and then starts
one holder process owned by the caller. Release the handle with release/1.
Parameters
	algorithm - an HTTP identifier from RequestSeal.Crypto.algorithms/0,
{:jws, name} for a JWS extension listed in RequestSeal.Crypto, or
{:jwe, "RSA-OAEP"} / {:jwe, "RSA-OAEP-256"} for unwrap-only custody.
	material - an operation-local OTP descriptor that fits algorithm:	{:rsa, otp_private_key} - a two-prime :RSAPrivateKey record with a
2048–8192-bit modulus and consistent CRT components; RSA signing
algorithms and both JWE algorithms.
	{:ec, "P-256" | "P-384", scalar_bytes} - a 32- or 48-byte scalar on the
algorithm's curve.

	{:ed25519, seed_bytes} - a 32-byte seed.
	{:hmac, secret_bytes} - a 32–16,384-byte secret.


	opts - keyword list; see Options.

Options
	:equivalence - a nonsecret binary of 1–256 bytes, accepted only for HMAC
algorithms; it becomes the handle's :symmetric RequestSeal.KeyIdentity.
When absent, an HMAC handle's identity is :unknown. No default.

Returns
	{:ok, %RequestSeal.KeyHandle{}} - capabilities [:sign, :verify] for a
signing algorithm, [:unwrap] for a JWE algorithm.
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:unsupported_algorithm, :invalid_options (an option other than a single
:equivalence, or :equivalence on a non-HMAC algorithm or outside
1–256 bytes), :invalid_key (malformed, out-of-range, or inconsistent
material), and :key_mismatch (material of a type or curve that does not
fit algorithm). Holder startup can also return :custodian_failure or
:deadline_exceeded. Other reasons: see RequestSeal.Custody.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> handle.capabilities
[:sign, :verify]
iex> {:ok, _signature} = RequestSeal.Custody.sign(handle, "release manifest for build 7781")
iex> RequestSeal.Custody.Local.release(handle)
:ok
iex> RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed}, timeout: 1_000)
{:error, %RequestSeal.Custody.Error{reason: :invalid_options, retryable: false}}
iex> RequestSeal.Custody.Local.new("hmac-sha256", {:hmac, "too short"})
{:error, %RequestSeal.Custody.Error{reason: :invalid_key, retryable: false}}
iex> RequestSeal.Custody.Local.new({:jwe, "RSA-OAEP-256"}, {:ed25519, seed})
{:error, %RequestSeal.Custody.Error{reason: :key_mismatch, retryable: false}}
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          @spec release(RequestSeal.KeyHandle.t()) ::
  :ok | {:error, RequestSeal.Custody.Error.t()}


      


Stop a local holder and discard its key material. Releasing it again returns :ok.
Waits up to 5,000 ms for the holder to exit. Later operations on the handle
return :key_not_found.
Parameters
	handle - a RequestSeal.KeyHandle.t/0 created by this custodian.

Returns
	:ok - the holder has exited, or had already exited.
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:invalid_handle (not a handle created by this custodian, or a malformed
one) and :deadline_exceeded (the holder did not exit within 5,000 ms).
Meanings: RequestSeal.Custody.Error.

Examples
iex> {:ok, handle} = RequestSeal.Custody.Local.new("hmac-sha256", {:hmac, :crypto.strong_rand_bytes(32)})
iex> RequestSeal.Custody.Local.release(handle)
:ok
iex> RequestSeal.Custody.Local.release(handle)
:ok
iex> RequestSeal.Custody.sign(handle, "order 5512 shipped")
{:error, %RequestSeal.Custody.Error{reason: :key_not_found, retryable: false}}
iex> RequestSeal.Custody.Local.release(:not_a_handle)
{:error, %RequestSeal.Custody.Error{reason: :invalid_handle, retryable: false}}

  


        

      


  

    
RequestSeal.Custody.Local.Owner 
    



      
Caller-supervised owner of Ed25519 signing handles.
Add {RequestSeal.Custody.Local.Owner, name: MyApp.Custody, keys: keys} to
your supervision tree. start_link/1 documents the key sources and encodings;
there is no guess-decoding.
Files must be regular, not symbolic links, with mode 0600 or stricter (no
execute, group, other, or special permission bits). Use {:file, ...} in
production: environment seeds are inherited by OS child processes. Avoid :raw
environment seeds; environment values cannot safely represent arbitrary binary
data. Keep source paths and their parent directories under trusted control during startup.
Bad keys do not prevent startup; status/1 reports each key's bounded status.
No signing capability is issued for a bad source.
Key names, variable names, and paths are configuration, never seed values.
The owner becomes sensitive before reading sources. Each decoded seed goes
directly to RequestSeal.Custody.Local.new/2; only handles and bounded statuses
remain in state. Holders monitor this owner, not the process calling fetch/2.
Sources are read on every start and restart; environment variables are never
deleted. Registration after startup is unsupported. Fetch per operation, or
fetch again and retry once on custody :key_not_found after an owner restart.
During restart, :owner_unavailable means wait for the supervised owner to
become available before fetching again. A file that disappears or changes
identity after its initial checks reports :insecure_file.
Abnormal exits retain a bounded atom reason; private reason terms are discarded.
Loading the library starts nothing.
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    Functions
  


    
      
        child_spec(init_arg)

      


        Build a child specification containing source descriptors, never loaded seeds.



    


    
      
        fetch(owner, name)

      


        Fetch a handle; distinguish an unconfigured key from an unavailable owner.



    


    
      
        ready?(owner, name)

      


        Report whether a handle is available for the named key.



    


    
      
        start_link(opts)

      


        Start a linked owner with a fixed set of source descriptors.



    


    
      
        status(owner)

      


        Return each configured key's bounded status.
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          @type encoding() :: :base64url | :base64 | :hex | :raw
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          @type key_status() ::
  :ready
  | :unconfigured
  | {:error, :invalid_seed | :insecure_file | :unreadable}
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          @type options() :: [name: atom(), keys: [{atom(), {binary(), source()}}]]
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          @type source() :: {:env | :file | :file_from_env, binary(), encoding()}
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          @spec child_spec(options()) :: Supervisor.child_spec()


      


Build a child specification containing source descriptors, never loaded seeds.
Parameters
	opts - the same :name and :keys options as start_link/1.

Returns
	a Supervisor.child_spec/0 map whose :id is :name (or this module
when no name is given) and whose :start calls start_link/1. A key entry
that is not a valid {"ed25519", source} descriptor is replaced by
:invalid_seed, so the supervisor never retains it.

Raises ArgumentError ("invalid custody owner options") when opts fails the
checks that make start_link/1 return {:error, :invalid_options}.
Examples
iex> keys = [builds: {"ed25519", {:file, "/etc/example/builds.key", :base64url}}]
iex> RequestSeal.Custody.Local.Owner.child_spec(name: MyApp.Custody, keys: keys)
%{
  id: MyApp.Custody,
  start: {RequestSeal.Custody.Local.Owner, :start_link, [[name: MyApp.Custody, keys: keys]]}
}
iex> RequestSeal.Custody.Local.Owner.child_spec(keys: [builds: {"rsa", {:env, "BUILD_KEY", :hex}}])
%{
  id: RequestSeal.Custody.Local.Owner,
  start: {RequestSeal.Custody.Local.Owner, :start_link, [[name: nil, keys: [builds: :invalid_seed]]]}
}
iex> RequestSeal.Custody.Local.Owner.child_spec(keys: :none)
** (ArgumentError) invalid custody owner options
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          @spec fetch(GenServer.server(), atom()) ::
  {:ok, RequestSeal.KeyHandle.t()}
  | {:error, :unconfigured | :owner_unavailable}


      


Fetch a handle; distinguish an unconfigured key from an unavailable owner.
The handle's holder is owned and monitored by the owner, not by the caller;
do not release it unless the key should stay unavailable until the owner restarts.
Parameters
	owner - the owner's PID or registered name (GenServer.server/0).
	name - the atom key name given in :keys.

Returns
	{:ok, %RequestSeal.KeyHandle{}} - an Ed25519 signing handle whose holder
was alive when the owner replied.
	{:error, :unconfigured} - the name is unknown, its source was missing,
empty, or failed, or its holder has stopped.
	{:error, :owner_unavailable} - the owner is stopped or did not reply
within the default GenServer.call/3 timeout.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> variable = "REQUEST_SEAL_DOC_SEED_#{System.unique_integer([:positive])}"
iex> System.put_env(variable, Base.encode16(seed))
:ok
iex> {:ok, owner} = RequestSeal.Custody.Local.Owner.start_link(keys: [crawler: {"ed25519", {:env, variable, :hex}}])
iex> System.delete_env(variable)
:ok
iex> {:ok, handle} = RequestSeal.Custody.Local.Owner.fetch(owner, :crawler)
iex> {:ok, _signature} = RequestSeal.Custody.sign(handle, "GET https://www.example.org/robots.txt")
iex> RequestSeal.Custody.Local.Owner.fetch(owner, :messaging)
{:error, :unconfigured}
iex> GenServer.stop(owner)
:ok
iex> RequestSeal.Custody.Local.Owner.fetch(owner, :crawler)
{:error, :owner_unavailable}

  



  
    
      
    
    
      ready?(owner, name)



        
          
        

    

  


  

      

          @spec ready?(GenServer.server(), atom()) :: boolean()


      


Report whether a handle is available for the named key.
Equivalent to match?({:ok, _}, fetch(owner, name)). Readiness is a snapshot;
a holder can still stop between this call and a signing call.
Parameters
	owner - the owner's PID or registered name (GenServer.server/0).
	name - the atom key name given in :keys.

Returns
	true - fetch/2 would return a handle.
	false - the key is unconfigured or the owner is unavailable.

Examples
iex> unset = "REQUEST_SEAL_DOC_UNSET_#{System.unique_integer([:positive])}"
iex> {:ok, owner} = RequestSeal.Custody.Local.Owner.start_link(keys: [documents: {"ed25519", {:env, unset, :hex}}])
iex> RequestSeal.Custody.Local.Owner.ready?(owner, :documents)
false
iex> GenServer.stop(owner)
:ok
iex> RequestSeal.Custody.Local.Owner.ready?(owner, :documents)
false
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          @spec start_link(options()) :: GenServer.on_start()


      


Start a linked owner with a fixed set of source descriptors.
Every source is read once during start (and again on each restart); each valid
seed becomes one RequestSeal.Custody.Local handle owned by this process.
Parameters
	opts - keyword list; see Options. Unknown or duplicate options reject.

Options
	:name - optional atom used to register the owner (not true or false).
Default: not registered.

	:keys - required keyword list of key_name: {"ed25519", source} entries
with unique atom key names. Sources:
	{:env, variable, encoding} - the seed is the value of variable.
	{:file, path, encoding} - the seed is the content of the file at path.
	{:file_from_env, variable, encoding} - reads a file path from variable,
then reads that file.

Encodings are :base64url (padding optional), :base64 (padded), :hex
(either case), or :raw. Only ASCII space, tab, CR, and LF are trimmed from
text encodings; raw bytes are unchanged. Base64 encodings must be canonical.
Decoded seeds must be exactly 32 bytes. Source inputs are limited to 4,096
bytes, including whitespace. An entry that is not of this shape does not
stop startup; its status is {:error, :invalid_seed}.


Returns
	{:ok, pid} - the owner started, whatever the status of individual keys.
	{:error, :invalid_options} - opts is not a keyword list, has an unknown
or duplicate option, lacks a keyword-list :keys, repeats a key name, or
has a :name that is not an atom or is a boolean.
	any other GenServer.on_start/0 result, such as
{:error, {:already_started, pid}} when :name is taken.

Examples
A build signer reads its seed from a 0600 file. The file is created and
restricted before the seed is written, then removed after the owner stops.
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> path = Path.join(System.tmp_dir!(), "request-seal-builds-#{System.unique_integer([:positive])}.key")
iex> File.touch!(path)
:ok
iex> File.chmod!(path, 0o600)
:ok
iex> File.write!(path, Base.url_encode64(seed, padding: false) <> "\n")
:ok
iex> {:ok, owner} = RequestSeal.Custody.Local.Owner.start_link(keys: [builds: {"ed25519", {:file, path, :base64url}}])
iex> RequestSeal.Custody.Local.Owner.status(owner)
%{builds: :ready}
iex> GenServer.stop(owner)
:ok
iex> File.rm!(path)
:ok
iex> RequestSeal.Custody.Local.Owner.start_link(keys: [builds: {"ed25519", {:file, path, :base64url}}], timeout: 1_000)
{:error, :invalid_options}
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          @spec status(GenServer.server()) ::
  %{required(atom()) => key_status()} | {:error, :owner_unavailable}


      


Return each configured key's bounded status.
Parameters
	owner - the owner's PID or registered name (GenServer.server/0).

Returns
	a map from each configured key name to:	:ready - a handle is available.
	:unconfigured - missing or empty variable, missing file, or stopped holder.
	{:error, :invalid_seed} - the source decoded to no valid 32-byte seed,
or the key entry was malformed.
	{:error, :insecure_file} - the file is not a regular file with mode 0600
or stricter, or it changed identity during reading.
	{:error, :unreadable} - the source could not be read.


	{:error, :owner_unavailable} - the owner is stopped or did not reply
within the default GenServer.call/3 timeout.

Examples
iex> unset = "REQUEST_SEAL_DOC_UNSET_#{System.unique_integer([:positive])}"
iex> keys = [
...>   messaging: {"ed25519", {:env, unset, :base64url}},
...>   orders: {"ed25519", {:url, "https://keys.example.com/orders", :hex}}
...> ]
iex> {:ok, owner} = RequestSeal.Custody.Local.Owner.start_link(keys: keys)
iex> RequestSeal.Custody.Local.Owner.status(owner)
%{messaging: :unconfigured, orders: {:error, :invalid_seed}}
iex> GenServer.stop(owner)
:ok
iex> RequestSeal.Custody.Local.Owner.status(owner)
{:error, :owner_unavailable}

  


        

      


  

    
RequestSeal.Custody.SSHAgent 
    



      
Non-exporting signing through a caller-selected OpenSSH agent Unix socket.
Protocol: draft-miller-ssh-agent-14,
RFC 8709,
RFC 8332, and
RFC 5656.
new/4 binds a trusted public key to an explicit socket path and proves
possession before returning a handle. It never reads SSH_AUTH_SOCK, starts
an agent, loads keys, or accesses private files. The caller owns agent access and
authorization. An OpenSSH agent is a separate process, not an HSM guarantee.
new/4 lists the supported algorithms; RSA PKCS #1 v1.5 SHA-256 signing uses
agent flag 2.
Each sign uses one new connection; replies cannot spill into another operation.
Identity lists are bounded to 256 keys, receive frames to 1,048,576 bytes, key blobs and
comments to 16,384 bytes. Selection uses exact public components, never a comment
or key ID. ECDSA mpints convert to fixed-width r || s, and every returned signature
must verify with Crypto before release. Verification uses the trusted public
key locally; it does not assert current agent possession or authorization.
Outgoing request frames have no library bound beyond the max_bytes: option of
RequestSeal.Custody.sign/3. OpenSSH caps the whole agent message at 256 KiB,
including protocol overhead, so payloads slightly under 262,144 bytes are the
practical limit. Observed with OpenSSH 9.9 and Ed25519: 262,000 bytes signed
successfully; 262,200 returned :custodian_protocol. A larger max_bytes:
does not raise the agent's limit.
Removed keys during signing yield :key_not_found. Connect and pre-send connection failures yield
retryable :custodian_unavailable. After a request is written, a closed
connection, short frame, or malformed reply yields nonretryable
:custodian_protocol; deadline expiry yields :deadline_exceeded.
Deadline or caller death closes the worker's connection. No logs or telemetry
contain the path, references, comments, bases, or signatures.
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        Bind a supported algorithm, explicit socket, and trusted public key after a real possession check.
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          @spec new(
  RequestSeal.Crypto.algorithm(),
  binary(),
  RequestSeal.PublicKey.t(),
  keyword()
) ::
  {:ok, RequestSeal.KeyHandle.t()} | {:error, RequestSeal.Custody.Error.t()}


      


Bind a supported algorithm, explicit socket, and trusted public key after a real possession check.
Construction proves possession by asking the agent to sign empty bytes and
checking the returned signature against public. The returned handle has
capabilities [:sign, :verify]; each later signature first confirms the key is
still listed by the agent.
Parameters
	algorithm - "ed25519", "rsa-v1_5-sha256", "ecdsa-p256-sha256",
"ecdsa-p384-sha384", or {:jws, name} with name one of "EdDSA",
"RS256", "ES256", or "ES384". PSS and HMAC reject.
	socket_path - an absolute agent socket path of 1–103 bytes with no NUL byte.
	public - the trusted RequestSeal.PublicKey.t/0 of the agent key; it
must fit algorithm, and any JWK restrictions must permit verification
with it.
	opts - keyword list; see Options.

Options
	:timeout - deadline in milliseconds for the possession check, integer
1–300,000. Default 5_000. No other option is accepted.

Returns
	{:ok, %RequestSeal.KeyHandle{}} - a signing and verification handle.
	{:error, %RequestSeal.Custody.Error{}} - reasons this function can return:
:invalid_options (unknown, duplicate, or out-of-range option, or an
invalid socket_path), :unsupported_algorithm, :invalid_key (public
fails validation), :key_mismatch (public does not fit algorithm or its
restrictions), :custodian_unavailable (no socket, refused, or closed before
the request), :custodian_rejected (the agent does not hold the key, refuses,
or returns a signature that fails verification), :custodian_protocol
(malformed, short, or oversized reply, or a connection closed after the
request), :deadline_exceeded, and
:custodian_failure. Meanings: RequestSeal.Custody.Error.

Examples
Algorithm and path checks run before any agent connection:
iex> {public, _seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, key} = RequestSeal.PublicKey.import({:ed25519, public}, :raw)
iex> RequestSeal.Custody.SSHAgent.new("hmac-sha256", "/run/agent.sock", key)
{:error, %RequestSeal.Custody.Error{reason: :unsupported_algorithm, retryable: false}}
iex> RequestSeal.Custody.SSHAgent.new("ed25519", "agent.sock", key)
{:error, %RequestSeal.Custody.Error{reason: :invalid_options, retryable: false}}
iex> RequestSeal.Custody.SSHAgent.new("ecdsa-p256-sha256", "/run/agent.sock", key)
{:error, %RequestSeal.Custody.Error{reason: :key_mismatch, retryable: false}}
Fragment (requires a running OpenSSH agent holding the Ed25519 key; not executed here):
{:ok, key} = RequestSeal.PublicKey.import(trusted_public_key_pem, :pem)
{:ok, handle} = RequestSeal.Custody.SSHAgent.new("ed25519", "/run/user/1000/agent.sock", key, timeout: 2_000)
{:ok, signature} = RequestSeal.Custody.sign(handle, "deploy build 9134 to staging.example.com")
:ok = RequestSeal.Custody.verify(handle, "deploy build 9134 to staging.example.com", signature)

  


        

      


  

    
RequestSeal.KeyHandle 
    



      
Caller-owned, algorithm-bound signing, verification, or key-unwrapping capability.
Construct handles through a custodian such as RequestSeal.Custody.Local or
RequestSeal.Custody.SSHAgent. Only that custodian interprets ref. Local
references contain only a holder PID and token, never key material. The holder
is sensitive and lives until RequestSeal.Custody.Local.release/1 or creator exit,
including after handle transfer. Dropping a handle does not stop its holder.
A long-lived owner such as a GenServer must release handles it no longer needs,
or create handles once at startup and reuse them for its lifetime.
RequestSeal.Custody.Local.Owner supplies a caller-supervised owner for
explicitly encoded Ed25519 sources. Fetch a fresh handle for each operation,
or fetch again and retry once on :key_not_found after owner restart.
Loading the library starts no process or store. Local construction starts one
holder per handle. An asymmetric public key is obtained through
RequestSeal.Custody.public_key/1; HMAC has no public export.
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          @type t() :: %RequestSeal.KeyHandle{
  algorithm: RequestSeal.Custody.algorithm(),
  capabilities: [:sign | :verify | :unwrap],
  custodian: module(),
  ref: (-> term())
}


      



  


        

      


  

    
RequestSeal.KeyIdentity 
    



      
Internal trusted key equivalence, redacted from default inspection.
Public identities use validated RequestSeal.PublicKey components, with
:rsa_pss normalized to :rsa. Symmetric identities are opaque, nonsecret
custodian-supplied binaries of 1–256 bytes. RequestSeal never derives one from
a secret. A caller must supply the same identity for aliases within its trusted
scope. Unknown equivalence never establishes equality, including with itself.
Do not place these internal values in general results, logs, or telemetry.
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        Compare known, validated identities; unknown or malformed identities never match.
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          @type t() :: %RequestSeal.KeyIdentity{
  kind: :public | :symmetric | :unknown,
  value: term()
}
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          @spec same?(t(), t()) :: boolean()


      


Compare known, validated identities; unknown or malformed identities never match.
Parameters
	a, b - t/0 values, normally returned by
RequestSeal.Custody.identity/1.

Returns
	true - both are :public identities whose components validate as
RequestSeal.PublicKey material and are equal after :rsa_pss is
normalized to :rsa, or both are :symmetric identities with equal
binary values of 1–256 bytes.
	false - in every other case, including any :unknown identity (even
compared with itself), identities of different kinds, and malformed values.
This function returns no error and does not raise.

Examples
iex> {public, _seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> a = %RequestSeal.KeyIdentity{kind: :public, value: {:ed25519, public}}
iex> RequestSeal.KeyIdentity.same?(a, %RequestSeal.KeyIdentity{kind: :public, value: {:ed25519, public}})
true
iex> {other, _seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> RequestSeal.KeyIdentity.same?(a, %RequestSeal.KeyIdentity{kind: :public, value: {:ed25519, other}})
false
iex> unknown = %RequestSeal.KeyIdentity{kind: :unknown, value: nil}
iex> RequestSeal.KeyIdentity.same?(unknown, unknown)
false

  


        

      


  

    
RequestSeal.PublicKey 
    



      
Public-only RSA, P-256, P-384, and Ed25519 key formats and algorithm binding.
Formats follow RFC 7517,
RFC 7518,
RFC 8037,
RFC 4055,
RFC 5480, and
RFC 8410.
import/2 and export/2 move keys between public JWK maps, PEM, DER
SubjectPublicKeyInfo, and explicit components; their documentation lists the
accepted shapes. No secret or key ID is retained.
JWK alg, use, and key_ops are retained and checked on every verification.
JWK alg uses exact JOSE identifiers even for an HTTP algorithm. Absent metadata
imposes no additional restriction; it does not establish trust.
RSA-PSS SubjectPublicKeyInfo with absent parameters retains its PSS-only type,
which binds only PS256, PS384, and PS512.
RSA moduli are odd, 2048–8192 bits; public exponents are odd, 3–2^32-1 and
smaller than the modulus. EC points must have the exact uncompressed width and
pass OTP point validation. Ed25519 keys are 32 bytes with canonical encoded y
and reject all eight small-order points with :invalid_key in every format.
The check ignores the encoded x sign, following the
libsodium small-order blocklist (ge25519_has_small_order in
ed25519_ref10.c at tag 1.0.18).
Supplied structs are revalidated at each use.
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        export(key, format)

      


        Export a validated public key without dropping algorithm or operation restrictions.



    


    
      
        import(value, format)

      


        Import bounded, explicit public key material, preserving JWK restrictions.



    


    
      
        thumbprint(key)

      


        Compute the RFC 7638 / RFC 8037 SHA-256 thumbprint of required public members.
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          @type t() :: %RequestSeal.PublicKey{
  algorithm: binary() | nil,
  material: tuple(),
  operations: [binary()] | nil,
  use: binary() | nil
}
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          @spec export(t(), :jwk | :pem | :der | :raw) ::
  {:ok, term()} | {:error, RequestSeal.Crypto.Error.t()}


      


Export a validated public key without dropping algorithm or operation restrictions.
Parameters
	key - a t/0; it is revalidated before export.
	format - :jwk, :pem, :der, or :raw.

Returns
	{:ok, encoded} - for :raw, the material tuple; for :jwk, a map with
the required members plus any alg, use, and key_ops restrictions; for
:der, a SubjectPublicKeyInfo binary; for :pem, a PUBLIC KEY PEM binary.
	{:error, %RequestSeal.Crypto.Error{}} - reasons this function can return:
:invalid_key (key fails validation) and :unsupported_format (unknown
format; a key with algorithm, use, or operations restrictions
exported to a format other than :jwk, which would drop them; or a PSS-only
:rsa_pss key exported to :jwk, which has no equivalent key-type
restriction). Meanings: RequestSeal.Crypto.Error.

Examples
iex> jwk = %{"kty" => "OKP", "crv" => "Ed25519", "x" => "11qYAYKxCrfVS_7TyWQHOg7hcvPapiMlrwIaaPcHURo", "alg" => "EdDSA"}
iex> {:ok, key} = RequestSeal.PublicKey.import(jwk, :jwk)
iex> RequestSeal.PublicKey.export(key, :jwk) == {:ok, jwk}
true
iex> RequestSeal.PublicKey.export(key, :pem)
{:error, %RequestSeal.Crypto.Error{reason: :unsupported_format}}
iex> {:ok, "-----BEGIN PUBLIC KEY-----" <> _} = RequestSeal.PublicKey.export(%{key | algorithm: nil}, :pem)
iex> RequestSeal.PublicKey.export(%{key | material: {:ed25519, "short"}}, :raw)
{:error, %RequestSeal.Crypto.Error{reason: :invalid_key}}
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          @spec import(term(), :jwk | :pem | :der | :raw) ::
  {:ok, t()} | {:error, RequestSeal.Crypto.Error.t()}


      


Import bounded, explicit public key material, preserving JWK restrictions.
Every format applies the validation rules in the module documentation.
Parameters
	value - the encoded public key, matching format:	:raw - {:rsa, n, e}, {:rsa_pss, n, e},
{:ec, "P-256" | "P-384", uncompressed_point}, or {:ed25519, public_bytes}.
	:jwk - a public JWK map of at most 32 entries: "RSA" ("n", "e"),
"EC" ("crv", "x", "y"), or "OKP" Ed25519 ("x"). Components are
canonical unpadded Base64url of at most 1,366 characters; RSA integers have
no leading zero byte. Private members (d, p, q, dp, dq, qi,
oth) and symmetric k reject. alg (printable ASCII, 1–64 bytes), use
("sig" or "enc"), and key_ops (at most eight distinct registered
operations) are retained; an explicit null rejects, and simultaneous
use and key_ops restrictions must agree.
	:pem - a binary of 1–16,384 bytes holding exactly one unencrypted
SubjectPublicKeyInfo or PKCS #1 RSA public key entry. Private material rejects.
	:der - a canonical SubjectPublicKeyInfo binary of 1–16,384 bytes. RSA-PSS
with absent parameters imports as :rsa_pss; parameter-constrained PSS keys
reject instead of discarding constraints.


	format - :jwk, :pem, :der, or :raw.

Returns
	{:ok, %RequestSeal.PublicKey{}} - validated material in the :raw shape;
algorithm, use, and operations hold JWK metadata, otherwise nil.
	{:error, %RequestSeal.Crypto.Error{}} - reasons this function can return:
:unsupported_format (format is not one of the four) and :invalid_key
(any malformed, oversized, noncanonical, private, small-order, or otherwise
invalid input). Meanings: RequestSeal.Crypto.Error.

Examples
The Ed25519 public key from RFC 8037 Appendix A.2:
iex> jwk = %{"kty" => "OKP", "crv" => "Ed25519", "x" => "11qYAYKxCrfVS_7TyWQHOg7hcvPapiMlrwIaaPcHURo"}
iex> {:ok, %RequestSeal.PublicKey{material: {:ed25519, public}, algorithm: nil}} = RequestSeal.PublicKey.import(jwk, :jwk)
iex> byte_size(public)
32
iex> {:ok, key} = RequestSeal.PublicKey.import(Map.put(jwk, "key_ops", ["verify"]), :jwk)
iex> key.operations
["verify"]
iex> RequestSeal.PublicKey.import(Map.put(jwk, "d", "nWGxne_9WmC6hEr0kuwsxERJxWl7MmkZcDusAxyuf2A"), :jwk)
{:error, %RequestSeal.Crypto.Error{reason: :invalid_key}}
iex> RequestSeal.PublicKey.import({:ed25519, <<1>> <> :binary.copy(<<0>>, 31)}, :raw)
{:error, %RequestSeal.Crypto.Error{reason: :invalid_key}}
iex> RequestSeal.PublicKey.import(jwk, :ssh)
{:error, %RequestSeal.Crypto.Error{reason: :unsupported_format}}
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          @spec thumbprint(t()) :: {:ok, binary()} | {:error, RequestSeal.Crypto.Error.t()}


      


Compute the RFC 7638 / RFC 8037 SHA-256 thumbprint of required public members.
Only the required members are hashed (e, kty, n for RSA, including
PSS-only keys; crv, kty, x for Ed25519; crv, kty, x, y for EC);
alg, use, and key_ops metadata is not thumbprint material.
Parameters
	key - a t/0; it is revalidated first.

Returns
	{:ok, thumbprint} - the unpadded Base64url SHA-256 digest (43 characters).
	{:error, %RequestSeal.Crypto.Error{}} - reason :invalid_key when key
fails validation. Meanings: RequestSeal.Crypto.Error.

Examples
RFC 8037 Appendix A.3:
iex> jwk = %{"kty" => "OKP", "crv" => "Ed25519", "x" => "11qYAYKxCrfVS_7TyWQHOg7hcvPapiMlrwIaaPcHURo"}
iex> {:ok, key} = RequestSeal.PublicKey.import(jwk, :jwk)
iex> RequestSeal.PublicKey.thumbprint(key)
{:ok, "kPrK_qmxVWaYVA9wwBF6Iuo3vVzz7TxHCTwXBygrS4k"}
iex> RequestSeal.PublicKey.thumbprint(%{key | use: "encrypt"})
{:error, %RequestSeal.Crypto.Error{reason: :invalid_key}}

  


        

      


  

    
RequestSeal.Discovery 
    



      
Explicit bounded HTTPS discovery of HTTP Message Signatures Directories, JWKS
and Client ID Metadata Documents. Construct a Discovery.Source from trusted
caller configuration. A message/key ID never defines a URL to fetch.
The caller starts SSL; the library starts no application, listener, store,
timer or background refresh. A monitored worker enforces a single absolute
deadline across DNS, TLS, redirects and CIMD's optional JWKS subresource, and
terminates socket owners on caller death or timeout.
Source policy controls exact private-address exceptions, redirects and resource
limits. Every address in a DNS response is vetted; TLS connects by tuple and
checks its connected peer. Responses require HTTP 200 and the selected media
type; framing rejects ambiguous Content-Length/Transfer-Encoding. Trailer
signatures cannot establish a proof. Gzip is expanded under a separate bound.
Content-coding tokens are case-insensitive; x-gzip is accepted as gzip per
RFC 9110 Section 8.4.1.3. Unknown or stacked codings reject.
Required public JWK members produce RFC 7638/8037 SHA-256 key IDs. A supplied
kid must equal that value by default. Explicit Source.key_id: :directory
requires unique printable directory-assigned IDs while retaining thumbprints
for identity, revocation and cache removal; private material and malformed keys reject the
entire set. HTTP alg tokens map to the JOSE restriction held by PublicKey.
Keys whose use/operation restrictions forbid verification, and not-yet-valid,
expired or revoked keys, are not resolvable. Duplicate IDs reject among eligible
entries only. Directory sources require thumbprint mode. Directory
signatures use the existing RequestSeal.verify/3 contract to bind @authority;req, digest, created/expires, key ID and tag.
Directory proof means cryptographic possession, never principal attribution.
Proof selection uses the directory label or a directory-tagged member whose
key ID names a published directory key. Unrelated labels are ignored; missing
or invalid selected members reject.
resolver/2 bridges a snapshot or {cache, source} to Policy.key_resolver.
A key ID never selects a URL. RequestSeal.Discovery.Cache is an optional
caller-started bounded cache with explicit refresh/removal/invalidation; it
never serves stale keys. Named profiles enforce their own key/proof validity
clock independently of request-freshness policy.
Web Bot Auth protocol-00 Appendix C.4 states: "A verifier should not fetch the
directory for every request." Freshness follows Cache-Control: max-age before
Expires, accounting for Date and Age under RFC 9111. Without either
freshness field, the default is 300 seconds, caller-configurable via min_ttl.
Invalid or past Expires is immediately stale. max_ttl, key/signature expiry,
and no-cache/no-store still bound freshness.
Appendix C.5 states: "Negative cache entries should expire after no more than
five minutes." Accordingly, negative_ttl cannot exceed 300 seconds.
It also states: "Network failures, TLS failures, and 5xx responses should be
treated as transient unless local policy says otherwise." This adapter marks
5xx :unexpected_status retryable and 4xx non-retryable; retry scheduling and
decisions remain caller-owned.
Sources: Web Bot Auth protocol-00,
CIMD-02,
RFC 7638,
RFC 8037,
RFC 9110 Section 8.4.1.3,
RFC 9111 Section 4.2.1,
RFC 9112.
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        fetch(source, opts \\ [])

      


        Fetch a configured source once under a cancellable absolute deadline, with no cache.



    


    
      
        resolver(input, opts)

      


        Build a RequestSeal.Policy key_resolver over a key set snapshot or a cache.
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          @spec fetch(RequestSeal.Discovery.Source.t(), keyword()) ::
  {:ok, RequestSeal.Discovery.KeySet.t()}
  | {:error, RequestSeal.Discovery.Error.t()}


      


Fetch a configured source once under a cancellable absolute deadline, with no cache.
Accepted response media types are
application/http-message-signatures-directory+json for :directory,
application/jwk-set+json or application/json for :jwks_uri, and
application/json for :cimd (and for a CIMD document's same-origin jwks_uri,
application/jwk-set+json or application/json).
Parameters
	source - a RequestSeal.Discovery.Source from RequestSeal.Discovery.Source.new/1;
a modified struct is revalidated.
	opts - keyword list without unknown or duplicate keys; see Options.

Options
	:timeout - milliseconds, 1 through 300,000, capped by the source's
:timeout. Default: the source's :timeout.
	:clock - arity-zero function returning Unix seconds from 0 through
253,402,300,799, used for freshness, key validity and directory signature
times. Default: system time.

Returns
	{:ok, %RequestSeal.Discovery.KeySet{}} - the eligible keys indexed by the
source's key ID mode, with fetched_at, expires_at, revision and proof
(:signed or :unsigned for directories, :not_applicable otherwise).
	{:error, %RequestSeal.Discovery.Error{}} - reasons this function can return:
:invalid_source, :invalid_options, :transport_unavailable,
:resolution_failed, :address_denied, :connect_failed, :tls_failed,
:deadline_exceeded, :redirect_denied (also a CIMD jwks_uri on another
origin), :redirect_limit, :unexpected_status, :unexpected_media_type,
:limit, :invalid_response, :invalid_key_set, :client_id_mismatch,
:ambiguous_key_source, :directory_unsigned, :directory_signature_invalid,
and :source_unavailable if the fetch worker is killed. Meanings:
RequestSeal.Discovery.Error.

Examples
iex> {:ok, source} =
...>   RequestSeal.Discovery.Source.new(%{
...>     type: :jwks_uri,
...>     location: "https://keys.example/jwks.json"
...>   })
iex> RequestSeal.Discovery.fetch(source, retries: 2)
{:error, %RequestSeal.Discovery.Error{reason: :invalid_options, retryable: false}}
iex> RequestSeal.Discovery.fetch(source, timeout: 0)
{:error, %RequestSeal.Discovery.Error{reason: :invalid_options, retryable: false}}
Fragment (requires a started :ssl application and an HTTPS peer at
signer.example; not executed here):
{:ok, _} = Application.ensure_all_started(:ssl)

{:ok, source} =
  RequestSeal.Discovery.Source.new(%{type: :directory, location: "https://signer.example"})

{:ok, %RequestSeal.Discovery.KeySet{proof: :signed} = set} =
  RequestSeal.Discovery.fetch(source, timeout: 2_000)
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          @spec resolver(
  RequestSeal.Discovery.KeySet.t()
  | {GenServer.server(), RequestSeal.Discovery.Source.t()},
  keyword()
) :: (map() -> term())


      


Build a RequestSeal.Policy key_resolver over a key set snapshot or a cache.
The returned function takes the resolver request map, uses only its :keyid
(labels and tags are ignored), and returns {:ok, %{key: key, algorithm: algorithm}}
or :error. A RequestSeal.Discovery.KeySet
snapshot is resolved with RequestSeal.Discovery.KeySet.lookup/3 at system
wall time. A {cache, source} pair is resolved with
RequestSeal.Discovery.Cache.resolve/4, whose freshness and key expiry use the
cache's configured clock, preserving the caller's explicit clock policy; a
miss or expiry fetches under the source's timeout.
Parameters
	input - a RequestSeal.Discovery.KeySet, or {cache, source} with a
running RequestSeal.Discovery.Cache and a RequestSeal.Discovery.Source.
	opts - keyword list; see Options.

Options
	:algorithms - required, and the only accepted option: 1 to 64 algorithm
identifiers accepted by a policy (the names in
RequestSeal.Crypto.algorithms/0 or {:jws, name} tuples). The first entry
compatible with the key is selected.

Returns
	A function of arity one. Invalid options do not raise: the function then
returns :error for every request. It also returns :error for an unknown,
stale, revoked or incompatible key, a cache error, or a request without :keyid.

Examples
A key set normally comes from fetch/2 or RequestSeal.Discovery.Cache.refresh/2;
this example builds one from a locally generated Ed25519 key so it runs offline.
iex> {public, _private} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, key} =
...>   RequestSeal.PublicKey.import(
...>     %{"kty" => "OKP", "crv" => "Ed25519", "x" => Base.url_encode64(public, padding: false)},
...>     :jwk
...>   )
iex> {:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
iex> {:ok, source} =
...>   RequestSeal.Discovery.Source.new(%{type: :jwks_uri, location: "https://keys.example/jwks.json"})
iex> entry = %RequestSeal.Discovery.Resolution{
...>   key: key,
...>   key_id: thumbprint,
...>   thumbprint: thumbprint,
...>   algorithm: "ed25519",
...>   origin: "https://keys.example",
...>   source_type: :jwks_uri,
...>   location: source.location,
...>   fetched_at: 0,
...>   expires_at: 253_402_300_799,
...>   proof: :not_applicable
...> }
iex> set = %RequestSeal.Discovery.KeySet{
...>   source: source,
...>   origin: "https://keys.example",
...>   keys: %{thumbprint => entry},
...>   fetched_at: 0,
...>   expires_at: 253_402_300_799,
...>   revision: "example-revision",
...>   proof: :not_applicable
...> }
iex> resolve = RequestSeal.Discovery.resolver(set, algorithms: ["ed25519"])
iex> {:ok, %{algorithm: "ed25519", key: ^key}} = resolve.(%{keyid: thumbprint, label: "sig1"})
iex> resolve.(%{keyid: "unknown"})
:error
iex> RequestSeal.Discovery.resolver(set, algorithms: []).(%{keyid: thumbprint})
:error

  


        

      


  

    
RequestSeal.Discovery.Cache 
    



      
Optional caller-started bounded discovery cache; no timers or background refresh.
Source identity includes all configuration and trust roots. A full cache
returns :cache_overloaded; it never silently evicts revocation tombstones.
Fetches are single-flight per source, and the cache never serves stale keys.
A failed fetch retains the last observed snapshot without extending its
freshness. If that snapshot is stale, resolve/4 calls within negative_ttl
return :source_unavailable without another connection; refresh/2 still
fetches. CIMD failures are never cached, as required by CIMD-02 Section 5.2.
No-store/no-cache snapshots serve only current waiters and are never retained.
Thumbprints denied with remove/3 stay denied across refresh and
invalidation. Removing the source's denial requires a caller-created new
cache/configuration. Last-waiter cancellation kills the socket-owning fetcher;
cache termination also cancels all fetches.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        invalidate(cache, source)

      


        Discard a source's snapshot, negative freshness and pending fetch, preserving explicit removals.



    


    
      
        refresh(cache, source)

      


        Explicitly fetch a source and replace its snapshot on success.



    


    
      
        remove(cache, source, thumbprint)

      


        Deny a thumbprint persistently for this cache and source.



    


    
      
        resolve(cache, source, keyid, opts \\ [])

      


        Resolve a source-selected key ID, fetching the source on a miss or expiry under caller limits.



    


    
      
        start_link(opts \\ [])

      


        Start the explicitly caller-owned cache, linked to the caller.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec invalidate(GenServer.server(), RequestSeal.Discovery.Source.t()) ::
  :ok | {:error, RequestSeal.Discovery.Error.t()}


      


Discard a source's snapshot, negative freshness and pending fetch, preserving explicit removals.
Callers waiting on the canceled fetch receive :source_unavailable. The next
resolve/4 for the source fetches again.
Parameters
	cache - a running cache: pid or registered name.
	source - a RequestSeal.Discovery.Source.

Returns
	:ok - the source state is discarded.
	{:error, %RequestSeal.Discovery.Error{}} - reasons this function can return:
:invalid_source, :invalid_options, :cache_overloaded,
:source_unavailable (including a cache that is not running). Meanings:
RequestSeal.Discovery.Error.

Examples
iex> {:ok, cache} = RequestSeal.Discovery.Cache.start_link()
iex> {:ok, source} =
...>   RequestSeal.Discovery.Source.new(%{type: :jwks_uri, location: "https://keys.example/jwks.json"})
iex> RequestSeal.Discovery.Cache.invalidate(cache, source)
:ok
iex> GenServer.stop(cache)
:ok
iex> RequestSeal.Discovery.Cache.invalidate(cache, source)
{:error, %RequestSeal.Discovery.Error{reason: :source_unavailable, retryable: true}}
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          @spec refresh(GenServer.server(), RequestSeal.Discovery.Source.t()) ::
  {:ok, RequestSeal.Discovery.KeySet.t()}
  | {:error, RequestSeal.Discovery.Error.t()}


      


Explicitly fetch a source and replace its snapshot on success.
The fetch runs even during negative freshness; if a fetch for the source is
already in progress, the call waits for that fetch. On success the old snapshot
is replaced immediately; a failure keeps it without extending its freshness.
Parameters
	cache - a running cache: pid or registered name.
	source - a RequestSeal.Discovery.Source; the fetch uses its :timeout
and the cache's clock.

Returns
	{:ok, %RequestSeal.Discovery.KeySet{}} - the new snapshot, without
thumbprints denied by remove/3.
	{:error, %RequestSeal.Discovery.Error{}} - reasons this function can return:
:invalid_source, :invalid_options, :source_unavailable (invalidation,
a failed fetcher, or, from 0.5.0, a cache that is not running; 0.4.1
returns :invalid_response for that case), :cache_overloaded,
:deadline_exceeded, and any error from RequestSeal.Discovery.fetch/2. Meanings:
RequestSeal.Discovery.Error.

Examples
iex> {:ok, cache} = RequestSeal.Discovery.Cache.start_link()
iex> RequestSeal.Discovery.Cache.refresh(cache, %{type: :jwks_uri})
{:error, %RequestSeal.Discovery.Error{reason: :invalid_source, retryable: false}}
iex> GenServer.stop(cache)
:ok
Fragment (requires a started :ssl application and an HTTPS peer at
keys.example; not executed here):
{:ok, %RequestSeal.Discovery.KeySet{} = set} =
  RequestSeal.Discovery.Cache.refresh(cache, source)
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          @spec remove(GenServer.server(), RequestSeal.Discovery.Source.t(), binary()) ::
  :ok | {:error, RequestSeal.Discovery.Error.t()}


      


Deny a thumbprint persistently for this cache and source.
The thumbprint is dropped from any held snapshot and from fetches completing later.
Parameters
	cache - a running cache: pid or registered name.
	source - a RequestSeal.Discovery.Source.
	thumbprint - an RFC 7638 SHA-256 thumbprint (43 base64url characters).

Returns
	:ok - the thumbprint is denied.
	{:error, %RequestSeal.Discovery.Error{}} - reasons this function can return:
:invalid_source, :invalid_options, :unknown_key (not a thumbprint),
:limit (more than 256 denials for the source), :cache_overloaded,
:source_unavailable (including a cache that is not running). Meanings:
RequestSeal.Discovery.Error.

Examples
iex> {:ok, cache} = RequestSeal.Discovery.Cache.start_link()
iex> {:ok, source} =
...>   RequestSeal.Discovery.Source.new(%{type: :jwks_uri, location: "https://keys.example/jwks.json"})
iex> thumbprint = Base.url_encode64(:crypto.hash(:sha256, "retired key"), padding: false)
iex> RequestSeal.Discovery.Cache.remove(cache, source, thumbprint)
:ok
iex> RequestSeal.Discovery.Cache.remove(cache, source, "build-signer-1")
{:error, %RequestSeal.Discovery.Error{reason: :unknown_key, retryable: false}}
iex> GenServer.stop(cache)
:ok
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          @spec resolve(
  GenServer.server(),
  RequestSeal.Discovery.Source.t(),
  binary(),
  keyword()
) ::
  {:ok, RequestSeal.Discovery.Resolution.t()}
  | {:error, RequestSeal.Discovery.Error.t()}


      


Resolve a source-selected key ID, fetching the source on a miss or expiry under caller limits.
A fresh snapshot answers directly; unknown keys in a fresh set do not trigger a
refetch. Otherwise the call joins or starts the source's single fetch and
looks the key up in the result. In thumbprint mode, source revocations and
tombstones reject before fetching. In directory ID mode, they filter computed
thumbprints after discovery; a matching directory ID cannot override or become
a revocation identity.
Parameters
	cache - a running cache: pid or registered name.
	source - a RequestSeal.Discovery.Source.
	keyid - an ID under the source's key_id mode (see
RequestSeal.Discovery.KeySet.lookup/3).
	opts - keyword list without unknown or duplicate keys; see Options.

Options
	:algorithms - 1 to 64 algorithm identifiers accepted by a policy; the
first one compatible with the key is selected. Default:
RequestSeal.Crypto.algorithms/0.
	:timeout - milliseconds, 1 through 300,000, capped by the source's
:timeout. Default: the source's :timeout.
	:clock - arity-zero function returning Unix seconds from 0 through
253,402,300,799, used for this call's freshness checks and any fetch it
starts. Default: the cache's clock.

Returns
	{:ok, %RequestSeal.Discovery.Resolution{}} - the key with its selected
algorithm and provenance.
	{:error, %RequestSeal.Discovery.Error{}} - reasons this function can return:
:invalid_source, :invalid_options, :unknown_key (malformed ID, or no
fresh, compatible key with that ID), :revoked_key, :source_unavailable
(negative freshness, invalidation, a failed fetcher, or, from 0.5.0, a
cache that is not running; 0.4.1 returns :invalid_response for that case), :cache_overloaded, :deadline_exceeded, and any error from
RequestSeal.Discovery.fetch/2. Meanings:
RequestSeal.Discovery.Error.

Examples
iex> {:ok, cache} = RequestSeal.Discovery.Cache.start_link()
iex> {:ok, source} =
...>   RequestSeal.Discovery.Source.new(%{type: :jwks_uri, location: "https://keys.example/jwks.json"})
iex> RequestSeal.Discovery.Cache.resolve(cache, source, "not-a-thumbprint")
{:error, %RequestSeal.Discovery.Error{reason: :unknown_key, retryable: false}}
iex> thumbprint = Base.url_encode64(:crypto.hash(:sha256, "example key"), padding: false)
iex> :ok = RequestSeal.Discovery.Cache.remove(cache, source, thumbprint)
iex> RequestSeal.Discovery.Cache.resolve(cache, source, thumbprint, algorithms: ["ed25519"])
{:error, %RequestSeal.Discovery.Error{reason: :revoked_key, retryable: false}}
iex> GenServer.stop(cache)
:ok
Fragment (requires a started :ssl application and an HTTPS peer at
keys.example; not executed here):
{:ok, resolution} =
  RequestSeal.Discovery.Cache.resolve(cache, source, thumbprint,
    algorithms: ["ed25519", "ecdsa-p256-sha256"],
    timeout: 2_000
  )
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          @spec start_link(keyword()) ::
  GenServer.on_start() | {:error, RequestSeal.Discovery.Error.t()}


      


Start the explicitly caller-owned cache, linked to the caller.
The cache starts no timer and fetches nothing until a call asks for a source.
Use {RequestSeal.Discovery.Cache, opts} as a child specification.
Parameters
	opts - keyword list without unknown or duplicate keys; see Options.

Options
	:name - a GenServer name to register. Default: none.
	:max_sources - distinct sources the cache tracks, 1 through 4,096;
default 64. Calls for a further source return :cache_overloaded.
	:max_in_flight - concurrent source fetches, 1 through 256; default 8.
Pending waiters across all fetches are bounded to 32 per slot.
	:clock - arity-zero function returning Unix seconds from 0 through
253,402,300,799, called once at start to validate it. Default: system time.

Returns
	{:ok, pid} - the started cache.
	{:error, %RequestSeal.Discovery.Error{}} - reason :invalid_options.
Meanings: RequestSeal.Discovery.Error.
	Any other GenServer.start_link/3 error, such as {:error, {:already_started, pid}}.

Examples
iex> {:ok, cache} = RequestSeal.Discovery.Cache.start_link(max_sources: 16, max_in_flight: 4)
iex> is_pid(cache)
true
iex> GenServer.stop(cache)
:ok
iex> RequestSeal.Discovery.Cache.start_link(max_sources: 0)
{:error, %RequestSeal.Discovery.Error{reason: :invalid_options, retryable: false}}

  


        

      


  

    
RequestSeal.Discovery.Error 
    



      
Bounded discovery failures, containing only reason and retryable.
Connect failure, deadline expiry, DNS resolution trouble, source unavailability, cache overload and
:unexpected_status from 5xx responses are retryable; 4xx responses and a
configured host that does not exist are not.
Retryability never authorizes replay of an application operation.
No host, URL, key ID, exception, bytes, or peer text is retained.
Configuration failures:
	:invalid_source - the source or its attributes are not a valid
RequestSeal.Discovery.Source.
	:invalid_options - unknown, duplicate or out-of-range options, an invalid
clock, or an invalid negative_ttl.
	:domain_not_found - DNS answered authoritatively that the configured
host does not exist (NXDOMAIN on every queried family): a configuration
error, not resolver trouble.

Transport failures:
	:transport_unavailable - the caller has not started the :ssl application.
	:resolution_failed - DNS returned no usable address, or more than 64;
possibly transient resolver trouble, so retryable.
	:address_denied - a resolved or connected address is private or
special-purpose and not in permitted_addresses.
	:connect_failed - no address accepted a connection, or the request could
not be sent.
	:tls_failed - TLS negotiation or certificate validation failed, or the
trust roots could not be loaded.
	:deadline_exceeded - the operation deadline expired.
	:redirect_denied - a redirect the source does not allow: redirects are
disabled, the Location is missing, invalid or longer than 2,048 bytes, the
target leaves the origin under :same_origin, or a CIMD jwks_uri names
another origin.
	:redirect_limit - more redirects than max_redirects.

Response failures:
	:unexpected_status - a final status other than 200.
	:unexpected_media_type - a missing or disallowed Content-Type.
	:limit - a size or count bound was exceeded, such as body bytes, decoded
bytes, header size, key count, JSON depth or members, or removals per source.
	:invalid_response - malformed HTTP framing, content coding, cache fields or
JSON, or an unexpected internal failure.
	:invalid_key_set - the key set or a key entry is malformed or carries
private material, an ID or kid breaks the source's key ID mode, eligible
entries repeat an ID, or a CIMD document names no key source.
	:client_id_mismatch - a CIMD document's client_id differs from the
source location.
	:ambiguous_key_source - a CIMD document has both jwks and jwks_uri.
	:directory_unsigned - a directory without a signature while
require_signed_directory is true.
	:directory_signature_invalid - a selected directory signature is missing,
malformed, expired or does not verify.

Resolution/cache failures:
	:unknown_key - the key ID is malformed for the source's mode, or no fresh,
compatible key has that ID.
	:revoked_key - the thumbprint is revoked by the source or removed from the cache.
	:source_unavailable - the source is within negative freshness, its fetch
was canceled or failed unexpectedly, or the cache is not running.
	:cache_overloaded - the cache's source, in-flight or waiter bound is reached.
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          @type reason() ::
  :cache_overloaded
  | :source_unavailable
  | :revoked_key
  | :unknown_key
  | :directory_signature_invalid
  | :directory_unsigned
  | :ambiguous_key_source
  | :client_id_mismatch
  | :invalid_key_set
  | :invalid_response
  | :limit
  | :unexpected_media_type
  | :unexpected_status
  | :redirect_limit
  | :redirect_denied
  | :deadline_exceeded
  | :tls_failed
  | :connect_failed
  | :address_denied
  | :resolution_failed
  | :transport_unavailable
  | :domain_not_found
  | :invalid_options
  | :invalid_source
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          @type t() :: %RequestSeal.Discovery.Error{reason: reason(), retryable: boolean()}


      



  


        

      


  

    
RequestSeal.Discovery.KeySet 
    



      
Bounded source-bound public keys, freshness and directory proof status.
revision is SHA-256 over the fetched JSON bytes, not an origin-assigned sequence.
Default IDs are computed RFC thumbprints; directory-assigned IDs never replace
cryptographic identity or thumbprint revocation. Key restrictions remain
enforced by RequestSeal.PublicKey. The cache's :clock supports
caller-controlled time for resolution and fetching. etag is the source's
ETag validator, if it sent one; the cache revalidates conditionally with it.
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        lookup(set, keyid, algorithms)

      


        Find a fresh, nonrevoked key by its source-selected ID under an algorithm allowlist.
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          @type t() :: %RequestSeal.Discovery.KeySet{
  etag: binary() | nil,
  expires_at: integer(),
  fetched_at: integer(),
  keys: %{required(binary()) => RequestSeal.Discovery.Resolution.t()},
  origin: binary(),
  proof: :signed | :unsigned | :not_applicable,
  revision: binary(),
  source: RequestSeal.Discovery.Source.t()
}
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          @spec lookup(t(), binary(), [RequestSeal.Crypto.algorithm()]) ::
  {:ok, RequestSeal.Discovery.Resolution.t()} | :error


      


Find a fresh, nonrevoked key by its source-selected ID under an algorithm allowlist.
Lookup uses system time. It revalidates the set's source, recomputes the key's
thumbprint, and rejects stale, revoked, incompatible or malformed entries.
Parameters
	set - a RequestSeal.Discovery.KeySet, normally from
RequestSeal.Discovery.fetch/2.
	keyid - an ID under the source's key_id mode: an RFC 7638 thumbprint
(43 base64url characters) by default, or a directory-assigned ID of 1–256
printable ASCII bytes with key_id: :directory.
	algorithms - 1 to 64 algorithm identifiers accepted by a policy (the names
in RequestSeal.Crypto.algorithms/0 or {:jws, name} tuples). The first
entry the key can use, and that matches any algorithm the source asserted,
is selected.

Returns
	{:ok, %RequestSeal.Discovery.Resolution{}} - the entry with algorithm
set to the selected algorithm and revision set to the set's revision.
	:error - the ID is malformed for the mode or absent; the set or entry has
expired; the thumbprint is revoked by the source; no allowed algorithm fits
the key; the source or allowlist is invalid; or set is not a key set.

Examples
A key set normally comes from RequestSeal.Discovery.fetch/2; this example
builds one from a locally generated Ed25519 key so it runs offline.
iex> {public, _private} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, key} =
...>   RequestSeal.PublicKey.import(
...>     %{"kty" => "OKP", "crv" => "Ed25519", "x" => Base.url_encode64(public, padding: false)},
...>     :jwk
...>   )
iex> {:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
iex> {:ok, source} =
...>   RequestSeal.Discovery.Source.new(%{type: :jwks_uri, location: "https://keys.example/jwks.json"})
iex> entry = %RequestSeal.Discovery.Resolution{
...>   key: key,
...>   key_id: thumbprint,
...>   thumbprint: thumbprint,
...>   algorithm: "ed25519",
...>   origin: "https://keys.example",
...>   source_type: :jwks_uri,
...>   location: source.location,
...>   fetched_at: 0,
...>   expires_at: 253_402_300_799,
...>   proof: :not_applicable
...> }
iex> set = %RequestSeal.Discovery.KeySet{
...>   source: source,
...>   origin: "https://keys.example",
...>   keys: %{thumbprint => entry},
...>   fetched_at: 0,
...>   expires_at: 253_402_300_799,
...>   revision: "example-revision",
...>   proof: :not_applicable
...> }
iex> {:ok, resolution} =
...>   RequestSeal.Discovery.KeySet.lookup(set, thumbprint, ["ecdsa-p256-sha256", "ed25519"])
iex> {resolution.algorithm, resolution.revision, resolution.thumbprint == thumbprint}
{"ed25519", "example-revision", true}
iex> RequestSeal.Discovery.KeySet.lookup(set, thumbprint, ["ecdsa-p256-sha256"])
:error
iex> RequestSeal.Discovery.KeySet.lookup(set, "unknown", ["ed25519"])
:error

  


        

      


  

    
RequestSeal.Discovery.Resolution 
    



      
Public key and explicit discovery provenance. key_id is the selected
lookup ID; thumbprint is always the computed cryptographic identity. algorithm is the selected
cryptographic algorithm; asserted_algorithm is the source's HTTP token, if
present. Neither the source nor a possession proof establishes a principal or
authorizes an operation. Default inspection hides key material and provenance.
revision is the resolved KeySet's SHA-256 revision, propagated by lookup.
expires_at bounds the key/proof lifetime; KeySet separately bounds HTTP cache
freshness. Access fields explicitly when applying caller trust policy.
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          @type t() :: %RequestSeal.Discovery.Resolution{
  algorithm: RequestSeal.Crypto.algorithm(),
  asserted_algorithm: binary() | nil,
  expires_at: integer(),
  fetched_at: integer(),
  key: RequestSeal.PublicKey.t(),
  key_id: binary(),
  location: binary(),
  origin: binary(),
  proof: :signed | :unsigned | :not_applicable,
  revision: binary() | nil,
  source_type: :directory | :jwks_uri | :cimd,
  thumbprint: binary()
}


      



  


        

      


  

    
RequestSeal.Discovery.Source 
    



      
Caller-configured discovery trust root, built with new/1.
A directory origin expands to /.well-known/http-message-signatures-directory.
For CIMD, pass :location with exactly the spelling of the document's
client_id, including scheme/host case, any trailing host dot and explicit
port. The client ID comparison is exact; origin normalization for fetching
and same-origin checks never changes that comparison.
Key ID modes
Thumbprint mode (key_id: :thumbprint, the default) requires any supplied JWK
kid to equal its RFC thumbprint. Directory mode (key_id: :directory)
requires a unique kid per JWK (1..256 printable ASCII bytes), preserves its
spelling, and keeps thumbprints as the revocation identity.
Directory proof sources (type: :directory) require thumbprint mode; their
signed proof identifies its verification key by thumbprint. Duplicate IDs
reject among eligible entries only; expired, not-yet-valid, revoked, or
incompatible entries do not reserve an ID during rotation.
Modified structs are revalidated at every fetch. Inspection excludes
locations, addresses, trust roots and revoked IDs. No networking occurs during
construction. Starting SSL remains the caller's responsibility.
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        directory_id?(value)

      


        Check whether a value is a valid directory-assigned key ID.



    


    
      
        new(attrs)

      


        Construct a bounded explicit source from trusted caller configuration.
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          @type t() :: %RequestSeal.Discovery.Source{
  cacerts: :os | [binary()],
  key_id: :thumbprint | :directory,
  location: binary(),
  max_bytes: pos_integer(),
  max_decoded_bytes: pos_integer(),
  max_keys: pos_integer(),
  max_redirects: non_neg_integer(),
  max_ttl: non_neg_integer(),
  min_ttl: non_neg_integer(),
  negative_ttl: non_neg_integer(),
  permitted_addresses: [tuple()],
  redirect_scope: :same_origin | :any_https,
  require_signed_directory: boolean(),
  revoked: [binary()],
  timeout: pos_integer(),
  type: :directory | :jwks_uri | :cimd
}
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          @spec directory_id?(term()) :: boolean()


      


Check whether a value is a valid directory-assigned key ID.
Directory IDs are compared with their exact spelling; this check does not
normalize them.
Parameters
	value - any term.

Returns
	true - a binary of 1–256 bytes, each printable ASCII (0x20 through 0x7E).
	false - anything else.

Examples
iex> RequestSeal.Discovery.Source.directory_id?("build-signer 2026")
true
iex> RequestSeal.Discovery.Source.directory_id?("tab    separated")
false
iex> RequestSeal.Discovery.Source.directory_id?("")
false
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          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.Discovery.Error.t()}


      


Construct a bounded explicit source from trusted caller configuration.
Parameters
	attrs - a plain map (not a struct) with the required keys :type and
:location plus any options below. Unknown keys reject.	:type - :directory, :jwks_uri or :cimd.
	:location - an https URL of 1–2,048 printable ASCII bytes with a host,
without userinfo, fragment, backslash, malformed percent-escape or dot
segment. A :directory location is either an origin (expanded to the
well-known path) or exactly that path, without a query. A :cimd
location needs a nonempty path.



Options
	:key_id - :thumbprint (default) or :directory; see "Key ID modes"
above. A :directory type requires :thumbprint.
	:cacerts - :os (default) or a nonempty list of DER certificates, each
1–16,384 bytes.
	:permitted_addresses - at most 16 exact IPv4 or IPv6 address tuples that
are allowed even though they are private or special-purpose. Default [].
	:revoked - at most 256 RFC thumbprints. Default [].
	:require_signed_directory - boolean, default true.
	:max_redirects - 0 (default) through 3.
	:redirect_scope - :same_origin (default) or explicit :any_https.
	:max_bytes - response body bytes before content decoding, 1 through
1,048,576; default 65,536.
	:max_decoded_bytes - response body bytes after content decoding, same
bounds and default.
CIMD response content additionally has a 5,120-byte cap.
	:max_keys - 1 through 256; default 32.
	:timeout - milliseconds, 1 through 300,000; default 5,000.
	:min_ttl - seconds, 0 through 604,800 and at most :max_ttl; default 300.
It supplies fallback freshness only when neither max-age nor Expires is
present; it never extends explicit freshness or a key/signature expiry.
	:max_ttl - seconds, 0 through 604,800; default 86,400.
	:negative_ttl - seconds, 0 through 300; default 30.

Returns
	{:ok, %RequestSeal.Discovery.Source{}} - the validated source, with a
directory origin expanded to the well-known path.
	{:error, %RequestSeal.Discovery.Error{}} - reason :invalid_options for an
invalid :negative_ttl, otherwise :invalid_source. Meanings:
RequestSeal.Discovery.Error.

Examples
iex> {:ok, source} =
...>   RequestSeal.Discovery.Source.new(%{type: :directory, location: "https://signer.example"})
iex> source.location
"https://signer.example/.well-known/http-message-signatures-directory"
iex> RequestSeal.Discovery.Source.new(%{type: :jwks_uri, location: "http://keys.example/jwks.json"})
{:error, %RequestSeal.Discovery.Error{reason: :invalid_source, retryable: false}}
iex> RequestSeal.Discovery.Source.new(%{
...>   type: :jwks_uri,
...>   location: "https://keys.example/jwks.json",
...>   negative_ttl: 301
...> })
{:error, %RequestSeal.Discovery.Error{reason: :invalid_options, retryable: false}}

  


        

      


  

    
RequestSeal.Replay behaviour
    



      
Atomic whole-envelope replay port with caller-owned stores and commitments.
Adapters implement claim/3 and sweep/3. Claiming never evicts entries.
Generic and Web Bot Auth verification reject a derived retention end above
253,402,300,799 Unix seconds with RequestSeal.Error reason
:retention_exceeded at :replay before commitment or storage. Such claims
cannot be swept. Direct store callers still receive the existing invalid-claim
failure; RequestSeal.Replay.Claim.valid?/1 rejects them.
Negative retention ends are already expired.
A single monotonic deadline covers the commitment and store operation; caller
death or deadline expiry kills the operation worker. Cancellation cannot undo
an already committed claim. No error permits automatic retry.
Multi-node operators sweep at now - max_internode_skew to preserve claims
while any verifier still accepts the authenticated input.
One namespace should use one freshness bound because duplicates never extend retention.
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        claim(term, t, t)

      


        Atomically record claim in the store ref, unless its namespace and key are already stored.



    


    
      
        sweep(term, .., t)

      


        Delete stored claims whose exclusive retention end is at or before now.
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        claim(store, claim, opts)

      


        Submit one atomic claim to a store under a bounded operation deadline.
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          @callback claim(term(), RequestSeal.Replay.Claim.t(), RequestSeal.Custody.Context.t()) ::
  :claimed
  | :already_claimed
  | {:error, :unavailable | :timeout | :full | :failure}


      


Atomically record claim in the store ref, unless its namespace and key are already stored.
RequestSeal.Replay.claim/3 validates the claim and builds context before
calling the adapter. An adapter honors context as the operation deadline
and never evicts or refreshes an existing entry while claiming.
Parameters
	ref - the adapter's reference, taken from RequestSeal.Replay.Store's ref.
	claim - a RequestSeal.Replay.Claim with its namespace, key and exclusive
retention end in Unix seconds.
	context - a RequestSeal.Custody.Context carrying the absolute deadline.

Returns
	:claimed - the entry was stored by this call.
	:already_claimed - an entry with the same namespace and key is stored.
	{:error, :unavailable} - the store could not be reached.
	{:error, :timeout} - the deadline expired; the claim may have been committed.
	{:error, :full} - the store is at capacity.
	{:error, :failure} - any other failure, including an invalid claim or reference.

RequestSeal.Replay.claim/3 maps these to RequestSeal.Replay.Error reasons
:store_unavailable, :store_timeout, :store_full and :store_failed;
any other adapter result also becomes :store_failed.
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          @callback sweep(term(), 0..253_402_300_799, RequestSeal.Custody.Context.t()) ::
  {:ok, non_neg_integer()} | {:error, atom()}


      


Delete stored claims whose exclusive retention end is at or before now.
Parameters
	ref - the adapter's reference, taken from RequestSeal.Replay.Store's ref.
	now - Unix seconds from 0 through 253,402,300,799, from a clock the caller
trusts and reconciles with verification clocks.
	context - a RequestSeal.Custody.Context carrying the absolute deadline.

Returns
	{:ok, removed} - the number of entries deleted.
	{:error, reason} - an adapter-specific atom; the bundled adapters return
:failure, :timeout or :unavailable, and RequestSeal.Replay.AshOnetime
always returns :externally_managed.
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      claim(store, claim, opts)



        
          
        

    

  


  

      

          @spec claim(RequestSeal.Replay.Store.t(), RequestSeal.Replay.Claim.t(), keyword()) ::
  :claimed | :already_claimed | {:error, RequestSeal.Replay.Error.t()}


      


Submit one atomic claim to a store under a bounded operation deadline.
The claim runs in a monitored worker. Caller death or deadline expiry kills
the worker; a store that already committed the claim keeps it.
Parameters
	store - a RequestSeal.Replay.Store whose adapter module is loaded and
exports claim/3 and sweep/3, for example from
RequestSeal.Replay.ETS.store/1.
	claim - a RequestSeal.Replay.Claim accepted by
RequestSeal.Replay.Claim.valid?/1.
	opts - keyword list; see Options.

Options
	:timeout - required, and the only accepted option: operation deadline in
milliseconds, 1 through 300,000.

Returns
	:claimed - this call stored the claim.
	:already_claimed - the store already holds the namespace and key.
	{:error, %RequestSeal.Replay.Error{}} - reasons this function can return:
:invalid_options, :invalid_store, :invalid_claim, :store_unavailable,
:store_timeout, :store_full, :store_failed. retryable is always
false. Meanings: RequestSeal.Replay.Error.

Examples
iex> {:ok, pid} = RequestSeal.Replay.ETS.start_link(max_entries: 100)
iex> store = RequestSeal.Replay.ETS.store(pid)
iex> claim = %RequestSeal.Replay.Claim{
...>   namespace: "orders",
...>   key: "nonce-7f3a",
...>   retain_until: 1_900_000_000
...> }
iex> RequestSeal.Replay.claim(store, claim, timeout: 1_000)
:claimed
iex> RequestSeal.Replay.claim(store, claim, timeout: 1_000)
:already_claimed
iex> RequestSeal.Replay.claim(store, %{claim | namespace: "telemetry"}, timeout: 1_000)
:claimed
iex> RequestSeal.Replay.claim(store, claim, timeout: 0)
{:error, %RequestSeal.Replay.Error{reason: :invalid_options, retryable: false}}
iex> RequestSeal.Replay.claim(store, %{claim | key: ""}, timeout: 1_000)
{:error, %RequestSeal.Replay.Error{reason: :invalid_claim, retryable: false}}
iex> GenServer.stop(pid)
:ok

  


        

      


  

    
RequestSeal.Replay.AshOnetime 
    



      
Recommended durable replay store over AshOnetime.Transaction.nonce/2.
Requires optional ash_onetime 1.5 and Elixir 1.20. The caller owns the
existing Ecto repo, PostgreSQL database, and ash_onetime installation
migrations. Namespace and commitment bytes are base64url encoded into scope and key;
they never become SQL identifiers or logical partitions.
Each claim owns a READ COMMITTED transaction under the remaining deadline.
This transaction commits independently of the verifier's application effect.
To spend a nonce together with an effect, verify with replay explicitly
:not_required, then use ash_onetime in the application's transaction.
No timeout or failure permits automatic retry: the claim may have committed.
Facts use PostgreSQL's transaction clock, read in the same transaction as
admission. Max age is derived from retain_until; one second of rounding
headroom and ash_onetime's cleanup margin keep retention beyond that horizon
without relying on application/database clock synchronization. ash_onetime's
freshness check can still reject clock skew; rejection never spends a nonce.
Past or current retention horizons still block an immediate duplicate.
Historical verification clocks do not move the database's cleanup clock.
Duplicate claims do not
extend retention; use one freshness bound per namespace.
sweep/3 never deletes anything. Cleanup belongs to
mix ash_onetime.prune or AshOnetime.Oban.CleanupWorker; this adapter never
calls ash_onetime's internal store APIs or starts any process.
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    Functions
  


    
      
        claim(ref, claim, context)

      


        Atomically claim an envelope in an independently committed transaction.



    


    
      
        store(repo, opts)

      


        Reference an existing repo with an explicit logical partition and optional schema prefix.



    


    
      
        sweep(ref, now, context)

      


        Refuse to sweep: cleanup is externally managed by ash_onetime's prune task or Oban worker.
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          @type ref() :: {module(), binary(), binary() | nil}
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          @spec claim(ref(), RequestSeal.Replay.Claim.t(), RequestSeal.Custody.Context.t()) ::
  :claimed | :already_claimed | {:error, :unavailable | :timeout | :failure}


      


Atomically claim an envelope in an independently committed transaction.
Implements RequestSeal.Replay.claim/3; most callers use
RequestSeal.Replay.claim/3 with the store from store/2. The transaction and
its queries use the remaining time of context as their timeout.
Parameters
	ref - {repo, partition, prefix}, the reference built by store/2.
	claim - a RequestSeal.Replay.Claim.
	context - a RequestSeal.Custody.Context.

Returns
	:claimed - ash_onetime admitted the nonce.
	:already_claimed - ash_onetime reported :nonce_already_used.
	{:error, :timeout} - the deadline had expired before the transaction; a
lock or cancellation; and, from 0.5.0, a pool queue timeout (DBConnection
:queue_timeout) or any failure observed after the deadline, such as a transaction rolled
back when the pool closed the connection at the client timeout. The claim
may have committed.
	{:error, :unavailable} - the repo is not running, a connection could not
be checked out, or the database is shutting down or refusing connections.
	{:error, :failure} - an invalid claim or reference, any other ash_onetime
error code, or any other failure.

Examples
iex> context = %RequestSeal.Custody.Context{
...>   owner: self(),
...>   deadline: System.monotonic_time(:millisecond) + 1_000
...> }
iex> claim = %RequestSeal.Replay.Claim{namespace: "orders", key: "", retain_until: 100}
iex> RequestSeal.Replay.AshOnetime.claim({Example.Repo, "webhooks", nil}, claim, context)
{:error, :failure}

  



  
    
      
    
    
      store(repo, opts)



        
          
        

    

  


  

      

          @spec store(module(), keyword()) ::
  RequestSeal.Replay.Store.t() | {:error, RequestSeal.Replay.Error.t()}


      


Reference an existing repo with an explicit logical partition and optional schema prefix.
Building the reference does not contact the database; the repo module must be
loaded and export transaction/2.
Parameters
	repo - the caller's Ecto repo module.
	opts - keyword list without duplicate keys; see Options.

Options
	:partition - required: the ash_onetime logical partition, a valid UTF-8
string of 1–255 bytes without NUL bytes.
	:prefix - optional schema prefix, a valid UTF-8 string of 1–63 bytes
without NUL bytes. Default nil (the repo's default schema).

Returns
	RequestSeal.Replay.Store - adapter RequestSeal.Replay.AshOnetime with
{repo, partition, prefix} as its reference.
	{:error, %RequestSeal.Replay.Error{}} - reason :invalid_store for an
unknown, duplicate or malformed option, or a repo module that is not
loaded or lacks transaction/2. Meanings: RequestSeal.Replay.Error.

Examples
iex> RequestSeal.Replay.AshOnetime.store(Example.Repo, partition: "")
{:error, %RequestSeal.Replay.Error{reason: :invalid_store, retryable: false}}
Fragment (requires a running Ecto repo with the ash_onetime migrations; not executed here):
store = RequestSeal.Replay.AshOnetime.store(Example.Repo, partition: "webhooks")
claim = %RequestSeal.Replay.Claim{namespace: "orders", key: "nonce-7f3a", retain_until: 1_900_000_000}
:claimed = RequestSeal.Replay.claim(store, claim, timeout: 2_000)
:already_claimed = RequestSeal.Replay.claim(store, claim, timeout: 2_000)

  



  
    
      
    
    
      sweep(ref, now, context)



        
          
        

    

  


  

      

          @spec sweep(ref(), integer(), RequestSeal.Custody.Context.t()) ::
  {:error, :externally_managed}


      


Refuse to sweep: cleanup is externally managed by ash_onetime's prune task or Oban worker.
Implements RequestSeal.Replay.sweep/3 without touching the database.
Parameters
	ref - ignored.
	now - ignored.
	context - ignored.

Returns
	{:error, :externally_managed} - always.

Examples
iex> context = %RequestSeal.Custody.Context{
...>   owner: self(),
...>   deadline: System.monotonic_time(:millisecond) + 1_000
...> }
iex> RequestSeal.Replay.AshOnetime.sweep({Example.Repo, "webhooks", nil}, 1_900_000_000, context)
{:error, :externally_managed}

  


        

      


  

    
RequestSeal.Replay.Claim 
    



      
Bounded caller uniqueness and exclusive retention end in Unix seconds.
Retention ends above 253,402,300,799 reject because no accepted sweep clock
can evict them. Stores reject invalid claims with their existing failure.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        valid?(claim)

      


        Validate the bounded shape of a replay claim without claiming or storing it.
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          @type t() :: %RequestSeal.Replay.Claim{
  key: binary(),
  namespace: binary(),
  retain_until: integer()
}
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          @spec valid?(term()) :: boolean()


      


Validate the bounded shape of a replay claim without claiming or storing it.
Validation does not check a clock, require a future retention end, derive
uniqueness, or establish replay protection. Stores enforce the exclusive
Unix-second retention end when claiming.
Parameters
	claim - any term. Only a RequestSeal.Replay.Claim struct with exactly
its three fields can pass: namespace and key binaries of 1–256 bytes
each (UTF-8 not required) and an integer retain_until from
-9,223,372,036,854,775,808 through 253,402,300,799. Negative ends remain
valid already-expired claims.

Returns
	true - the claim has the bounded shape.
	false - any other value, including maps and structs with extra fields.

Examples
iex> claim = %RequestSeal.Replay.Claim{namespace: "scope", key: "nonce", retain_until: 0}
iex> RequestSeal.Replay.Claim.valid?(claim)
true
iex> RequestSeal.Replay.Claim.valid?(%{claim | key: ""})
false
iex> RequestSeal.Replay.Claim.valid?(%{claim | retain_until: 253_402_300_800})
false

  


        

      


  

    
RequestSeal.Replay.ETS 
    



      
Local atomic replay store owned by a caller-supervised GenServer.
The protected ETS table contains a reserved counter and namespace/key
entries. Only this adapter may mutate it. Claims and explicit sweeps are serialized by its owner, preventing
delete/insert races and enforcing an exact capacity. Duplicate claims never
refresh retention. Owner termination loses all claims; this is not a durable
or distributed store. Importing the module starts nothing.
Multi-node operators sweep at now - max_internode_skew to preserve claims
while any verifier still accepts the authenticated input.
One namespace should use one freshness bound because duplicates never extend retention.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        claim(pid, claim, context)

      


        Atomically store claim unless the store already holds its namespace and key.



    


    
      
        start_link(arg1)

      


        Start a local store owned by the calling process, normally under a supervisor.



    


    
      
        store(pid)

      


        Reference an existing caller-owned store for RequestSeal.Replay.claim/3 or a replay policy.



    


    
      
        sweep(pid, now)

      


        Explicitly evict claims whose exclusive retention end is at or before now, with a 5,000 ms deadline.



    


    
      
        sweep(pid, now, context)

      


        Evict claims whose exclusive retention end is at or before now.
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      claim(pid, claim, context)



        
          
        

    

  


  

Atomically store claim unless the store already holds its namespace and key.
Implements RequestSeal.Replay.claim/3; most callers use
RequestSeal.Replay.claim/3, which supplies the context and maps results to
RequestSeal.Replay.Error. A duplicate never refreshes retention, and a stored
entry stays until a sweep removes it, even after its retention end.
Parameters
	pid - the store owner from start_link/1.
	claim - a RequestSeal.Replay.Claim.
	context - a RequestSeal.Custody.Context; its remaining time bounds the call.

Returns
	:claimed - the entry was stored.
	:already_claimed - the namespace and key are already stored (also when the
store is full).
	{:error, :full} - the store holds max_entries claims.
	{:error, :timeout} - the deadline expired before or during the call.
	{:error, :unavailable} - the owner process is not running.
	{:error, :failure} - the claim fails RequestSeal.Replay.Claim.valid?/1,
or an argument is not a claim or context.

Examples
iex> {:ok, pid} = RequestSeal.Replay.ETS.start_link(max_entries: 1)
iex> context = %RequestSeal.Custody.Context{
...>   owner: self(),
...>   deadline: System.monotonic_time(:millisecond) + 1_000
...> }
iex> claim = %RequestSeal.Replay.Claim{namespace: "builds", key: "job-41", retain_until: 100}
iex> RequestSeal.Replay.ETS.claim(pid, claim, context)
:claimed
iex> RequestSeal.Replay.ETS.claim(pid, claim, context)
:already_claimed
iex> RequestSeal.Replay.ETS.claim(pid, %{claim | key: "job-42"}, context)
{:error, :full}
iex> GenServer.stop(pid)
:ok
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Start a local store owned by the calling process, normally under a supervisor.
The process is linked to the caller. Use {RequestSeal.Replay.ETS, max_entries: n}
as a child specification.
Parameters
	opts - keyword list; see Options.

Options
	:max_entries - required, and the only accepted option: the exact number of
claims the store holds, 1 through 10,000,000. A claim beyond it returns
{:error, :full} until a sweep removes entries.

Returns
	{:ok, pid} - the started store owner.
	{:error, :invalid_options} - a missing, extra or out-of-range option
(a bare atom, not a RequestSeal.Replay.Error).
	Any other GenServer.start_link/3 result.

Examples
iex> {:ok, pid} = RequestSeal.Replay.ETS.start_link(max_entries: 10_000)
iex> is_pid(pid)
true
iex> GenServer.stop(pid)
:ok
iex> RequestSeal.Replay.ETS.start_link(max_entries: 0)
{:error, :invalid_options}

  



  
    
      
    
    
      store(pid)



        
          
        

    

  


  

      

          @spec store(pid()) :: RequestSeal.Replay.Store.t()


      


Reference an existing caller-owned store for RequestSeal.Replay.claim/3 or a replay policy.
Building the reference does not contact the store.
Parameters
	pid - the pid returned by start_link/1.

Returns
	RequestSeal.Replay.Store - adapter RequestSeal.Replay.ETS with pid as its reference.
A non-pid argument raises FunctionClauseError.

Examples
iex> {:ok, pid} = RequestSeal.Replay.ETS.start_link(max_entries: 100)
iex> store = RequestSeal.Replay.ETS.store(pid)
iex> store.adapter
RequestSeal.Replay.ETS
iex> GenServer.stop(pid)
:ok
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Explicitly evict claims whose exclusive retention end is at or before now, with a 5,000 ms deadline.
Same as sweep/3 with a context whose deadline is 5,000 milliseconds from now.
Parameters
	pid - the store owner from start_link/1.
	now - Unix seconds from 0 through 253,402,300,799.

Returns
Same as sweep/3.
Examples
iex> {:ok, pid} = RequestSeal.Replay.ETS.start_link(max_entries: 100)
iex> store = RequestSeal.Replay.ETS.store(pid)
iex> claim = %RequestSeal.Replay.Claim{namespace: "messages", key: "m-1", retain_until: 1_000}
iex> RequestSeal.Replay.claim(store, claim, timeout: 1_000)
:claimed
iex> RequestSeal.Replay.ETS.sweep(pid, 999)
{:ok, 0}
iex> RequestSeal.Replay.ETS.sweep(pid, 1_000)
{:ok, 1}
iex> RequestSeal.Replay.claim(store, claim, timeout: 1_000)
:claimed
iex> RequestSeal.Replay.ETS.sweep(pid, -1)
{:error, :failure}
iex> GenServer.stop(pid)
:ok

  



  
    
      
    
    
      sweep(pid, now, context)



        
          
        

    

  


  

Evict claims whose exclusive retention end is at or before now.
Implements RequestSeal.Replay.sweep/3. Sweeps are serialized with claims by
the store owner.
Parameters
	pid - the store owner from start_link/1.
	now - Unix seconds from 0 through 253,402,300,799.
	context - a RequestSeal.Custody.Context; its remaining time bounds the call.

Returns
	{:ok, removed} - the number of claims deleted.
	{:error, :timeout} - the deadline expired before or during the call.
	{:error, :unavailable} - the owner process is not running.
	{:error, :failure} - now is outside the range, or context is not a
RequestSeal.Custody.Context.

Examples
iex> {:ok, pid} = RequestSeal.Replay.ETS.start_link(max_entries: 100)
iex> context = %RequestSeal.Custody.Context{
...>   owner: self(),
...>   deadline: System.monotonic_time(:millisecond) + 1_000
...> }
iex> claim = %RequestSeal.Replay.Claim{namespace: "crawl", key: "page-9", retain_until: 50}
iex> RequestSeal.Replay.ETS.claim(pid, claim, context)
:claimed
iex> RequestSeal.Replay.ETS.sweep(pid, 50, context)
{:ok, 1}
iex> RequestSeal.Replay.ETS.sweep(pid, 253_402_300_800, context)
{:error, :failure}
iex> GenServer.stop(pid)
:ok

  


        

      


  

    
RequestSeal.Replay.Error 
    



      
Bounded replay boundary failures, without adapter diagnostics or caller bytes.
retryable is always false: a timeout may have committed and is indeterminate.
Reasons:
	:invalid_store - the store is not a RequestSeal.Replay.Store whose
loaded adapter exports claim/3 and sweep/3, or an adapter's store/2
or ddl/1 rejected its arguments.
	:invalid_claim - the claim fails RequestSeal.Replay.Claim.valid?/1.
	:invalid_options - the options are not exactly timeout: 1..300_000.
	:store_unavailable - the adapter reported that the store is unreachable.
	:store_timeout - the adapter reported a timeout, or the operation deadline
expired; the claim may have been committed.
	:store_full - the adapter reported that the store is at capacity.
	:store_failed - the adapter reported any other failure or returned an
unexpected value, or the operation worker exited.
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          @type reason() ::
  :invalid_store
  | :invalid_claim
  | :invalid_options
  | :store_unavailable
  | :store_timeout
  | :store_full
  | :store_failed
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          @type t() :: %RequestSeal.Replay.Error{reason: reason(), retryable: false}


      



  


        

      


  

    
RequestSeal.Replay.Postgres 
    



      
Optional Postgrex atomic replay adapter. The caller owns connections and DDL.
Prefer RequestSeal.Replay.AshOnetime for durable replay with ash_onetime's
retention guards and externally managed cleanup. This Postgrex-only adapter
remains available for callers selecting its explicit table contract.
The optional dependency has runtime: false; callers explicitly start the
Postgrex application and their connection/pool, then pass it to store/2
with an explicit table name. The caller executes the SQL from ddl/1 and
ddl_index/1.
Queries propagate the remaining operation deadline. Errors expose no SQL,
connection, namespace, key, or backend exception. Conflicts never update
retention and claims never evict. Required claims fail closed on outages.
For production, the caller obtains the sweep/3 time from its trusted store
clock and reconciles it with verification clocks; injected historical
verification clocks require matching sweep times.
Multi-node operators sweep at now - max_internode_skew to preserve claims
while any verifier still accepts the authenticated input.
One namespace should use one freshness bound because duplicates never extend retention.
PostgreSQL persistence follows the caller's database/storage configuration;
this adapter does not start a database, pool, timer, or supervisor.
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        claim(arg1, claim, context)

      


        Atomically insert claim unless the table already holds its namespace and key.



    


    
      
        ddl(name)

      


        Return the SQL the caller executes to create the replay table.



    


    
      
        ddl_index(name)

      


        Return the SQL the caller executes to index the replay table for sweeps.



    


    
      
        store(conn, arg2)

      


        Reference an existing caller connection or pool and an explicit replay table.



    


    
      
        sweep(arg1, now, context)

      


        Delete rows whose exclusive retention end is at or before now.
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Atomically insert claim unless the table already holds its namespace and key.
Implements RequestSeal.Replay.claim/3; most callers use
RequestSeal.Replay.claim/3 with the store from store/2. The insert uses
ON CONFLICT (namespace, key) DO NOTHING, so a duplicate never updates retention.
Parameters
	ref - {conn, table}, the reference built by store/2.
	claim - a RequestSeal.Replay.Claim.
	context - a RequestSeal.Custody.Context; its remaining time is the query timeout.

Returns
	:claimed - one row was inserted.
	:already_claimed - the namespace and key were already stored.
	{:error, :timeout} - the deadline had expired before the query; or,
from 0.5.0, the query ran past the deadline (the pool closed the
connection at the client timeout), the pool dropped the queued request
(DBConnection :queue_timeout), or the server canceled the statement or
could not take a lock (query_canceled, lock_not_available). The claim
may have committed.
	{:error, :unavailable} - the connection process is not running or
exited; or, from 0.5.0, the connection was lost before the deadline or
the server is shutting down or
refusing connections (admin_shutdown, crash_shutdown,
cannot_connect_now, too_many_connections).
	{:error, :failure} - an invalid table name or claim, any other
database error, or any other failure.

Examples
iex> context = %RequestSeal.Custody.Context{
...>   owner: self(),
...>   deadline: System.monotonic_time(:millisecond) + 1_000
...> }
iex> claim = %RequestSeal.Replay.Claim{namespace: "orders", key: "", retain_until: 100}
iex> RequestSeal.Replay.Postgres.claim({:replay_db, "replay_claims"}, claim, context)
{:error, :failure}
Fragment (requires a running PostgreSQL connection and the ddl/1 table; not executed here):
{:ok, conn} = Postgrex.start_link(database: "replay", hostname: "db.example")
store = RequestSeal.Replay.Postgres.store(conn, table: "replay_claims")
claim = %RequestSeal.Replay.Claim{namespace: "orders", key: "nonce-7f3a", retain_until: 1_900_000_000}
:claimed = RequestSeal.Replay.claim(store, claim, timeout: 2_000)
:already_claimed = RequestSeal.Replay.claim(store, claim, timeout: 2_000)
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          @spec ddl(binary()) :: binary() | {:error, RequestSeal.Replay.Error.t()}


      


Return the SQL the caller executes to create the replay table.
The table has a bytea namespace/key primary key and a bigint retention end.
This function only builds the statement; it does not run it.
Parameters
	name - the table name, under the same rules as the :table option of store/2.

Returns
	binary() - one CREATE TABLE statement with the name double-quoted.
	{:error, %RequestSeal.Replay.Error{}} - reason :invalid_store for a
malformed name. Meanings: RequestSeal.Replay.Error.

Examples
iex> RequestSeal.Replay.Postgres.ddl("replay_claims")
~S|CREATE TABLE "replay_claims" (namespace bytea NOT NULL, key bytea NOT NULL, retain_until bigint NOT NULL, PRIMARY KEY (namespace, key))|
iex> RequestSeal.Replay.Postgres.ddl("1_claims")
{:error, %RequestSeal.Replay.Error{reason: :invalid_store, retryable: false}}
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          @spec ddl_index(binary()) :: binary() | {:error, RequestSeal.Replay.Error.t()}


      


Return the SQL the caller executes to index the replay table for sweeps.
The primary key from ddl/1 serves claims; sweep/3 deletes by
retain_until, which without this index is a full-table scan that grows
with the table. Execute this once beside ddl/1; it builds statements and
runs nothing.
Parameters
	name - the table name, under the same rules as the :table option of
store/2, with one further bound: at most 46 bytes, so the derived
<table>_retain_until_idx identifier (17 more bytes) fits PostgreSQL's
63-byte name limit without server-side truncation.

Returns
	binary() - one CREATE INDEX statement with the name double-quoted.
	{:error, %RequestSeal.Replay.Error{}} - reason :invalid_store for a
malformed or over-long name. Meanings: RequestSeal.Replay.Error.

Examples
iex> RequestSeal.Replay.Postgres.ddl_index("replay_claims")
~S|CREATE INDEX "replay_claims_retain_until_idx" ON "replay_claims" (retain_until)|
iex> RequestSeal.Replay.Postgres.ddl_index("1_claims")
{:error, %RequestSeal.Replay.Error{reason: :invalid_store, retryable: false}}
iex> RequestSeal.Replay.Postgres.ddl_index(String.duplicate("x", 47))
{:error, %RequestSeal.Replay.Error{reason: :invalid_store, retryable: false}}
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          @spec store(term(), keyword()) ::
  RequestSeal.Replay.Store.t() | {:error, RequestSeal.Replay.Error.t()}


      


Reference an existing caller connection or pool and an explicit replay table.
Building the reference does not contact the database or check that the table exists.
Parameters
	conn - a running Postgrex connection or pool: a pid or registered name.
	opts - keyword list; see Options.

Options
	:table - required, and the only accepted option: the table name. Names
contain only lowercase ASCII letters, digits, and underscores, begin with a
letter, and occupy 1..63 bytes.

Returns
	RequestSeal.Replay.Store - adapter RequestSeal.Replay.Postgres with
{conn, table} as its reference.
	{:error, %RequestSeal.Replay.Error{}} - reason :invalid_store for a
missing, extra or malformed option. Meanings: RequestSeal.Replay.Error.

Examples
iex> store = RequestSeal.Replay.Postgres.store(:replay_db, table: "replay_claims")
iex> store.adapter
RequestSeal.Replay.Postgres
iex> RequestSeal.Replay.Postgres.store(:replay_db, table: "Replay-Claims")
{:error, %RequestSeal.Replay.Error{reason: :invalid_store, retryable: false}}
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Delete rows whose exclusive retention end is at or before now.
Implements RequestSeal.Replay.sweep/3. The caller schedules sweeps; this
adapter never sweeps on its own.
Parameters
	ref - {conn, table}, the reference built by store/2.
	now - Unix seconds from 0 through 253,402,300,799.
	context - a RequestSeal.Custody.Context; its remaining time is the query timeout.

Returns
	{:ok, removed} - the number of rows deleted.
	{:error, :timeout} - the deadline had expired before the query; or,
from 0.5.0, the query ran past the deadline (the pool closed the
connection at the client timeout), the pool dropped the queued request
(DBConnection :queue_timeout), or the server canceled the statement or
could not take a lock (query_canceled, lock_not_available). The sweep's deletions
were not committed when the statement was canceled or never sent, and may
or may not have committed when the connection closed at the deadline; a
later sweep with the same now removes whatever remains.
	{:error, :unavailable} - the connection process is not running or
exited; or, from 0.5.0, the connection was lost before the deadline or
the server is shutting down or
refusing connections (admin_shutdown, crash_shutdown,
cannot_connect_now, too_many_connections).
	{:error, :failure} - now is outside the range, the table name is
invalid, any other database error, or any other failure.

Examples
iex> context = %RequestSeal.Custody.Context{
...>   owner: self(),
...>   deadline: System.monotonic_time(:millisecond) + 1_000
...> }
iex> RequestSeal.Replay.Postgres.sweep({:replay_db, "replay_claims"}, -1, context)
{:error, :failure}
Fragment (requires a running PostgreSQL connection and the ddl/1 table; not executed here):
context = %RequestSeal.Custody.Context{
  owner: self(),
  deadline: System.monotonic_time(:millisecond) + 5_000
}

{:ok, removed} =
  RequestSeal.Replay.Postgres.sweep({conn, "replay_claims"}, trusted_now, context)

  


        

      


  

    
RequestSeal.Replay.Receipt 
    



      
Successful atomic claim; contains no namespace, uniqueness value, or store reference.
store is the adapter module that stored the claim, and retain_until is the
claim's exclusive retention end in Unix seconds.
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          @type t() :: %RequestSeal.Replay.Receipt{retain_until: integer(), store: module()}


      



  


        

      


  

    
RequestSeal.Replay.Store 
    



      
Caller-owned replay adapter and reference. Importing it starts nothing.
adapter is a module implementing the RequestSeal.Replay callbacks and ref
is that adapter's reference. Build stores with RequestSeal.Replay.ETS.store/1,
RequestSeal.Replay.Postgres.store/2 or RequestSeal.Replay.AshOnetime.store/2.
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          @type t() :: %RequestSeal.Replay.Store{adapter: module(), ref: term()}


      



  


        

      


  

    
RequestSeal.JOSE 
    



      
Bounded compact JOSE envelopes over OTP cryptography.
RequestSeal.JOSE.JWS signs and verifies compact RFC 7515 envelopes;
RequestSeal.JOSE.JWE encrypts and decrypts compact RFC 7516 envelopes.
RequestSeal.JOSE.Nested verifies one JWS inside one JWE. Each call selects
algorithms explicitly. There is no JWT claims policy, provider profile,
automatic key lookup, trust anchor, authorization, or network operation.
Algorithm identifiers are exact wire tokens. Results expose protected bytes
and payload/plaintext only through explicit field access; inspection hides them.
All errors use RequestSeal.JOSE.Error, with no input or exception text.
Compact bytes are limited to 1,048,576. Protected JSON is at most 16,384 bytes,
64 members per object, depth four, and 64 entries per array. Integers are within
±999,999,999,999,999; floats and duplicate members reject at every depth.
Base64url is canonical and unpadded. Compression (zip), detached JWS, JSON
serializations, the jku, x5u, and jwk key headers, b64, and crit are
unsupported; kid and x5c are accepted only as untrusted header data.
Key-management functions are custodian-side primitives. Decryption callbacks
own private keys and return a CEK only inside the bounded sensitive worker.
Successful recipient integrity does not establish origin or a principal.

      


      
        Summary


  
    Types
  


    
      
        enc()

      


        JWE content-encryption wire name: "A128GCM" or "A256GCM".



    


    
      
        header()

      


        Ordered protected header pairs: {member_name, json_value}.



    


    
      
        jwe_alg()

      


        JWE key-management algorithm wire name, such as "A256GCMKW".



    


    
      
        jws_alg()

      


        JWS algorithm wire name, such as "EdDSA" or "ES256".
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          @type enc() :: binary()


      


JWE content-encryption wire name: "A128GCM" or "A256GCM".

  



  
    
      
    
    
      header()



        
          
        

    

  


  

      

          @type header() :: [{binary(), term()}]


      


Ordered protected header pairs: {member_name, json_value}.
Names are strings and must be unique. Values are JSON terms: strings (valid
UTF-8), integers, true, false, nil (JSON null), lists, and maps with
string keys. Floats, other atoms, and structs reject.
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          @type jwe_alg() :: binary()


      


JWE key-management algorithm wire name, such as "A256GCMKW".

  



  
    
      
    
    
      jws_alg()



        
          
        

    

  


  

      

          @type jws_alg() :: binary()


      


JWS algorithm wire name, such as "EdDSA" or "ES256".

  


        

      


  

    
RequestSeal.JOSE.Error 
    



      
Closed, redacted JOSE errors. Only :deadline_exceeded is retryable.
Input errors: :invalid_options, :invalid_policy, :limit,
:invalid_serialization, :invalid_base64, :invalid_header,
:duplicate_member, :unsupported_header, :unsupported_serialization,
:compression_unsupported, :detached_payload, :invalid_iv, :invalid_tag.
Selection errors: :algorithm_not_permitted, :algorithm_mismatch,
:unsupported_critical_header, :unknown_key, :key_resolver_failed.
Operation errors: :invalid_signature, :signer_failed, :decryption_failed,
:entropy_failure, :deadline_exceeded, :nesting_depth, :content_type_mismatch.
Unwrap and authentication failures share :decryption_failed; no bytes, key
identifiers, callback reason, or exception text is retained. Correlation is nil.
Layers identify :input, :key, :crypto, or :nesting.
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          @type reason() ::
  :content_type_mismatch
  | :nesting_depth
  | :deadline_exceeded
  | :entropy_failure
  | :decryption_failed
  | :invalid_tag
  | :invalid_iv
  | :signer_failed
  | :invalid_signature
  | :key_resolver_failed
  | :unknown_key
  | :unsupported_critical_header
  | :algorithm_mismatch
  | :algorithm_not_permitted
  | :detached_payload
  | :compression_unsupported
  | :unsupported_serialization
  | :unsupported_header
  | :duplicate_member
  | :invalid_header
  | :invalid_base64
  | :invalid_serialization
  | :limit
  | :invalid_policy
  | :invalid_options
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          @type t() :: %RequestSeal.JOSE.Error{
  correlation: nil,
  layer: atom(),
  reason: reason(),
  retryable: boolean()
}


      



  


        

      


  

    
RequestSeal.JOSE.JWE 
    



      
Compact RFC 7516 encryption with explicitly pinned algorithms and AES GCM.
encrypt/4 generates a fresh content-encryption key (CEK) and IV and hands the
CEK to the recipient's public key or a caller wrapper; decrypt/2 authenticates
and decrypts under an explicit policy. Key management is RSA-OAEP-256,
RSA-OAEP, A128GCMKW, A256GCMKW, or dir; content encryption is A128GCM
or A256GCM. No symmetric secret can be supplied in a public key or header.
On the decryption handle path, RSA-OAEP private operations stay inside the
handle's sensitive local holder; the callback path can still use caller-owned
raw key material. Resolver and callback unwrap execute in JWE's sensitive
worker. On the handle path, the CEK passes from the sensitive local holder
through a separate sensitive custody runner and middle process to that JWE
worker. These four processes see the CEK; JWE's outer middle process and the
decrypt caller receive only the authenticated result. All work shares one
absolute deadline. Unwrap failure uses a fresh random CEK and still attempts
tag authentication; both paths return :decryption_failed.
A released or unavailable resolved handle makes decryption fail with the same
complete error as a forged message, by design. Check
RequestSeal.Custody.public_key(handle) at startup: {:ok, public_key} confirms
public resolution; {:error, error} reports custody availability separately
from message processing. Handle algorithm/capability mismatch also follows the
unwrap-failure path. Resolver algorithm mismatch remains a key-selection error,
and deadline expiration remains distinct.
CEK/IV use the real CSPRNG. Decrypted data stays in the private worker until
full authentication succeeds; no partial result is returned. IVs are 12 bytes,
tags 16 bytes, CEKs exactly 16/32 bytes. The protected segment is verbatim AAD.
Recipient integrity establishes no sender identity, request association, claims
validation, or authorization.
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    Functions
  


    
      
        decrypt(compact, policy)

      


        Authenticate and decrypt a compact JWE under an explicit policy (RFC 7516).



    


    
      
        encrypt(header, plaintext, recipient, opts \\ [])

      


        Encrypt plaintext into a compact JWE with fresh CEK and IV bytes (RFC 7516).
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          @spec decrypt(binary(), map()) ::
  {:ok, RequestSeal.JOSE.JWE.Result.t()} | {:error, RequestSeal.JOSE.Error.t()}


      


Authenticate and decrypt a compact JWE under an explicit policy (RFC 7516).
Resolution, unwrapping, and authentication share one absolute deadline with
sensitive workers and caller cancellation. No plaintext leaves the worker
before full tag authentication. The received protected segment is used verbatim
as AAD.
Parameters
	compact - binary compact JWE, at most 1,048,576 bytes, with exactly five
segments. JSON serializations (input starting with { or [) reject. The
protected header follows the bounds in RequestSeal.JOSE.JWS.sign_protected/4
and is at most 21,846 Base64url bytes. The IV must decode to 12 bytes and the
tag to 16 bytes. The encrypted key must be empty for "dir", the CEK width
for GCM key wrapping (with protected "iv" and "tag" members), and 256 to
1,024 bytes for RSA.
	policy - a map containing exactly these atom keys:	:algorithms - nonempty unique list selected from "RSA-OAEP-256",
"RSA-OAEP", "A128GCMKW", "A256GCMKW", and "dir".
	:encryption - nonempty unique list selected from "A128GCM" and
"A256GCM".
	:max_plaintext - integer bytes, 1 to 1,048,576; bounds the ciphertext.
	:timeout - integer milliseconds, 1 to 300,000.
	:key_resolver - arity-one function receiving
%{algorithm: wire_name, encryption: wire_name, header: decoded_header_map}.
It returns :error,
{:ok, %{algorithm: same_name, unwrap: arity_two_function}}, or
{:ok, %{algorithm: same_name, key: custody_handle}}, with exactly two
entry keys. Unwrap receives (encrypted_key_bytes, header) and returns
{:ok, cek_bytes} or {:error, term}; a CEK whose width differs from the
enc key size counts as failure. The key: handle form works only for
"RSA-OAEP" and "RSA-OAEP-256", binding {:jwe, same_name} with only
:unwrap capability; RSA private operations stay in custody. "dir",
"A128GCMKW", and "A256GCMKW" require the unwrap: callback. A handle
supplied for one of those algorithms returns :decryption_failed.



Returns
	{:ok, %RequestSeal.JOSE.JWE.Result{}} - carries algorithm, encryption,
decoded header, received protected segment, and plaintext.
	{:error, %RequestSeal.JOSE.Error{}} - reasons this function can return:
:invalid_policy, :invalid_serialization, :unsupported_serialization,
:limit (including ciphertext above :max_plaintext), :invalid_base64,
:invalid_header, :duplicate_member, :unsupported_critical_header,
:compression_unsupported, :unsupported_header, :algorithm_not_permitted
(alg or enc outside the policy), :invalid_iv, :invalid_tag,
:unknown_key (resolver returned :error), :algorithm_mismatch (resolver
returned another algorithm), :key_resolver_failed (resolver exception or
invalid entry), :entropy_failure, :decryption_failed (wrong encrypted-key
width, unwrap failure, or authentication failure), and :deadline_exceeded
(the only retryable reason). Meanings: RequestSeal.JOSE.Error.

Examples
This is a local RFC 7518 round trip, using real key wrapping and AEAD:
iex> wrapping_key = {:aes, :crypto.strong_rand_bytes(32)}
iex> wrap = fn algorithm, cek -> RequestSeal.JOSE.KeyManagement.wrap(algorithm, cek, %{}, wrapping_key) end
iex> {:ok, token} = RequestSeal.JOSE.JWE.encrypt([{"alg", "A256GCMKW"}, {"enc", "A256GCM"}], "payload", wrap)
iex> unwrap = fn bytes, header -> RequestSeal.JOSE.KeyManagement.unwrap("A256GCMKW", bytes, header, wrapping_key) end
iex> policy = %{algorithms: ["A256GCMKW"], encryption: ["A256GCM"], max_plaintext: 1_024, timeout: 5_000, key_resolver: fn _ -> {:ok, %{algorithm: "A256GCMKW", unwrap: unwrap}} end}
iex> {:ok, result} = RequestSeal.JOSE.JWE.decrypt(token, policy)
iex> result.plaintext
"payload"
iex> {:error, error} = RequestSeal.JOSE.JWE.decrypt(token, Map.delete(policy, :encryption))
iex> error.reason
:invalid_policy
iex> other_key = {:aes, :crypto.strong_rand_bytes(32)}
iex> wrong = fn bytes, header -> RequestSeal.JOSE.KeyManagement.unwrap("A256GCMKW", bytes, header, other_key) end
iex> {:error, error} = RequestSeal.JOSE.JWE.decrypt(token, %{policy | key_resolver: fn _ -> {:ok, %{algorithm: "A256GCMKW", unwrap: wrong}} end})
iex> error.reason
:decryption_failed

  



    

  
    
      
    
    
      encrypt(header, plaintext, recipient, opts \\ [])



        
          
        

    

  


  

      

          @spec encrypt(
  RequestSeal.JOSE.header(),
  binary(),
  RequestSeal.PublicKey.t() | function(),
  keyword()
) ::
  {:ok, binary()} | {:error, RequestSeal.JOSE.Error.t()}


      


Encrypt plaintext into a compact JWE with fresh CEK and IV bytes (RFC 7516).
The protected header is compact JSON: top-level members keep caller order,
followed by recipient additions sorted by member name; nested JSON objects are
serialized in map order. For JWS signatures needing exact protected bytes, use
RequestSeal.JOSE.JWS.sign_protected/4. Wrapping and encryption run in a
sensitive worker with deadline and caller cancellation. This function accepts
no policy map; decryption selects its own explicit policy.
Parameters
	header - RequestSeal.JOSE.header/0 with unique members, at most 64
pairs, nesting depth at most four, serialized size at most 16,384 bytes.
"alg" must be "RSA-OAEP-256", "RSA-OAEP", "A128GCMKW", "A256GCMKW",
or "dir"; "enc" must be "A128GCM" or "A256GCM". "crit", "zip",
"jku", "x5u", "jwk", and "b64" reject regardless of their values.
	plaintext - binary, at most 1,048,576 bytes; the compact result has the
same bound.
	recipient - one of:	a RequestSeal.PublicKey with RSA material, for "RSA-OAEP" and
"RSA-OAEP-256". Its algorithm must be nil or the header alg, use
nil or "enc", and operations nil or include "encrypt" or "wrapKey".
	an arity-two function receiving (wire_algorithm, generated_cek_bytes)
and returning {:ok, %{encrypted_key: bytes, header: additions_map}}
with exactly those keys. Additions may contain only "iv"/"tag", only
for "A128GCMKW"/"A256GCMKW", cannot replace caller members, and become
authenticated protected headers. For "dir", the function provisions the
generated CEK to its recipient through caller-owned custody and returns an
empty encrypted key. RequestSeal.JOSE.KeyManagement.wrap/4 produces this
result shape.


	opts - keyword list.

Options
	:timeout - integer milliseconds, 1 to 300,000. Default 5,000.

Returns
	{:ok, compact} - five unpadded Base64url segments:
protected.encrypted_key.iv.ciphertext.tag.
	{:error, %RequestSeal.JOSE.Error{}} - reasons this function can return:
:invalid_options (option or recipient form), :invalid_serialization
(non-binary plaintext), :limit (more than 64 pairs or an oversized
result), :invalid_header (including, from 0.5.0, a header that is not a list of
{name, value} pairs), :duplicate_member
(including an addition that repeats a caller member),
:unsupported_critical_header, :compression_unsupported,
:unsupported_header (including disallowed additions),
:algorithm_not_permitted (unsupported alg, or missing or unsupported
enc),
:algorithm_mismatch (public key unusable for alg), :invalid_base64,
:invalid_iv, :invalid_tag (malformed iv/tag additions),
:decryption_failed (encrypted key with the wrong width for alg),
:entropy_failure, :signer_failed (wrapper error, exception, or invalid
result; invalid public key), and :deadline_exceeded (the only retryable
reason). This function has no key resolver and does not return
:key_resolver_failed. Meanings: RequestSeal.JOSE.Error.

Examples
This example uses actual RFC 7518 AES GCM key wrapping and content encryption:
iex> wrapping_key = {:aes, :crypto.strong_rand_bytes(32)}
iex> wrap = fn algorithm, cek -> RequestSeal.JOSE.KeyManagement.wrap(algorithm, cek, %{}, wrapping_key) end
iex> {:ok, token} = RequestSeal.JOSE.JWE.encrypt([{"alg", "A256GCMKW"}, {"enc", "A256GCM"}], "payload", wrap, timeout: 5_000)
iex> is_binary(token) and length(String.split(token, ".")) == 5
true
iex> {:error, error} = RequestSeal.JOSE.JWE.encrypt([{"alg", "A256GCMKW"}, {"enc", "A256GCM"}], "payload", wrap, timeout: 0)
iex> error.reason
:invalid_options
iex> {:error, error} = RequestSeal.JOSE.JWE.encrypt([{"alg", "A256GCMKW"}, {"enc", "A256GCM"}, {"zip", "DEF"}], "payload", wrap)
iex> error.reason
:compression_unsupported

  


        

      


  

    
RequestSeal.JOSE.JWE.Result 
    



      
Authenticated compact JWE plaintext. Recipient integrity establishes no origin or principal.
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          @type t() :: %RequestSeal.JOSE.JWE.Result{
  algorithm: binary(),
  authorization: :not_evaluated,
  encryption: binary(),
  header: map(),
  origin: :unbound,
  plaintext: binary(),
  principal: :unattributed,
  protected: binary(),
  recipient_integrity: :valid
}


      



  


        

      


  

    
RequestSeal.JOSE.JWS 
    



      
Compact RFC 7515 signatures over exact protected and payload segments.
sign/4 builds the protected header from ordered pairs; sign_protected/4
signs caller-serialized protected JSON bytes unchanged; verify/2 checks a
received compact JWS under an explicit policy. No received header is serialized
again: verification signs over the received protected segment.
kid and x5c are only untrusted header data; they establish no key trust or
network permission. Cryptographic validity supplies no principal, claims
validation, freshness, replay protection, or authorization.

      


      
        Summary


  
    Functions
  


    
      
        sign(header, payload, signer, opts \\ [])

      


        Sign a nonempty payload into a compact JWS, serializing ordered header pairs.



    


    
      
        sign_protected(protected_json, payload, signer, opts \\ [])

      


        Sign caller-serialized protected JSON bytes without reserializing them.



    


    
      
        verify(compact, policy)

      


        Verify a compact JWS over its received protected and payload segments (RFC 7515).
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          @spec sign(
  RequestSeal.JOSE.header(),
  binary(),
  RequestSeal.KeyHandle.t() | RequestSeal.Policy.signer(),
  keyword()
) :: {:ok, binary()} | {:error, RequestSeal.JOSE.Error.t()}


      


Sign a nonempty payload into a compact JWS, serializing ordered header pairs.
The protected header is compact JSON: top-level members keep caller order, and
nested JSON objects are serialized in map order. Use sign_protected/4 when the
exact protected bytes matter.
Parameters
	header - RequestSeal.JOSE.header/0, at most 64 pairs, nesting depth at
most four, serialized size at most 16,384 bytes. "alg" is required and
must be one of "RS256", "PS256", "PS384", "PS512", "HS256",
"ES256", "ES384", or "EdDSA". "crit", "zip", "jku", "x5u",
"jwk", and "b64" reject regardless of their values.
	payload - nonempty binary. The signing input and the compact result are
each bounded to 1,048,576 bytes.
	signer - a RequestSeal.KeyHandle whose algorithm is {:jws, alg} and
that has the :sign capability, or an arity-two function receiving
({:jws, alg}, signing_input) and returning {:ok, signature} (1 to 16,384
bytes) or {:error, term}. Both run in a custody worker under the timeout.
	opts - keyword list.

Options
	:timeout - integer milliseconds, 1 to 300,000. Default 5,000.

Returns
	{:ok, compact} - protected.payload.signature, each segment unpadded
Base64url.
	{:error, %RequestSeal.JOSE.Error{}} - reasons this function can return:
:invalid_options (unknown, duplicate, or out-of-range option, or a signer
that is neither form), :invalid_serialization (non-binary payload),
:detached_payload (empty payload), :limit (more than 64 pairs or an
oversized result), :invalid_header (including, from 0.5.0, a header that
is not a list of {name, value} pairs; 0.4.1 returns :limit), :duplicate_member, :unsupported_critical_header,
:compression_unsupported, :unsupported_header, :algorithm_not_permitted,
:algorithm_mismatch (handle bound to another algorithm), :signer_failed
(signer error, exception, malformed result, or unusable handle), and
:deadline_exceeded (the only retryable reason). Meanings:
RequestSeal.JOSE.Error.

Examples
iex> {_, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new({:jws, "EdDSA"}, {:ed25519, seed})
iex> {:ok, token} = RequestSeal.JOSE.JWS.sign([{"alg", "EdDSA"}, {"kid", "build-signer-1"}], ~s({"artifact":"release.tar.gz"}), handle)
iex> [protected, _payload, _signature] = String.split(token, ".")
iex> Base.url_decode64!(protected, padding: false)
~s({"alg":"EdDSA","kid":"build-signer-1"})
iex> {:error, error} = RequestSeal.JOSE.JWS.sign([{"alg", "ES256"}], "build log", handle)
iex> error.reason
:algorithm_mismatch
iex> {:error, error} = RequestSeal.JOSE.JWS.sign([{"alg", "EdDSA"}], "", handle)
iex> error.reason
:detached_payload
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec sign_protected(
  binary(),
  binary(),
  RequestSeal.KeyHandle.t() | RequestSeal.Policy.signer(),
  keyword()
) :: {:ok, binary()} | {:error, RequestSeal.JOSE.Error.t()}


      


Sign caller-serialized protected JSON bytes without reserializing them.
The protected segment is the unpadded Base64url encoding of protected_json
exactly as supplied.
Parameters
	protected_json - binary JSON object, at most 16,384 bytes, nesting depth at
most four, at most 64 members per object and 64 entries per array, integers
within ±999,999,999,999,999, no floats, and no duplicate members at any
depth. "alg" is required and must be one of the eight algorithms listed
in sign/4; "crit", "zip", "jku", "x5u", "jwk", and "b64"
reject regardless of their values.
	payload - nonempty binary. The signing input and the compact result are
each bounded to 1,048,576 bytes.
	signer - a RequestSeal.KeyHandle or arity-two function, as in sign/4.
	opts - keyword list.

Options
	:timeout - integer milliseconds, 1 to 300,000. Default 5,000.

Returns
	{:ok, compact} - protected.payload.signature.
	{:error, %RequestSeal.JOSE.Error{}} - the same reasons as sign/4:
:invalid_options, :invalid_serialization, :detached_payload, :limit,
:invalid_header (including JSON that is not an object or is not valid),
:duplicate_member, :unsupported_critical_header,
:compression_unsupported, :unsupported_header, :algorithm_not_permitted,
:algorithm_mismatch, :signer_failed, and :deadline_exceeded. Meanings:
RequestSeal.JOSE.Error.

Examples
iex> {_, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new({:jws, "EdDSA"}, {:ed25519, seed})
iex> protected = ~s({"kid":"telemetry-1", "alg":"EdDSA"})
iex> {:ok, token} = RequestSeal.JOSE.JWS.sign_protected(protected, ~s({"cpu":0.42}), handle)
iex> [segment, _payload, _signature] = String.split(token, ".")
iex> Base.url_decode64!(segment, padding: false) == protected
true
iex> {:error, error} = RequestSeal.JOSE.JWS.sign_protected(~s({"alg":"EdDSA","alg":"EdDSA"}), "reading", handle)
iex> error.reason
:duplicate_member
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec verify(binary(), map()) ::
  {:ok, RequestSeal.JOSE.JWS.Result.t()} | {:error, RequestSeal.JOSE.Error.t()}


      


Verify a compact JWS over its received protected and payload segments (RFC 7515).
Key resolution and verification run in a sensitive custody worker under one
absolute deadline, with caller cancellation. Protected bytes are never
reserialized.
Parameters
	compact - binary compact JWS, at most 1,048,576 bytes, with exactly three
segments, a nonempty payload, and a protected segment of at most 21,846
bytes. JSON serializations (input starting with { or [) reject.
The protected header follows the bounds in sign_protected/4.
	policy - a map containing exactly these atom keys:	:algorithms - nonempty unique list selected from "RS256",
"PS256", "PS384", "PS512", "HS256", "ES256", "ES384", and
"EdDSA". The received alg must be in this list.
	:timeout - integer milliseconds, 1 to 300,000, shared by key
resolution and verification.
	:key_resolver - arity-one function receiving
%{algorithm: wire_name, header: decoded_header_map}. It returns
:error or {:ok, %{algorithm: same_wire_name, key: key}} with exactly
those two entry keys. key is a RequestSeal.PublicKey or an arity-three
verification function receiving ({:jws, wire_name}, exact_base_bytes, signature_bytes) and returning exactly :ok on validity; any other
return, including {:ok, value}, is :invalid_signature. Use the
function form for "HS256" so the secret stays in caller-owned custody.



Returns
	{:ok, %RequestSeal.JOSE.JWS.Result{}} - only after verification; carries
algorithm, decoded header, received protected segment, and payload.
	{:error, %RequestSeal.JOSE.Error{}} - reasons this function can return:
:invalid_policy, :invalid_serialization, :unsupported_serialization,
:limit, :invalid_base64, :invalid_header, :duplicate_member,
:unsupported_critical_header ("crit"), :compression_unsupported
("zip"), :unsupported_header ("jku", "x5u", "jwk", "b64", regardless
of value), :algorithm_not_permitted, :detached_payload (empty payload
segment), :unknown_key (resolver returned :error), :algorithm_mismatch
(resolver returned another algorithm), :key_resolver_failed (resolver
exception or invalid entry), :invalid_signature (empty or invalid
signature, or verification-function failure), and :deadline_exceeded (the
only retryable reason). Meanings: RequestSeal.JOSE.Error.

Examples
This example constructs and verifies a local RFC 8037 Ed25519 JWS:
iex> {_, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new({:jws, "EdDSA"}, {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> {:ok, token} = RequestSeal.JOSE.JWS.sign([{"alg", "EdDSA"}], "payload", handle)
iex> policy = %{algorithms: ["EdDSA"], timeout: 5_000, key_resolver: fn _ -> {:ok, %{algorithm: "EdDSA", key: key}} end}
iex> {:ok, result} = RequestSeal.JOSE.JWS.verify(token, policy)
iex> result.payload
"payload"
iex> RequestSeal.Custody.Local.release(handle)
:ok
iex> {:error, error} = RequestSeal.JOSE.JWS.verify(token, Map.put(policy, :extra, true))
iex> error.reason
:invalid_policy
iex> {:error, error} = RequestSeal.JOSE.JWS.verify(token, %{policy | key_resolver: fn _ -> :error end})
iex> error.reason
:unknown_key

  


        

      


  

    
RequestSeal.JOSE.JWS.Result 
    



      
Verified compact JWS. Header, protected segment and payload require explicit access.
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          @type t() :: %RequestSeal.JOSE.JWS.Result{
  algorithm: binary(),
  authorization: :not_evaluated,
  crypto: :valid,
  header: map(),
  payload: binary(),
  principal: :unattributed,
  protected: binary()
}


      



  


        

      


  

    
RequestSeal.JOSE.KeyManagement 
    



      
Custodian-side RFC 7518 key wrapping primitives over OTP.
wrap/4 and unwrap/4 consume operation-local descriptors only:
{:rsa, otp_key}, {:aes, kek}, {:cek, bytes}. RSA wrapping takes
an OTP public key; unwrapping takes an OTP private key.
Private keys and symmetric material remain the caller custodian's responsibility.
RSA-OAEP uses SHA-1/MGF1 SHA-1; RSA-OAEP-256 uses SHA-256/MGF1 SHA-256,
both with an empty label. A128GCMKW/A256GCMKW use AES GCM with empty AAD.
JOSE envelopes enforce the content cipher's CEK width; primitives also support
published unwrap stages belonging to other content algorithms without enabling
those algorithms.
wrap/4 reports a descriptor or KEK that does not fit the algorithm as
:algorithm_mismatch. unwrap/4 reports a KEK of the wrong size as
:algorithm_mismatch (rule jose/key.algorithm_mismatch in the
cross-language conformance corpus) and every other failure to recover a CEK,
including a descriptor of the wrong kind, as :decryption_failed. These
primitive reasons never reach a decrypting peer: RequestSeal.JOSE.JWE.decrypt/2
replaces any unwrap failure with a random CEK and returns the same
:decryption_failed as an authentication failure.

      


      
        Summary


  
    Functions
  


    
      
        unwrap(alg, bytes, header, material)

      


        Recover a content-encryption key (CEK) from its wrapped form (RFC 7518).



    


    
      
        wrap(alg, bytes, header, material)

      


        Wrap a content-encryption key (CEK) for one recipient (RFC 7518).
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          @spec unwrap(binary(), binary(), map(), tuple()) ::
  {:ok, binary()} | {:error, RequestSeal.JOSE.Error.t()}


      


Recover a content-encryption key (CEK) from its wrapped form (RFC 7518).
Received widths reject before OTP is called. Use it inside a
RequestSeal.JOSE.JWE.decrypt/2 unwrap: callback, which supplies the
encrypted key and decoded protected header.
Parameters
	alg - "RSA-OAEP-256", "RSA-OAEP", "A128GCMKW", "A256GCMKW", or
"dir".
	bytes - the encrypted key, a binary of at most 1,048,576 bytes. RSA
requires exactly the modulus width; "dir" requires "".
	header - the decoded protected header map. GCM key wrapping reads its
"iv" (12 bytes) and "tag" (16 bytes), canonical unpadded Base64url.
	material - the descriptor matching alg:	{:rsa, rsa_private_key} - OTP :RSAPrivateKey record, two-prime,
2048 to 8192 bits, CRT components checked.
	{:aes, kek} - 16-byte KEK for "A128GCMKW", 32-byte KEK for
"A256GCMKW".
	{:cek, key} - for "dir"; a 16- or 32-byte key, returned as the CEK.



Returns
	{:ok, cek} - the unwrapped bytes. This function does not check the width
against a content cipher; RequestSeal.JOSE.JWE.decrypt/2 does.
	{:error, %RequestSeal.JOSE.Error{}} - reasons this function can return:
:algorithm_not_permitted, :invalid_header (non-map header),
:invalid_serialization (non-binary input), :limit, :algorithm_mismatch
(KEK of the wrong size), :invalid_base64, :invalid_iv, :invalid_tag,
and :decryption_failed (descriptor does not fit alg, invalid private
key, wrong encrypted-key width, or authentication failure). Meanings:
RequestSeal.JOSE.Error.

Examples
iex> kek = :crypto.strong_rand_bytes(32)
iex> cek = :crypto.strong_rand_bytes(32)
iex> {:ok, %{encrypted_key: wrapped, header: header}} = RequestSeal.JOSE.KeyManagement.wrap("A256GCMKW", cek, %{}, {:aes, kek})
iex> RequestSeal.JOSE.KeyManagement.unwrap("A256GCMKW", wrapped, header, {:aes, kek}) == {:ok, cek}
true
iex> {:error, error} = RequestSeal.JOSE.KeyManagement.unwrap("A256GCMKW", wrapped, header, {:aes, :crypto.strong_rand_bytes(32)})
iex> error.reason
:decryption_failed
iex> {:error, error} = RequestSeal.JOSE.KeyManagement.unwrap("A256GCMKW", wrapped, %{}, {:aes, kek})
iex> error.reason
:invalid_base64
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          @spec wrap(binary(), binary(), map(), tuple()) ::
  {:ok, map()} | {:error, RequestSeal.JOSE.Error.t()}


      


Wrap a content-encryption key (CEK) for one recipient (RFC 7518).
The result is the shape a RequestSeal.JOSE.JWE.encrypt/4 wrapper returns.
Parameters
	alg - "RSA-OAEP-256", "RSA-OAEP", "A128GCMKW", "A256GCMKW", or
"dir".
	bytes - the CEK, a binary of at most 1,048,576 bytes. RSA-OAEP limits it
further by the modulus size.
	header - a map; not read when wrapping (pass %{}).
	material - the descriptor matching alg:	{:rsa, {:RSAPublicKey, n, e}} - OTP RSA public key, 2048 to 8192 bits,
for "RSA-OAEP" and "RSA-OAEP-256".
	{:aes, kek} - 16-byte KEK for "A128GCMKW", 32-byte KEK for
"A256GCMKW".
	{:cek, key} - for "dir"; key must equal bytes.



Returns
	{:ok, %{encrypted_key: bytes, header: additions}} - RSA returns a
modulus-width encrypted key and %{}; GCM key wrapping returns the wrapped
key and %{"iv" => b64, "tag" => b64} (fresh 12-byte IV, 16-byte tag, which
must be protected); "dir" returns "" and %{}.
	{:error, %RequestSeal.JOSE.Error{}} - reasons this function can return:
:algorithm_not_permitted, :invalid_header (non-map header),
:invalid_serialization (non-binary CEK), :limit, :algorithm_mismatch
(descriptor does not fit alg, wrong KEK size, or "dir" key differs),
:entropy_failure, and :signer_failed (invalid RSA key or OTP failure).
Meanings: RequestSeal.JOSE.Error.

Examples
iex> kek = :crypto.strong_rand_bytes(16)
iex> cek = :crypto.strong_rand_bytes(16)
iex> {:ok, %{encrypted_key: wrapped, header: header}} = RequestSeal.JOSE.KeyManagement.wrap("A128GCMKW", cek, %{}, {:aes, kek})
iex> {byte_size(wrapped), Enum.sort(Map.keys(header))}
{16, ["iv", "tag"]}
iex> {:error, error} = RequestSeal.JOSE.KeyManagement.wrap("A256GCMKW", cek, %{}, {:aes, kek})
iex> error.reason
:algorithm_mismatch

  


        

      


  

    
RequestSeal.JOSE.Nested 
    



      
Verify exactly one compact JWS inside one authenticated compact JWE.
Both policies are explicit; no recursive dispatch or fallback occurs. Failure
returns a redacted RequestSeal.JOSE.Error, never a decrypted partial result.
These are envelope facts, not JWT claims validation or authorization.

      


      
        Summary


  
    Functions
  


    
      
        verify(compact, jwe_policy, jws_policy, opts)

      


        Decrypt one compact JWE, then verify the compact JWS it carries.
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          @spec verify(binary(), map(), map(), keyword()) ::
  {:ok, map()} | {:error, RequestSeal.JOSE.Error.t()}


      


Decrypt one compact JWE, then verify the compact JWS it carries.
The outer protected cty must be one of the selected content types. Inner
envelopes (plaintext that is not a three-segment compact JWS) reject as
:nesting_depth. So does an inner JWS whose cty names a JOSE content type
— the registered application/jose and application/jose+json, the
per-structure application/jws and application/jwe, and RFC 7519's
application/jwt — all case-insensitively, with RFC 7515 Section 4.1.10's
abbreviation rule (a value with no / prepends application/, so jose,
JWS, and JWT land in that set) — because such a value declares the
payload is another JOSE envelope and this module verifies exactly one level.
Any other inner cty (for example application/json) names ordinary typed
payload content and is the application's business. Only complete success
returns a result. Each policy supplies its own stage timeout; there is no
combined timeout option.
Parameters
	compact - the outer compact JWE, as accepted by
RequestSeal.JOSE.JWE.decrypt/2.
	jwe_policy - the decryption policy map for RequestSeal.JOSE.JWE.decrypt/2.
	jws_policy - the verification policy map for RequestSeal.JOSE.JWS.verify/2.
	opts - keyword list; required (there is no default).

Options
	:content_types - required. Unique nonempty list of at most 64 nonempty
strings, each at most 256 bytes, compared exactly with the outer cty.

Returns
	{:ok, %{jwe: %RequestSeal.JOSE.JWE.Result{}, jws: %RequestSeal.JOSE.JWS.Result{}}}.
	{:error, %RequestSeal.JOSE.Error{}} - :invalid_options (missing, unknown,
duplicate, or invalid option), :content_type_mismatch (outer cty absent
or not selected), :nesting_depth, and every reason
RequestSeal.JOSE.JWE.decrypt/2 and RequestSeal.JOSE.JWS.verify/2 return.
Meanings: RequestSeal.JOSE.Error.

Examples
iex> {_, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new({:jws, "EdDSA"}, {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> {:ok, jws} = RequestSeal.JOSE.JWS.sign([{"alg", "EdDSA"}], ~s({"order":"A-1001","status":"shipped"}), handle)
iex> kek = {:aes, :crypto.strong_rand_bytes(32)}
iex> wrap = fn algorithm, cek -> RequestSeal.JOSE.KeyManagement.wrap(algorithm, cek, %{}, kek) end
iex> {:ok, jwe} = RequestSeal.JOSE.JWE.encrypt([{"alg", "A256GCMKW"}, {"enc", "A256GCM"}, {"cty", "JWT"}], jws, wrap)
iex> unwrap = fn bytes, header -> RequestSeal.JOSE.KeyManagement.unwrap("A256GCMKW", bytes, header, kek) end
iex> jwe_policy = %{algorithms: ["A256GCMKW"], encryption: ["A256GCM"], max_plaintext: 4_096, timeout: 5_000, key_resolver: fn _ -> {:ok, %{algorithm: "A256GCMKW", unwrap: unwrap}} end}
iex> jws_policy = %{algorithms: ["EdDSA"], timeout: 5_000, key_resolver: fn _ -> {:ok, %{algorithm: "EdDSA", key: key}} end}
iex> {:ok, %{jws: inner}} = RequestSeal.JOSE.Nested.verify(jwe, jwe_policy, jws_policy, content_types: ["JWT"])
iex> inner.payload
~s({"order":"A-1001","status":"shipped"})
iex> {:error, error} = RequestSeal.JOSE.Nested.verify(jwe, jwe_policy, jws_policy, content_types: ["application/example+jws"])
iex> error.reason
:content_type_mismatch
iex> RequestSeal.Custody.Local.release(handle)
:ok

  


        

      


  

    
RequestSeal.WebBotAuth 
    



      
Source-bound HTTP request signing and verification for
draft-ietf-webbotauth-httpsig-protocol-00.
Caller clocks range from 0 through 253,402,300,799 Unix seconds.
verify/3 validates every web-bot-auth signature independently. Legacy
string Signature-Agent fields reject. Caller trust resolves the (URL, key)
pair before agent attribution. Nested signature coverage includes the inner
input and every inner component. One replay claim follows validation of the
entire envelope. Unresolved associations return :agent_unresolved with a
bounded detail; they never imply invalid cryptography or populate a URL
principal. Policy explicitly permits held keys when desired. No network or
store is started.
sign/4 keeps private material behind the caller's arity-two signer and adds a
dictionary Signature-Agent member without replacing other agent members.
Authorization always remains unevaluated. See RequestSeal.Error for reasons.

      


      
        Summary


  
    Functions
  


    
      
        sign(message, spec, signer, opts \\ [])

      


        Sign an explicit protocol-00 request with caller-owned signing authority.



    


    
      
        verify(message, policy, opts \\ [])

      


        Verify all selected request signatures, then commit replay once.
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      sign(message, spec, signer, opts \\ [])



        
          
        

    

  


  

      

          @spec sign(
  RequestSeal.Message.t(),
  map(),
  RequestSeal.WebBotAuth.Policy.signer(),
  keyword()
) ::
  {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Error.t()}


      


Sign an explicit protocol-00 request with caller-owned signing authority.
Signing appends a Signature-Agent dictionary member for the label (or reuses
an identical existing member), then Signature-Input and Signature members.
The signature always covers @authority and "signature-agent";key="<label>",
plus any components. Parameters are created, keyid (the key's SHA-256 JWK
thumbprint), alg (HTTP algorithm names only), expires, nonce (when not
nil), and tag="web-bot-auth".
Parameters
	message - a RequestSeal.Message of kind :request.
	spec - a map with exactly these required keys, plus optional :components:	:label - signature label (Structured Fields key).
	:agent - %{location: url, type: type} with exactly those keys. type is
:directory, :jwks_uri, or :cimd; location is an HTTPS URL of 1 to
2,048 printable ASCII bytes, without userinfo. A :directory location must
be a bare lowercase origin, such as "https://crawler.example". If the
message already has a member for the label, it must be identical.
	:key - the signer's RequestSeal.PublicKey, compatible with :algorithm.
	:algorithm - a RequestSeal.Crypto algorithm; "hmac-sha256" and
{:jws, "HS256"} reject.
	:created, :expires - integer Unix seconds, 0 to 999,999,999,999,999;
expires is after created by at most 86,400 seconds.
	:nonce - binary of 1 to 1,024 bytes, or nil.
	:components - optional serialized Inner List of additional component
identifiers, without parameters. Default "()".


	signer - arity-two function receiving (algorithm, signature_base) and
returning {:ok, signature} (1 to 1,024 bytes) or {:error, term}.
	opts - keyword list.

Options
	:field_schemas - Structured Fields schemas for covered fields, as in
RequestSeal.sign/4. Default %{}.

Returns
	{:ok, message} - the message with the appended fields.
	{:error, %RequestSeal.Error{}} - established reasons: :invalid_options
(option, spec, key, lifetime, signer form, or, from 0.5.0, an invalid :agent
location), :invalid_message, :invalid_signature_agent (an invalid
existing Signature-Agent field), :limit, :nested_coverage_incomplete (components name
a signature that is absent or not covered completely), existing-dictionary
reasons :missing_signature_input, :missing_signature, :label_mismatch,
:duplicate_label, :duplicate_parameter, :invalid_signature_input,
:invalid_signature_field, and from RequestSeal.sign/4 :label_in_use,
:signature_base_failed, and :signer_failed. Other reasons: see
RequestSeal.Error.

Examples
iex> {_, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> signer = fn "ed25519", bytes -> RequestSeal.Custody.sign(handle, bytes) end
iex> {:ok, message} = RequestSeal.Message.request("GET", "https://docs.example.org/guides/index.html", [], nil)
iex> spec = %{label: "crawler", agent: %{location: "https://crawler.example", type: :directory}, key: key, algorithm: "ed25519", created: 1_760_000_000, expires: 1_760_000_060, nonce: "crawl-0001"}
iex> {:ok, signed} = RequestSeal.WebBotAuth.sign(message, spec, signer)
iex> Enum.map(signed.fields, &{&1.name, &1.value}) |> hd()
{"Signature-Agent", ~s(crawler="https://crawler.example";type=directory)}
iex> Enum.map(signed.fields, & &1.name)
["Signature-Agent", "Signature-Input", "Signature"]
iex> {:error, error} = RequestSeal.WebBotAuth.sign(message, %{spec | expires: 1_760_090_000}, signer)
iex> error.reason
:invalid_options
iex> {:error, error} = RequestSeal.WebBotAuth.sign(message, %{spec | agent: %{location: "http://crawler.example", type: :directory}}, signer)
iex> {error.reason, error.layer}
{:invalid_options, :input}
iex> RequestSeal.Custody.Local.release(handle)
:ok

  



    

  
    
      
    
    
      verify(message, policy, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(RequestSeal.Message.t(), RequestSeal.WebBotAuth.Policy.t(), keyword()) ::
  {:ok, RequestSeal.WebBotAuth.Verification.t()}
  | {:error, RequestSeal.Error.t()}


      


Verify all selected request signatures, then commit replay once.
A signature is selected when its tag parameter is "web-bot-auth". Each
selected signature needs created and expires (lifetime positive and at most
the policy max_lifetime), a keyid that is a SHA-256 JWK thumbprint, and
coverage of @authority or @target-uri plus the policy components. When a
Signature-Agent field is present, including an empty dictionary, it must have
a member for the signature's label (otherwise :agent_unresolved with detail
:missing_member), and the signature must cover
"signature-agent";key="<label>". Published RFC 9421 test keys reject unless
the policy sets test_keys: :allow. Each signature is then checked by
RequestSeal.verify/3 with the resolved key, and nested signatures must be
covered completely. A required replay claim runs once, after every selected
signature passes; a derived replay retention end above 253,402,300,799 rejects
with :retention_exceeded at :replay before commitment or storage.
Parameters
	message - a RequestSeal.Message of kind :request.
	policy - a RequestSeal.WebBotAuth.Policy built by
RequestSeal.WebBotAuth.Policy.new/1.
	opts - keyword list.

Options
	:representation - optional RequestSeal.Body for a required
representation digest, as in RequestSeal.verify/3.
	:digest_state - optional RequestSeal.Digest state, as in
RequestSeal.verify/3; mutually exclusive with :representation.
	:timeout - integer milliseconds, 1 to 300,000. Default 5,000. One
deadline shared by trust callbacks, held-key resolution, and discovery.

Returns
	{:ok, %RequestSeal.WebBotAuth.Verification{}} - signatures maps each
selected label to a RequestSeal.Verification whose principal is
%{kind: :agent, ...} with source provenance, or
%{kind: :key, thumbprint: keyid} for a held key.
	{:error, %RequestSeal.Error{}} - established reasons:
:invalid_policy, :invalid_options, :invalid_message, :limit;
signature fields: :missing_signature_input, :missing_signature,
:label_mismatch, :duplicate_label, :duplicate_parameter,
:invalid_signature_input, :invalid_signature_field,
:no_web_bot_auth_signature, :invalid_signature_agent (detail
:legacy_string, :invalid_dictionary, :duplicate_member, or
:invalid_member); profile rules: :unexpected_signature, :invalid_keyid,
:test_key_rejected, :missing_required_component,
:nested_coverage_incomplete; freshness: :invalid_clock,
:missing_created, :missing_expires, :lifetime_exceeded,
:created_in_future, :expired, :too_old; key association:
:agent_unresolved (detail :missing_member, :unsupported_type,
:not_an_origin, :untrusted_agent, :source_mismatch, :unknown_key,
:revoked_key, :source_unavailable, or :timeout); generic
verification: :algorithm_not_permitted, :algorithm_mismatch,
:signature_base_failed, :invalid_signature, :verifier_failed;
content: :digest_not_covered, :digest_unsupported, :digest_mismatch,
:body_unavailable; replay: :missing_replay_identifier,
:retention_exceeded, :commitment_failed, :replayed,
:store_unavailable, :store_timeout, :store_failed. Other reasons:
see RequestSeal.Error.

Examples
A held public key, trusted by its thumbprint (no network):
iex> {_, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> {:ok, thumbprint} = RequestSeal.PublicKey.thumbprint(key)
iex> signer = fn "ed25519", bytes -> RequestSeal.Custody.sign(handle, bytes) end
iex> {:ok, message} = RequestSeal.Message.request("GET", "https://docs.example.org/guides/index.html", [], nil)
iex> spec = %{label: "crawler", agent: %{location: "https://crawler.example", type: :directory}, key: key, algorithm: "ed25519", created: 1_760_000_000, expires: 1_760_000_060, nonce: "crawl-0001"}
iex> {:ok, request} = RequestSeal.WebBotAuth.sign(message, spec, signer)
iex> held = fn %{keyid: ^thumbprint} -> {:ok, %{algorithm: "ed25519", key: key}}; _ -> :error end
iex> attrs = %{algorithms: ["ed25519"], agents: fn _ -> :error end, cache: nil, unresolved: {:held_keys, held}, freshness: %{clock: fn -> 1_760_000_010 end, skew: 5, max_age: 60}, content: :not_required, replay: :not_required}
iex> {:ok, policy} = RequestSeal.WebBotAuth.Policy.new(attrs)
iex> {:ok, envelope} = RequestSeal.WebBotAuth.verify(request, policy)
iex> envelope.signatures["crawler"].principal == %{kind: :key, thumbprint: thumbprint}
true
iex> {envelope.ignored, envelope.replay, envelope.authorization}
{[], :not_required, :not_evaluated}
iex> {:ok, untrusting} = RequestSeal.WebBotAuth.Policy.new(Map.delete(attrs, :unresolved))
iex> {:error, error} = RequestSeal.WebBotAuth.verify(request, untrusting)
iex> {error.reason, error.detail}
{:agent_unresolved, :untrusted_agent}
iex> {:error, error} = RequestSeal.WebBotAuth.verify(%{request | authority: "other.example"}, policy)
iex> error.reason
:invalid_signature
iex> RequestSeal.Custody.Local.release(handle)
:ok
Directory discovery: the trust callback maps the configured agent URL to a
caller-configured RequestSeal.Discovery.Source, which a caller-started cache
resolves.
Fragment (requires an HTTPS key directory peer at https://crawler.example; not executed here):
{:ok, cache} = RequestSeal.Discovery.Cache.start_link()

{:ok, source} =
  RequestSeal.Discovery.Source.new(%{type: :directory, location: "https://crawler.example"})

{:ok, policy} =
  RequestSeal.WebBotAuth.Policy.new(%{
    algorithms: ["ed25519"],
    cache: cache,
    agents: fn
      %{location: "https://crawler.example", type: :directory} -> {:ok, source}
      _ -> :error
    end,
    freshness: %{clock: fn -> System.system_time(:second) end, skew: 5, max_age: 60},
    content: :not_required,
    replay: :not_required
  })

{:ok, envelope} = RequestSeal.WebBotAuth.verify(request, policy, timeout: 5_000)
envelope.signatures["crawler"].principal.kind
#=> :agent

GenServer.stop(cache)

  


        

      


  

    
RequestSeal.WebBotAuth.Policy 
    



      
Explicit policy for draft-ietf-webbotauth-httpsig-protocol-00.
new/1 validates every choice without invoking trust, clock, or storage.
Content and replay use the generic RequestSeal.Policy contracts; HMAC
algorithms are forbidden. The :agents trust function selects
caller-configured trust, never an arbitrary fetch URL. Attribution requires
this trusted association. Held-key verification attributes only the
thumbprint, never an unresolved agent URL. Test keys default to rejection
under Section 6.8.
Within the caller's chosen replay namespace, commitments should hash each
signature's nonce, keyid, and agent identifier only (identifier, keyid, and
agent.identifier in the supplied facts; held keys have no agent identifier).
Replay facts retain the agent's stable kind, identifier, type, origin,
and thumbprint fields. They exclude provenance and cache-refresh fields such as
fetched_at and revision, so hashing the supplied facts is stable across directory
refreshes. Full provenance remains available in the verification result.
Replay scope remains caller-owned,
as described in RFC 9421 Section 7.2.2.
Inspection omits callback environments and source configuration.
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          @type agents() :: (map() ->
               {:ok,
                RequestSeal.Discovery.Source.t()
                | RequestSeal.Discovery.KeySet.t()}
               | :error)
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          @type signer() :: RequestSeal.Policy.signer()
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          @type t() :: %RequestSeal.WebBotAuth.Policy{
  agents: agents(),
  algorithms: list(),
  cache: pid() | nil,
  components: binary(),
  content: term(),
  field_schemas: map(),
  freshness: map(),
  max_lifetime: pos_integer(),
  max_signatures: pos_integer(),
  replay: term(),
  test_keys: :reject | :allow,
  unresolved: term(),
  untagged: :ignore | :reject
}
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          @spec new(map()) :: {:ok, t()} | {:error, RequestSeal.Error.t()}


      


Construct an explicit policy without invoking trust, clock, or storage.
Parameters
	attrs - a plain map (not a struct) with the required keys below and any
of the optional keys. Unknown keys reject.

Required keys:
	:algorithms - nonempty unique list of RequestSeal.Crypto HTTP tokens or
{:jws, name} selections, as in RequestSeal.Policy; "hmac-sha256" and
{:jws, "HS256"} reject.
	:agents - arity-one trust function receiving
%{identifier: id, location: url, type: type}, where type is
:directory, :jwks_uri, or :cimd, location is the received member
URL, and identifier is the directory URL
(origin/.well-known/http-message-signatures-directory) or the normalized
location. It returns {:ok, %RequestSeal.Discovery.Source{}},
{:ok, %RequestSeal.Discovery.KeySet{}}, or :error. A Source requires a
caller-started :cache. A KeySet must be fresh and associated with the
same URL and type. Sources must allow no redirects.
	:cache - a RequestSeal.Discovery.Cache PID, or nil.
	:freshness - map with :clock (arity zero, integer Unix seconds),
:skew (integer 0 to 86,400 seconds), and :max_age (nil or integer 1 to
253,402,300,799 seconds). An optional :require_expires key is accepted,
but expiration is always required.
	:content - :not_required or a RequestSeal.Policy content map.
	:replay - :not_required or a RequestSeal.Policy replay map.

Options
	:components - serialized Inner List of extra required component
identifiers, without Inner List parameters. Default "()".
	:max_lifetime - integer seconds, 1 to 604,800. Default 86,400.
	:unresolved - :reject (default) or {:held_keys, key_resolver}. The
arity-one resolver receives %{label: label, keyid: keyid, tag: tag} and
returns {:ok, %{algorithm: algorithm, key: %RequestSeal.PublicKey{}}} or
:error; the algorithm must be in :algorithms and the key's thumbprint
must equal keyid. It applies when no trusted association resolves,
except for revoked keys, source mismatches, and non-origin directory
locations. It waives the draft's Signature-Agent presence rule only when
the field is absent.
	:test_keys - :reject (default) or :allow.
	:untagged - :ignore (default; listed in ignored) or :reject.
	:max_signatures - integer 1 to 64. Default 16.
	:field_schemas - Structured Fields schemas, as in RequestSeal.Policy.
Default %{}.

Returns
	{:ok, %RequestSeal.WebBotAuth.Policy{}}.
	{:error, %RequestSeal.Error{}} - always reason :invalid_policy, layer
:input. Meanings: RequestSeal.Error.

Examples
iex> attrs = %{algorithms: ["ed25519"], agents: fn _ -> :error end, cache: nil, freshness: %{clock: fn -> 1_760_000_000 end, skew: 5, max_age: 60}, content: :not_required, replay: :not_required}
iex> {:ok, policy} = RequestSeal.WebBotAuth.Policy.new(attrs)
iex> {policy.max_lifetime, policy.unresolved, policy.test_keys, policy.untagged}
{86400, :reject, :reject, :ignore}
iex> {:error, error} = RequestSeal.WebBotAuth.Policy.new(%{attrs | algorithms: ["hmac-sha256"]})
iex> error.reason
:invalid_policy
iex> {:error, error} = RequestSeal.WebBotAuth.Policy.new(Map.put(attrs, :max_lifetime, 604_801))
iex> error.reason
:invalid_policy

  


        

      


  

    
RequestSeal.WebBotAuth.Verification 
    



      
Complete protocol-00 envelope facts after every selected signature succeeds.
signatures maps labels to RequestSeal.Verification; each records the exact
profile revision and either an agent principal with trusted source provenance
or a held-key thumbprint. evidence records inner labels whose entire component
sets the outer signature covers, without implying delegation or authorization.
ignored contains labels outside this profile. replay is one whole-envelope
receipt or :not_required; authorization is always :not_evaluated.
Inspection omits principals, key IDs, parameters, and source URLs.
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          @type t() :: %RequestSeal.WebBotAuth.Verification{
  authorization: :not_evaluated,
  evidence: %{required(binary()) => [binary()]},
  ignored: [binary()],
  profile: map(),
  replay: :not_required | RequestSeal.Replay.Receipt.t(),
  signatures: %{required(binary()) => RequestSeal.Verification.t()}
}


      



  


        

      


  

    
RequestSeal.Adapter.Error exception
    



      
Bounded HTTP adapter failures, always nonretryable. message/1 includes only
the reason and random correlation token; inspection excludes source details.
Closed reasons: :invalid_options (missing/unknown/duplicate/invalid choices),
:invalid_request (unfaithful or unusable framework value), :not_final_step (signing
no longer last), :cross_origin_redirect (origin policy),
:unsupported_delivery (delivery cannot withhold bytes),
:unsupported_component (transport cannot faithfully supply a component),
:body_unavailable (required bytes not retained), :digest_conflict (caller
digest disagrees), :limit (retention/resource bound), :signing_failed
(custody or signing rejection), and :response_rejected (verification failed).
Plug also reports :not_captured, :already_verified, :parser_order,
:untrusted_proxy, and :request_rejected (with a bounded core source error).
Plug uses :unsupported_component when required or covered exact-target
evidence is unavailable, including target-dependent related-request signing.
source is a bounded core, custody, or message error, never a framework exception.
An unexpected exception, throw, or exit inside an adapter stage returns that
stage's fallback reason without source details: :invalid_options at
:attach, :invalid_request at :capture, :signing_failed at :sign, and
:response_rejected at :verify. Plug init/1 errors are raised with the
plug's own stage (:capture, :verify, or :sign).
attempt counts final signing attempts. Req starts at one and reports a
response error under the attempt that produced it; Finch always uses one.
Plug uses zero for capture, request verification, and option errors, and one
for response signing. Req attach errors use zero.
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        Returns the reason and the random correlation token, never source details.
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          @type reason() ::
  :invalid_options
  | :invalid_request
  | :not_final_step
  | :cross_origin_redirect
  | :unsupported_delivery
  | :unsupported_component
  | :body_unavailable
  | :digest_conflict
  | :limit
  | :signing_failed
  | :response_rejected
  | :not_captured
  | :already_verified
  | :parser_order
  | :untrusted_proxy
  | :request_rejected
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          @type t() :: %RequestSeal.Adapter.Error{
  __exception__: term(),
  adapter: :req | :finch | :plug,
  attempt: non_neg_integer(),
  correlation: binary(),
  reason: reason(),
  retryable: false,
  source:
    RequestSeal.Error.t()
    | RequestSeal.Custody.Error.t()
    | RequestSeal.Message.Error.t()
    | nil,
  stage: :attach | :capture | :sign | :verify
}
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Returns the reason and the random correlation token, never source details.
Parameters
	error - a RequestSeal.Adapter.Error.

Returns
	binary - "<reason> (<correlation>)", where the correlation is 16
lowercase hexadecimal characters drawn at construction.

Examples
iex> {:error, error} = RequestSeal.Finch.request_message(:not_a_finch_request)
iex> Exception.message(error) =~ ~r/^invalid_request [(][0-9a-f]{16}[)]$/
true

  


        

      


  

    
RequestSeal.Ash 
    



      
Explicit caller-owned identity mapping for Ash policies and actions.
scope/2 maps a successful verification and explicit caller choices to a
RequestSeal.Ash.Scope.
Principal attribution belongs to the selected discovery and custody contract.
This adapter neither establishes identity from key possession nor defines the
principal's shape. Attributed values remain opaque caller-owned terms; nil
and false are not attributed values and reject with :invalid_verification.
Only the atom :unattributed selects anonymous mapping; other opaque values,
including similarly named strings or atoms, are attributed. The generic
verifier returns :unattributed. Pass only a result from trusted verification
code; a caller-constructed or modified struct
cannot establish cryptographic validity or trusted identity.
The returned RequestSeal.Ash.Scope always requests authorize?: true.
Actor mapping grants no authority: Ash policies decide whether an action runs.
Per Ash's scope contract, explicit
actor, tenant, and authorization options take precedence over scope values;
passing authorize?: false explicitly is the caller's own authorization bypass.
Explicit context is deep merged by Ash, so callers also own any overrides.
Tenant scoping constrains queries, not records already loaded under another
tenant on primary-key data layers such as ETS. A loaded foreign-tenant record
can still be destroyed by primary key. Ash.destroy can seed an explicit
tenant from loaded-record metadata before resolving the scope; pass the
intended tenant: explicitly (or use Scope.to_opts/1). For destroy and update
actions, add a caller-owned policy check for the tenant_id == ^tenant()
condition alongside
the action's permission checks. Check the original record's tenant against the
action tenant before mutation, for example with an Ash.Policy.SimpleCheck;
a query filter alone does not enforce that check on a loaded record. See
Ash policies and
tenant expressions.
The caller owns the actor value. RequestSeal's default scope inspection,
projected context, and binding errors exclude it; actor options intentionally
carry it into Ash. Ash's own Forbidden inspect and enabled policy-breakdown
messages and logs can show the actor. Map principals to a minimal non-secret
actor or give the actor a custom Inspect implementation. Configure
Ash policy breakdowns
with that disclosure in mind.
The core mapping and RequestSeal.Ash.Scope.to_opts/1 require no Ash dependency.
The optional protocol implementation follows the public
Ash scope protocol.
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        Maps verified facts and explicit caller bindings to an authorization-enabled scope.
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          @type binding() :: %{
  actor: (term() -> {:ok, term()} | :error),
  unattributed: :anonymous | :reject,
  tenant: :none | {:value, term()} | (term() -> {:ok, term()} | :error)
}
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          @spec scope(RequestSeal.Verification.t(), binding()) ::
  {:ok, RequestSeal.Ash.Scope.t()} | {:error, RequestSeal.Error.t()}


      


Maps verified facts and explicit caller bindings to an authorization-enabled scope.
Parameters
	verification - a successful RequestSeal.Verification from trusted
verification code: generic RequestSeal.verify/3, or one entry of a Web
Bot Auth result's signatures. It must report valid cryptography,
authorization: :not_evaluated, a principal other than nil or false, a
valid label of at most 256 bytes, the :rfc9421 or Web Bot Auth
protocol-00 profile, at most 256 nonempty covered identifiers totaling at
most 65,536 bytes, and well-formed content, freshness, and replay facts.
	binding - a map containing exactly three required choices, with no
defaults or extra keys:	:actor - a one-argument function receiving only the opaque attributed
principal. It must return {:ok, actor} with a non-nil actor, or
:error. It never receives signature key identifiers, parameters, or
labels.
	:unattributed - :anonymous maps an unattributed verification to a
nil actor without calling the actor function; :reject rejects it.
	:tenant - :none, {:value, tenant}, or a one-argument principal
function returning {:ok, tenant} or :error. The function runs only
for attributed principals; anonymous scopes otherwise have a nil
tenant. An explicit value is caller-trusted: do not derive it from
untrusted forwarded headers.



Returns
	{:ok, %RequestSeal.Ash.Scope{}} - with the mapped actor and tenant,
principal set to :attributed or :unattributed, authorize?: true,
and context containing only request_seal facts: selected label,
profile, the principal classification, canonical covered identifier
strings, content: :not_required | :checked,
freshness: :not_evaluated | :evaluated, and
replay: :not_required | :claimed. A RequestSeal.Replay.Receipt
projects only to :claimed; context never includes receipt contents, the
principal value, keyid, parameters, message bytes, or keys. These facts
are policy input, not an authorization decision or telemetry labels.
	{:error, %RequestSeal.Error{layer: :binding}} - reasons:
:invalid_verification, :invalid_binding, :unattributed,
:actor_unbound, and :tenant_unbound. Callback errors, malformed
results, raises, throws, and exits retain no callback text. Meanings:
RequestSeal.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> components = ~s[("@method" "@authority" "@path")]
iex> {:ok, message} = RequestSeal.Message.request("GET", "https://docs.example.com/reports/7", [], nil)
iex> {:ok, signed} =
...>   RequestSeal.sign(message, %{
...>     label: "sig",
...>     algorithm: "ed25519",
...>     components: components,
...>     expires_in: 60
...>   }, handle)
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: components,
...>     key_resolver: fn _ -> {:ok, %{algorithm: "ed25519", key: key}} end,
...>     freshness: :not_evaluated,
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> {:ok, verification} = RequestSeal.verify(signed, policy, label: "sig")
iex> binding = %{
...>   actor: fn principal -> {:ok, %{principal: principal}} end,
...>   unattributed: :anonymous,
...>   tenant: {:value, "docs"}
...> }
iex> {:ok, scope} = RequestSeal.Ash.scope(verification, binding)
iex> {scope.actor, scope.tenant, scope.principal, scope.authorize?}
{nil, "docs", :unattributed, true}
iex> scope.context.request_seal.covered
[~s("@method"), ~s("@authority"), ~s("@path")]
iex> {:error, error} = RequestSeal.Ash.scope(verification, %{binding | unattributed: :reject})
iex> {error.reason, error.layer}
{:unattributed, :binding}
iex> {:error, error} = RequestSeal.Ash.scope(verification, Map.delete(binding, :tenant))
iex> error.reason
:invalid_binding
iex> RequestSeal.Custody.Local.release(handle)
:ok
Fragment (requires an attributed Web Bot Auth verification from a reachable key directory and an Ash resource with a data layer; not executed here):
{:ok, envelope} = RequestSeal.WebBotAuth.verify(message, web_bot_auth_policy)

{:ok, scope} =
  RequestSeal.Ash.scope(envelope.signatures["agent"], %{
    actor: fn principal -> {:ok, %{kind: principal.kind}} end,
    unattributed: :reject,
    tenant: :none
  })

Ash.read(MyApp.Crawl.Page, scope: scope)

  


        

      


  

    
RequestSeal.Ash.Scope 
    



      
Caller-bound actor, tenant, and bounded verification context for Ash actions.
Construct with RequestSeal.Ash.scope/2. principal is a classification only;
the opaque identity value stays in caller-selected actor/tenant values.
Default inspection exposes only principal and authorize?.
to_opts/1 works without Ash installed. When Ash is present at compilation,
the guarded Ash.Scope.ToOpts implementation also enables scope: scope.
When adding Ash to a consumer that already compiled RequestSeal without it,
run mix deps.compile request_seal --force to compile the protocol implementation.
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        Returns explicit actor, tenant, context, and authorize?: true options for Ash calls.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %RequestSeal.Ash.Scope{
  actor: term() | nil,
  authorize?: true,
  context: %{
    request_seal: %{
      label: binary(),
      profile: %{name: :rfc9421} | %{name: :web_bot_auth, revision: binary()},
      principal: :attributed | :unattributed,
      covered: [binary()],
      content: :not_required | :checked,
      freshness: :not_evaluated | :evaluated,
      replay: :not_required | :claimed
    }
  },
  principal: :attributed | :unattributed,
  tenant: term() | nil
}
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          @spec to_opts(t()) :: keyword()


      


Returns explicit actor, tenant, context, and authorize?: true options for Ash calls.
Works without Ash installed. Pass the result as Ash action options, or pass
scope: scope when Ash's scope protocol is compiled in.
Parameters
	scope - a RequestSeal.Ash.Scope from RequestSeal.Ash.scope/2.

Returns
	keyword list - [actor: actor, tenant: tenant, context: context, authorize?: true].

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> {:ok, message} = RequestSeal.Message.request("GET", "https://docs.example.com/reports/7", [], nil)
iex> {:ok, signed} =
...>   RequestSeal.sign(message, %{
...>     label: "sig",
...>     algorithm: "ed25519",
...>     components: ~s[("@method" "@path")],
...>     expires_in: 60
...>   }, handle)
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: ~s[("@method" "@path")],
...>     key_resolver: fn _ -> {:ok, %{algorithm: "ed25519", key: key}} end,
...>     freshness: :not_evaluated,
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> {:ok, verification} = RequestSeal.verify(signed, policy, label: "sig")
iex> {:ok, scope} =
...>   RequestSeal.Ash.scope(verification, %{
...>     actor: fn _principal -> :error end,
...>     unattributed: :anonymous,
...>     tenant: :none
...>   })
iex> opts = RequestSeal.Ash.Scope.to_opts(scope)
iex> Keyword.keys(opts)
[:actor, :tenant, :context, :authorize?]
iex> {opts[:actor], opts[:tenant], opts[:authorize?], opts[:context].request_seal.label}
{nil, nil, true, "sig"}
iex> RequestSeal.Custody.Local.release(handle)
:ok
Fragment (requires an Ash resource with a data layer; not executed here):
Ash.read(MyApp.Docs.Report, RequestSeal.Ash.Scope.to_opts(scope))

  


        

      


  

    
RequestSeal.AshHooks 
    



      
Optional ash_hooks inbound RFC 9421 verification bridge (Elixir 1.20).
A consumer's AshHooks.Provider.verify_signature/3 delegates to
verify_signature/4 with an explicit policy and label. RequestSeal never
interprets the provider's secret/key reference as key material or
authorizes an application action.
The provider's headers map has already lost duplicate lines and ordering;
the helper cannot recover them and returns only the provider's :ok/error
contract.
Prefer RequestSeal.Plug.Capture and RequestSeal.Plug.Verify before
ash_hooks ingress to retain ordered headers, exact body bytes, and facts.
The RequestSeal reader replays unchanged bytes to AshHooks.BodyReader.
Provider errors never expose key references, body bytes, or callback errors.
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        Verifies a provider's exact body under an explicit policy and signature label.
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          @spec verify_signature(
  binary(),
  AshHooks.Provider.verify_context(),
  binary(),
  keyword()
) ::
  :ok | {:error, :invalid_signature | :no_webhook_secret}


      


Verifies a provider's exact body under an explicit policy and signature label.
The request is rebuilt with RequestSeal.Message.request/5 from the
context's method, URI, and header map, with body as retained bytes, then
checked with RequestSeal.verify/3.
Parameters
	body - the exact raw request body bytes.
	context - an AshHooks.Provider.verify_context/0 map. Its :method,
absolute :request_uri, :headers map, and :tenant are used; other
keys are ignored.
	reference - the provider's nonempty binary secret/key reference. It is
passed only to a policy function, never used as key material.
	opts - keyword list of the options below. Unknown or duplicate
options return {:error, :invalid_signature}.

Options
	:policy - a RequestSeal.Policy, or an arity-two function called as
fun.(context.tenant, reference) that returns one.
	:label - the signature label to verify.

Returns
	:ok - the signature verified. This grants no authorization.
	{:error, :no_webhook_secret} - reference is not a nonempty binary.
	{:error, :invalid_signature} - any other failure: invalid options, a
policy function that raised, a context the message cannot be built
from, or a verification rejection. No key reference, body bytes, or
callback error is exposed.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> body = ~s({"build":"1842","state":"passed"})
iex> url = "https://hooks.example.com/builds"
iex> spec = %{
...>   label: "sig",
...>   algorithm: "ed25519",
...>   components: ~s[("@method" "@authority" "@path" "content-digest" "content-type")],
...>   expires_in: 300,
...>   digest: ["sha-256"]
...> }
iex> {:ok, message} =
...>   RequestSeal.Message.request("POST", url, [{"content-type", "application/json"}], body)
iex> {:ok, signed} = RequestSeal.sign(message, spec, handle)
iex> headers = Map.new(signed.fields, &{String.downcase(&1.name), &1.value})
iex> context = %{
...>   method: "POST",
...>   request_uri: url,
...>   headers: headers,
...>   signature: headers["signature"],
...>   tenant: nil
...> }
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: spec.components,
...>     key_resolver: fn _ -> {:ok, %{algorithm: "ed25519", key: key}} end,
...>     freshness: :not_evaluated,
...>     content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
...>     replay: :not_required
...>   })
iex> opts = [policy: fn nil, "builds-key" -> policy end, label: "sig"]
iex> RequestSeal.AshHooks.verify_signature(body, context, "builds-key", opts)
:ok
iex> RequestSeal.AshHooks.verify_signature(body <> " ", context, "builds-key", opts)
{:error, :invalid_signature}
iex> RequestSeal.AshHooks.verify_signature(body, context, "", opts)
{:error, :no_webhook_secret}
iex> RequestSeal.Custody.Local.release(handle)
:ok

  


        

      


  

    
RequestSeal.AshHooks.Http 
    



      
ash_hooks HTTP adapter signing final method, URL, headers, and body bytes.
Configure http: RequestSeal.AshHooks.Http and
http_opts: [request_seal: [spec: signing_spec, signer: custody_handle]];
request/5 lists every option. Each delivery attempt signs once with fresh
metadata and hands the signed request to ash_hooks' bounded transport.
ash_hooks continues to own SSRF resolve-and-pin, durable attempts, retries,
secret references, rotation, and response classification.
ash_hooks still requires its Standard Webhooks secret reference and emits
those headers alongside RFC 9421 fields. Select the RFC label explicitly.
Adapter options receive no endpoint or tenant identity; choose custody in
static http_opts or its ash_hooks MFA resolver. No client or pool starts here.

      


      
        Summary


  
    Functions
  


    
      
        request(method, url, headers, body, opts \\ [])

      


        Signs a final webhook request and delegates it to ash_hooks' bounded transport.



    





      


      
        Functions


        


    

  
    
      
    
    
      request(method, url, headers, body, opts \\ [])



        
          
        

    

  


  

      

          @spec request(atom() | binary(), binary(), map(), binary() | nil, keyword()) ::
  {:ok, %{status: integer(), headers: list(), body: binary() | nil}}
  | {:error, term()}


      


Signs a final webhook request and delegates it to ash_hooks' bounded transport.
ash_hooks calls this as its AshHooks.Http adapter. Header names are
lowercased, the request is signed with RequestSeal.sign/4, and the signed
headers go to AshHooks.Http.Bounded with the remaining total
timeout and otherwise unchanged transport options.
Parameters
	method - :connect, :delete, :get, :head, :options, :patch,
:post, :put, :trace, or a binary method (uppercased).
	url - the absolute target URL.
	headers - a map of request headers. Names are lowercased; names that
collide after lowercasing reject, as do host, connection,
content-length, transfer-encoding, signature, and
signature-input.
	body - the exact body bytes, or nil.
	opts - keyword list of the options below.

Options
	:timeout - total milliseconds for signing and transport, 1..300,000.
Default 15,000.
	:request_seal (required) - keyword list of these keys; others reject:	:spec (required) - a RequestSeal.signing_spec/0. :digest
defaults to ["sha-256"] and must not be nil. The components must
include "@method", "@authority", "@path", "content-digest",
"content-type", and "webhook-id" without component parameters,
plus "@query" when the URL has a query.
	:signer (required) - a RequestSeal.KeyHandle; function signers
reject.
	:clock - arity-zero function returning Unix seconds.
	:signing_timeout - milliseconds, default 5,000, capped at the time
left before the total deadline.


	any other option - passed unchanged to AshHooks.Http.Bounded, with
:timeout replaced by the remaining time and :request_seal removed.

Every attempt regenerates created, expires, and a random nonce. From 0.5.0,
a nonce is required on every signed attempt: a spec with nonce: nil is
refused as a signing failure before any request is sent.
Returns
	{:ok, %{status: status, headers: headers, body: body}} - the response
from AshHooks.Http.Bounded.
	{:error, :timeout} - :timeout is outside 1..300,000, or signing
used up the whole deadline.
	{:error, {:terminal, :request_seal_signing_failed}} - any signing
failure: invalid :request_seal options or spec, missing coverage,
a rejected header or method, or a RequestSeal.sign/4 error. The
terminal tag is for caller classification; ash_hooks 2.0 retries
returned adapter errors other than :unsafe_destination.
	{:error, term} - any other error returned by
AshHooks.Http.Bounded, such as :unsafe_destination.
Transport exceptions propagate unchanged.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> spec = %{
...>   label: "sig",
...>   algorithm: "ed25519",
...>   components:
...>     ~s[("@method" "@authority" "@path" "content-digest" "content-type" "webhook-id")],
...>   expires_in: 300
...> }
iex> url = "https://hooks.example.com/builds"
iex> headers = %{"content-type" => "application/json", "webhook-id" => "msg-1"}
iex> RequestSeal.AshHooks.Http.request(:post, url, headers, "{}", timeout: 0)
{:error, :timeout}
iex> RequestSeal.AshHooks.Http.request(:post, url <> "?page=2", headers, "{}",
...>   request_seal: [spec: spec, signer: handle]
...> )
{:error, {:terminal, :request_seal_signing_failed}}
iex> RequestSeal.AshHooks.Http.request(:post, url, Map.put(headers, "host", "other.example.com"), "{}",
...>   request_seal: [spec: spec, signer: handle]
...> )
{:error, {:terminal, :request_seal_signing_failed}}
iex> RequestSeal.Custody.Local.release(handle)
:ok
Fragment (requires an ash_hooks delivery resource with a PostgreSQL data layer and a reachable HTTPS receiver; not executed here):
AshHooks.Delivery.run(%{"endpoint_id" => endpoint_id, "event_uuid" => event_id},
  deliveries: MyApp.Hooks.Delivery,
  endpoints: MyApp.Hooks.Endpoint,
  secret_resolver: secret_resolver,
  http: RequestSeal.AshHooks.Http,
  http_opts: [request_seal: [spec: spec, signer: handle]]
)

  


        

      


  

    
RequestSeal.Finch 
    



      
Optional finalized Finch translation and signing. No pool is started or owned.
Requests preserve same-name header order and Finch's actual request target.
No stream is silently read: a streaming body stays unavailable unless the
caller explicitly retains it under a byte bound. Signing refuses unavailable
body coverage, host, request req/tr components, conflicting digests, or
unfaithful required fields. Cover @authority instead of host.
Response helpers keep trailers separate from headers and associate the exact
supplied request. Streaming callers withhold their own effects until the
returned verification succeeds. Unknown or duplicate options reject. Errors use
RequestSeal.Adapter.Error with adapter :finch and attempt 1; no framework
exception text is retained.

      


      
        Summary


  
    Types
  


    
      
        spec()

      


    





  
    Functions
  


    
      
        request_message(request, opts \\ [])

      


        Translates a built Finch request into a lossless RequestSeal.Message without signing it.



    


    
      
        response_message(response, request, opts \\ [])

      


        Translates a Finch response and the request that produced it into a response RequestSeal.Message.



    


    
      
        sign(request, spec, signer, opts \\ [])

      


        Signs a built Finch request and returns it with signature headers appended.



    


    
      
        verify(response, request, policy, opts \\ [])

      


        Verifies one labeled signature on a Finch response, bound to the exact request supplied.



    





      


      
        Types


        


  
    
      
    
    
      spec()



        
          
        

    

  


  

      

          @type spec() ::
  RequestSeal.signing_spec()
  | %{
      label: binary(),
      components: binary(),
      algorithm: RequestSeal.Crypto.algorithm(),
      parameters: %{
        created: boolean(),
        expires_in: pos_integer() | nil,
        nonce: :random | nil,
        keyid: binary() | nil,
        tag: binary() | nil,
        alg: boolean()
      },
      digest: [binary()] | nil,
      field_schemas: map()
    }


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      request_message(request, opts \\ [])



        
          
        

    

  


  

      

          @spec request_message(Finch.Request.t(), keyword()) ::
  {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Adapter.Error.t()}


      


Translates a built Finch request into a lossless RequestSeal.Message without signing it.
The message uses the request's method and scheme, Finch's request path as an
origin-form target, and an authority that lowercases the host and omits the
default port (80 for HTTP, 443 for HTTPS). Headers keep their order and
spelling. Trailers are :unavailable. The request is not sent.
Parameters
	request - a Finch.Request from Finch.build/4. Its scheme must be
:http or :https, with a binary host and a port in 1..65,535.
	opts - keyword list of the options below.

Options
	:body - how the request body becomes message bytes. Default :as_is.	:as_is - nil becomes empty retained bytes; iodata becomes retained
bytes of at most 16 MiB (16,777,216 bytes); a {:stream, enumerable}
body is not read and the message body is :unavailable.
	{:retain, max} - max is a nonnegative integer byte bound. A stream
is enumerated once and its bytes are retained; iodata is retained. A
body longer than max rejects. A stream given as a bare function is
not enumerated and rejects.



Returns
	{:ok, %RequestSeal.Message{kind: :request}} - the translated message.
	{:error, %RequestSeal.Adapter.Error{stage: :sign}} - reasons:
:invalid_options (unknown, duplicate, or malformed option),
:invalid_request (not a Finch request; unsupported scheme, host, or
port; non-list headers; unsupported body shape; or a value
RequestSeal.Message.new/1 rejects, kept as source),
:body_unavailable (a bare function stream under {:retain, max}),
:limit (body over the bound), and :signing_failed (an exception
while enumerating the body or translating). Meanings:
RequestSeal.Adapter.Error.

Examples
iex> request =
...>   Finch.build(
...>     :post,
...>     "https://telemetry.example.com:8443/ingest?batch=7",
...>     [{"content-type", "application/json"}],
...>     ~s({"cpu":0.42})
...>   )
iex> {:ok, message} = RequestSeal.Finch.request_message(request)
iex> {message.method, message.authority, message.raw_target, message.body.state}
{"POST", "telemetry.example.com:8443", "/ingest?batch=7", :retained}
iex> streamed =
...>   Finch.build(:post, "https://telemetry.example.com/ingest", [], {:stream, ["a", "b"]})
iex> {:ok, message} = RequestSeal.Finch.request_message(streamed)
iex> message.body.state
:unavailable
iex> {:ok, message} = RequestSeal.Finch.request_message(streamed, body: {:retain, 16})
iex> message.body.bytes
"ab"
iex> {:error, error} = RequestSeal.Finch.request_message(streamed, body: {:retain, 1})
iex> error.reason
:limit

  



    

  
    
      
    
    
      response_message(response, request, opts \\ [])



        
          
        

    

  


  

      

          @spec response_message(Finch.Response.t(), Finch.Request.t(), keyword()) ::
  {:ok, RequestSeal.Message.t()} | {:error, RequestSeal.Adapter.Error.t()}


      


Translates a Finch response and the request that produced it into a response RequestSeal.Message.
Status, headers, and trailers keep their order; trailers stay in their own
section. The related request is translated as by request_message/2 with
body: :as_is, so req components resolve against exactly that request.
Parameters
	response - a Finch.Response with integer status and list headers
and trailers.
	request - the Finch.Request that produced the response, with the
same requirements as in request_message/2.
	opts - keyword list of the options below.

Options
	:body - :retained (default) uses the response's binary body as
retained bytes. :consumed marks the body as consumed, for callers that
feed a streaming body into their own RequestSeal.Digest state.

Returns
	{:ok, %RequestSeal.Message{kind: :response}} - the translated message.
	{:error, %RequestSeal.Adapter.Error{stage: :verify}} - reasons:
:invalid_options (unknown, duplicate, or unsupported option value),
:invalid_request (not a Finch response, a request that cannot be
translated, or a value RequestSeal.Message.new/1 rejects),
:body_unavailable (:retained with a non-binary response body),
:limit (a related request body over 16 MiB), and
:response_rejected (an unexpected exception). Meanings:
RequestSeal.Adapter.Error.

Examples
iex> request = Finch.build(:get, "https://docs.example.com/guides/1")
iex> response = %Finch.Response{
...>   status: 200,
...>   headers: [{"content-type", "text/plain"}],
...>   body: "guide text"
...> }
iex> {:ok, message} = RequestSeal.Finch.response_message(response, request)
iex> {message.kind, message.status, message.body.bytes, message.related_request.raw_target}
{:response, 200, "guide text", "/guides/1"}
iex> {:ok, message} = RequestSeal.Finch.response_message(response, request, body: :consumed)
iex> message.body.state
:consumed
iex> {:error, error} = RequestSeal.Finch.response_message(response, request, body: :streamed)
iex> error.reason
:invalid_options

  



    

  
    
      
    
    
      sign(request, spec, signer, opts \\ [])



        
          
        

    

  


  

      

          @spec sign(
  Finch.Request.t(),
  spec(),
  RequestSeal.Policy.signer() | RequestSeal.KeyHandle.t(),
  keyword()
) :: {:ok, Finch.Request.t()} | {:error, RequestSeal.Adapter.Error.t()}


      


Signs a built Finch request and returns it with signature headers appended.
The request is translated as in request_message/2, signed once with fresh
metadata, and returned with its headers replaced by the signed field list:
the original headers in order, then any generated content-digest and
content-length, then Signature-Input and Signature. Iodata bodies become
a binary; a retained stream is replaced by its bytes. Nothing is sent.
Parameters
	request - a Finch.Request, with the same requirements as in
request_message/2.
	spec - a RequestSeal.signing_spec/0 or a full spec/0:	:label (required) - signature label.
	:algorithm (required) - exact supported HTTP signature algorithm or a
{:jws, name} selection.
	:components (required) - serialized Structured Fields Inner List
without metadata parameters. "host", tr, and req components
reject; cover "@authority" instead of "host".
	:expires_in - positive integer seconds (at most
999,999,999,999,999), required in the short form. It requires
created.
	:created (default true), :nonce (:random or nil, default
:random), :alg (default true, false for JWS algorithm tuples,
which require false), :keyid and :tag (nil or printable ASCII of
at most 1,024 bytes, default nil). These may also sit in a nested
:parameters map. A full spec carrying all six parameter keys,
:digest, and :field_schemas is used unchanged, including
expires_in: nil.
	:digest - nil (default) or a unique list of "sha-256" and
"sha-512". Without a content-digest header one is computed from the
retained bytes (at most 16 MiB) and appended; an existing one must
match exactly those algorithms and the bytes.
	:field_schemas - explicit field schema map, default %{}.


	signer - a RequestSeal.KeyHandle whose algorithm equals the spec's,
or an arity-two function (algorithm, base) returning
{:ok, signature} or {:error, term}. Both run in custody's monitored
workers; the deadline or the caller's exit terminates their work.
	opts - keyword list of the options below.

Parameters are emitted in the order created, expires, nonce, alg, keyid,
tag. A selected nonce is 32 CSPRNG bytes, unpadded Base64url, fresh on every
call. Covered content-length is supplied from the retained bytes; an
existing different value rejects.
Options
	:signing_timeout - 1..300,000 ms for either signer form. Default 5,000.
	:clock - arity-zero function returning integer Unix seconds from 0
through 253,402,300,799. Default system seconds. Used only when
created is selected.
	:body - :as_is (default) or {:retain, max}, as in
request_message/2. Covering content (:digest, content-digest,
repr-digest, or content-length) needs retained bytes.

Returns
	{:ok, %Finch.Request{}} - the signed request.
	{:error, %RequestSeal.Adapter.Error{stage: :sign}} - reasons:
:invalid_options (option, spec, signer, or clock value; for a handle
bound to another algorithm, source is a :signer_algorithm_mismatch
core error), :invalid_request (request translation as in
request_message/2, or a covered content-length that disagrees with
the bytes), :unsupported_component (host, tr, or req
components, or a component the message cannot supply),
:body_unavailable (content coverage without retained bytes),
:digest_conflict (an existing content-digest disagrees),
:limit (body, component, digest, or signature base bound), and
:signing_failed (signer or custody failure, with a bounded source
when available, or an unexpected exception). Meanings:
RequestSeal.Adapter.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> spec = %{
...>   label: "sig",
...>   algorithm: "ed25519",
...>   components: ~s[("@method" "@authority" "@path" "content-digest")],
...>   expires_in: 60,
...>   digest: ["sha-256"]
...> }
iex> request =
...>   Finch.build(
...>     :put,
...>     "https://builds.example.org/artifacts/42",
...>     [{"content-type", "application/octet-stream"}],
...>     "artifact bytes"
...>   )
iex> {:ok, signed} = RequestSeal.Finch.sign(request, spec, handle)
iex> Enum.map(signed.headers, &elem(&1, 0))
["content-type", "content-digest", "Signature-Input", "Signature"]
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: spec.components,
...>     key_resolver: fn _ -> {:ok, %{algorithm: "ed25519", key: key}} end,
...>     freshness: :not_evaluated,
...>     content: %{kind: :content, algorithms: ["sha-256"], section: :headers},
...>     replay: :not_required
...>   })
iex> {:ok, message} = RequestSeal.Finch.request_message(signed)
iex> {:ok, verification} = RequestSeal.verify(message, policy, label: "sig")
iex> verification.label
"sig"
iex> streamed = Finch.build(:put, "https://builds.example.org/artifacts/43", [], {:stream, ["a"]})
iex> {:error, error} = RequestSeal.Finch.sign(streamed, spec, handle)
iex> error.reason
:body_unavailable
iex> {:error, error} = RequestSeal.Finch.sign(request, %{spec | components: ~s[("host")]}, handle)
iex> error.reason
:unsupported_component
iex> RequestSeal.Custody.Local.release(handle)
:ok

  



    

  
    
      
    
    
      verify(response, request, policy, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(Finch.Response.t(), Finch.Request.t(), RequestSeal.Policy.t(), keyword()) ::
  {:ok, RequestSeal.Verification.t()} | {:error, RequestSeal.Adapter.Error.t()}


      


Verifies one labeled signature on a Finch response, bound to the exact request supplied.
The response is translated as by response_message/3 and passed to
RequestSeal.verify/3 with policy and the options below. A successful
result grants no authorization.
Parameters
	response - a Finch.Response. Its body must be a binary unless
:digest_state is given.
	request - the Finch.Request that produced the response.
	policy - a RequestSeal.Policy built with RequestSeal.Policy.new/1.
	opts - keyword list of the options below.

Options
	:label - the signature label to verify. Required by the core verifier;
omitting it returns :response_rejected.
	:digest_state - a RequestSeal.Digest state the caller fed with a
streamed body and finished at its own end of stream. When present the
response body is treated as consumed and is not read.

Returns
	{:ok, %RequestSeal.Verification{}} - the verified facts.
	{:error, %RequestSeal.Adapter.Error{stage: :verify}} - reasons:
:invalid_options (unknown or duplicate option), :invalid_request (as
in response_message/3), :body_unavailable (non-binary body without
:digest_state), :limit (a related request body over 16 MiB), and
:response_rejected (the core verifier rejected; its bounded
RequestSeal.Error is kept as source, or an unexpected exception
occurred). Meanings: RequestSeal.Adapter.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> request = Finch.build(:get, "https://docs.example.com/guides/1")
iex> response = %Finch.Response{
...>   status: 200,
...>   headers: [{"content-type", "text/plain"}],
...>   body: "guide text"
...> }
iex> components = ~s[("@status" "content-type" "@path";req)]
iex> {:ok, unsigned} = RequestSeal.Finch.response_message(response, request)
iex> {:ok, signed} =
...>   RequestSeal.sign(unsigned, %{
...>     label: "res",
...>     algorithm: "ed25519",
...>     components: components,
...>     expires_in: 60
...>   }, handle)
iex> response = %{response | headers: Enum.map(signed.fields, &{&1.name, &1.value})}
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: components,
...>     key_resolver: fn _ -> {:ok, %{algorithm: "ed25519", key: key}} end,
...>     freshness: :not_evaluated,
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> {:ok, verification} = RequestSeal.Finch.verify(response, request, policy, label: "res")
iex> verification.label
"res"
iex> other = Finch.build(:get, "https://docs.example.com/guides/2")
iex> {:error, error} = RequestSeal.Finch.verify(response, other, policy, label: "res")
iex> {error.reason, error.source.reason}
{:response_rejected, :invalid_signature}
iex> RequestSeal.Custody.Local.release(handle)
:ok

  


        

      


  

    
RequestSeal.Plug 
    



      
Optional Plug/Phoenix integration with explicit origin and verification policy.
Run RequestSeal.Plug.Capture before body parsers, origin rewriting, or
remote-IP rewriting. Its request-local adapter replays retained bytes to
every Plug reader, including multipart. The optional
body_reader: {RequestSeal.Plug.Capture, :read_body, []} records its
invocation in request-local state and delegates to that adapter. Reads honor
:length, returning :more until the retained body is
drained. RequestSeal.Plug.Verify uses only the captured message.
Pass-through parsers can leave the raw body unread for application readers,
including requests without a content type. Fetched empty params do not
establish body consumption.
The captured replay must remain installed in the Delivery adapter; replacing
or rewrapping it rejects with :parser_order before key resolution. Once any
replay read occurs, verification requires full draining and a digest of all
handed-out bytes matching the full captured body. Partial reads and mismatches
reject with :parser_order before key resolution. A custom wrapper reader must
return the replayed bytes unchanged. Transformations made after the adapter
returns are outside its observation: even a matching replay digest cannot
prove that a wrapper or parser used those bytes unchanged. Intentional
content decoding belongs after capture, under caller control.
A configured wrapper that returns substitute bytes without calling either
Capture.read_body/2 or the adapter leaves both read signals unset. Verify
cannot distinguish that configuration from a pass-through parser that leaves
the body unread: fetched params alone do not prove a read. Such a wrapper can
parse different bytes while the untouched captured request verifies. Callers
must use the RequestSeal reader or adapter and return those bytes unchanged;
verification does not authenticate parser outputs or enforce reader configuration.
A manual Plug.Conn.read_body before Capture cannot be detected and must
not be used.
Verification grants no authorization; applications decide access themselves.
Exact target evidence is required by
RFC 9421 Section 2.2.5.
Plug's request_path and query_string cannot distinguish /foo? from /foo
or recover the original HTTP/1 target form. OBSERVED with Plug 1.20.3,
Bandit 1.12.5, and Phoenix 1.8.15 through actual socket tests:
	Bandit HTTP/1.0 and HTTP/1.1 (TCP or TLS): the consumed request line is not
retained in the Plug adapter payload.
	Bandit HTTP/2 (TLS/ALPN or h2c): the consumed :path pseudo-header is not
retained in the Plug adapter payload.
	Phoenix on Bandit (HTTP/1.1 and h2c) and a TLS Bandit reverse proxy use
those same lossy values; an explicit trusted origin does not restore them.

Capture retains a reconstructed origin-form target for path derivation only.
Verify refuses policies requiring or selected signatures covering
@request-target, @target-uri, or @query with the nonretryable
RequestSeal.Adapter.Error reason :unsupported_component, before any
resolver or replay callback. This rule applies even with a nonempty query
and to other Plug transports without proven exact evidence. It reads the
selected Signature-Input label; unrelated labels do not impose coverage.
Policies covering only @path, @method, @authority, fields, and retained
content remain usable. SignResponse likewise refuses target-dependent
request components selected with req. No forwarded field, private caller
value, or reconstructed target is treated as raw transport evidence.
Results live in redacted conn.private[:request_seal]. The :assign option
on Verify explicitly copies successful verification into caller-selected assigns.
Read error values explicitly from private state's :error or :verification.
Application plugs between Verify and SignResponse can replace captured state
in conn.private; they are inside the server trust boundary. SignResponse
binds to the captured state present when its callback runs.
RequestSeal.Plug.SignResponse arranges its callback after other registered
callbacks. Because Plug merges response cookies afterward, covering
set-cookie with pending resp_cookies fails closed with
:unsupported_delivery, including cookies set by session callbacks. Set
explicit final set-cookie headers to sign cookie fields. Disable server-side
transformations after signing (including Bandit's response compression) when
covering response bytes. This adapter starts no server, pool, or process.

      


      
        Summary


  
    Functions
  


    
      
        capture(arg1)

      


        Returns the request retained by RequestSeal.Plug.Capture; does not consume or verify anything.



    


    
      
        verification(arg1)

      


        Returns the successful verification recorded by RequestSeal.Plug.Verify; failure never supplies partial facts.



    





      


      
        Functions


        


  
    
      
    
    
      capture(arg1)



        
          
        

    

  


  

      

          @spec capture(Plug.Conn.t()) :: {:ok, RequestSeal.Plug.Capture.t()} | :error


      


Returns the request retained by RequestSeal.Plug.Capture; does not consume or verify anything.
Parameters
	conn - a Plug.Conn.

Returns
	{:ok, %RequestSeal.Plug.Capture{}} - the capture, with the immutable
request message, the original ingress facts, and the selected
origin.
	:error - no successful capture is present, including after a capture
rejection or for a value that is not a Plug.Conn.

Examples
iex> conn = Plug.Test.conn(:post, "https://docs.example.com/notes?draft=1", "hello")
iex> RequestSeal.Plug.capture(conn)
:error
iex> opts =
...>   RequestSeal.Plug.Capture.init(origin: :connection, max_body_bytes: 1_024, read_timeout: 5_000)
iex> conn = RequestSeal.Plug.Capture.call(conn, opts)
iex> {:ok, capture} = RequestSeal.Plug.capture(conn)
iex> {capture.message.authority, capture.message.raw_target, capture.message.body.bytes}
{"docs.example.com", "/notes?draft=1", "hello"}
iex> {capture.origin.source, capture.ingress.scheme}
{:connection, :https}
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          @spec verification(Plug.Conn.t()) :: {:ok, RequestSeal.Verification.t()} | :error


      


Returns the successful verification recorded by RequestSeal.Plug.Verify; failure never supplies partial facts.
Parameters
	conn - a Plug.Conn.

Returns
	{:ok, %RequestSeal.Verification{}} - Verify accepted the captured
request. The result grants no authorization.
	:error - Verify has not run, rejected the request, or conn is not a
Plug.Conn. A rejection's bounded RequestSeal.Adapter.Error stays in
private state as {:error, error} under :verification.

Examples
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: ~s[("@method" "@authority" "@path")],
...>     key_resolver: fn _ -> :error end,
...>     freshness: :not_evaluated,
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> capture =
...>   RequestSeal.Plug.Capture.init(origin: :connection, max_body_bytes: 1_024, read_timeout: 5_000)
iex> verify = RequestSeal.Plug.Verify.init(policy: policy, label: "sig", on_reject: :continue)
iex> conn =
...>   Plug.Test.conn(:post, "https://messages.example.com/inbox", "hi")
...>   |> RequestSeal.Plug.Capture.call(capture)
...>   |> RequestSeal.Plug.Verify.call(verify)
iex> RequestSeal.Plug.verification(conn)
:error
iex> {:error, error} = conn.private.request_seal.verification
iex> {error.reason, error.source.reason}
{:request_rejected, :missing_signature_input}
RequestSeal.Plug.Verify.call/2 shows a successful verification.

  


        

      


  

    
RequestSeal.Plug.Capture 
    



      
Capture a bounded request before destructive parsing or origin/IP rewriting.
Original ingress facts remain separate from the selected origin. Transport
facts stay declared and describe ingress, never the forwarded origin.
Headers retain Plug's occurrence order and protocol provenance. Plug has
already normalized header names; HTTP/2 servers can join cookie crumbs.
Request trailers are :unavailable; policies requiring them reject.
The target is origin-form reconstructed from request_path and query_string.
It supports path derivation, not exact target evidence. Verify rejects required
or covered @request-target, @target-uri, and @query with
:unsupported_component; SignResponse also rejects those request components.
See RequestSeal.Plug for the tested per-transport rule.
OPTIONS * is retained.
After a successful capture, the Delivery adapter replays retained bytes to
all readers, including multipart. Custom wrapper readers must return
replayed bytes unchanged; their subsequent transformations cannot be
observed by the adapter. Retention remains caller-owned.
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    Functions
  


    
      
        call(conn, opts)

      


        Reads the request body once and retains the request as an immutable message.



    


    
      
        init(opts)

      


        Validates capture options once, at plug initialization.



    


    
      
        read_body(conn, opts)

      


        Records that the RequestSeal reader ran, then reads the body through Plug.
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          @type t() :: %RequestSeal.Plug.Capture{
  ingress: %{
    scheme: atom(),
    host: binary(),
    port: non_neg_integer(),
    remote_ip: :inet.ip_address(),
    protocol: atom()
  },
  message: RequestSeal.Message.t(),
  origin: %{
    scheme: binary(),
    authority: binary(),
    source: :connection | :declared | :forwarded
  }
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Reads the request body once and retains the request as an immutable message.
One Plug.Conn.read_body/2 call with length: max_body_bytes captures the
bytes. On success the request-local Delivery adapter replaces the
connection adapter so later readers receive the same bytes, and the capture
is stored in private state for RequestSeal.Plug.capture/1.
Parameters
	conn - a Plug.Conn whose body has not been read or parsed.
	opts - options returned by init/1.

Returns
	Plug.Conn - on success, the connection with the capture stored.
	Plug.Conn - on rejection, halted with an empty body and status 413
for :limit or 400 for every other reason. Only HTTP/1.0 and HTTP/1.1
rejections carry connection: close; HTTP/2 rejections omit connection
fields. Private state's :error holds a
%RequestSeal.Adapter.Error{stage: :capture, attempt: 0} with reason:
:parser_order (body_params already fetched; checked before any read),
:invalid_request (CONNECT, an empty host, an existing capture, a
malformed or oversized forwarded field, an invalid forwarded scheme or
authority, a value RequestSeal.Message.new/1 rejects, or an unexpected
exception), :untrusted_proxy (the socket peer is outside
trusted_peers), :limit (the read returned :more or more than
max_body_bytes; no second read occurs), and :body_unavailable (the
server returned a read error). Meanings: RequestSeal.Adapter.Error.

Examples
iex> opts =
...>   RequestSeal.Plug.Capture.init(origin: :connection, max_body_bytes: 4, read_timeout: 5_000)
iex> conn =
...>   RequestSeal.Plug.Capture.call(
...>     Plug.Test.conn(:post, "https://telemetry.example.com/ingest", "12345"),
...>     opts
...>   )
iex> {conn.status, conn.halted, conn.private.request_seal.error.reason}
{413, true, :limit}
iex> Plug.Conn.get_resp_header(conn, "connection")
["close"]
RequestSeal.Plug.capture/1 shows a successful capture.
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Validates capture options once, at plug initialization.
Parameters
	opts - keyword list of the options below. All are required; unknown or
duplicate options reject.

Options
	:origin - how the request origin (scheme and authority) is selected.
Every selected origin lowercases scheme and host and omits the default
port (80 for HTTP, 443 for HTTPS).	:connection - the connection's scheme, host, and port.
	{:declared, scheme, authority} - a caller-trusted scheme and
authority, validated and normalized at init.
	{:forwarded, %{trusted_peers: cidrs, field: field}} - cidrs is a
list of 1..1,024 {ip_tuple, prefix} ranges; field is :forwarded
or :x_forwarded. The last forwarded element is used only after the
actual socket peer is found in a trusted range.


	:max_body_bytes - nonnegative integer bound on the captured body.
	:read_timeout - 1..300,000 milliseconds for the single body read.

Returns
	keyword list - the validated options, with a declared origin normalized.

Raises RequestSeal.Adapter.Error with reason :invalid_options and stage
:capture on any invalid option.
Examples
iex> RequestSeal.Plug.Capture.init(
...>   origin: {:declared, "HTTPS", "Docs.Example.com:443"},
...>   max_body_bytes: 1_024,
...>   read_timeout: 5_000
...> )
[origin: {:declared, "https", "docs.example.com"}, max_body_bytes: 1024, read_timeout: 5000]
iex> try do
...>   RequestSeal.Plug.Capture.init(origin: :connection, max_body_bytes: -1, read_timeout: 5_000)
...> rescue
...>   error in RequestSeal.Adapter.Error -> {error.reason, error.stage}
...> end
{:invalid_options, :capture}
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          @spec read_body(Plug.Conn.t(), keyword()) ::
  {:ok | :more, binary(), Plug.Conn.t()} | {:error, term()}


      


Records that the RequestSeal reader ran, then reads the body through Plug.
Configure it as a parser reader with
body_reader: {RequestSeal.Plug.Capture, :read_body, []}. After a capture,
reads come from the retained replay: each returns at most :length bytes
(default 8,000,000), :more until the replay is drained, then :ok with
empty bytes. Without a capture the call is a plain Plug.Conn.read_body/2.
RequestSeal.Plug.Verify uses the recorded invocation to require a fully
drained, matching replay.
Parameters
	conn - a Plug.Conn.
	opts - Plug.Conn.read_body/2 options; the replay honors :length.

Returns
	{:ok, binary, conn} - the last bytes of the body, or empty bytes once
drained.
	{:more, binary, conn} - a chunk; more bytes remain.
	{:error, %RequestSeal.Adapter.Error{reason: :invalid_options}} - a
negative or non-integer replay :length; the replay does not advance.
	{:error, term} - any other error from the underlying Plug adapter when
no capture is installed.

Examples
iex> opts =
...>   RequestSeal.Plug.Capture.init(origin: :connection, max_body_bytes: 1_024, read_timeout: 5_000)
iex> conn =
...>   RequestSeal.Plug.Capture.call(
...>     Plug.Test.conn(:post, "https://docs.example.com/upload", "abcdef"),
...>     opts
...>   )
iex> {:more, first, conn} = RequestSeal.Plug.Capture.read_body(conn, length: 4)
iex> {:ok, rest, conn} = RequestSeal.Plug.Capture.read_body(conn, length: 4)
iex> {first, rest}
{"abcd", "ef"}
iex> {:ok, "", conn} = RequestSeal.Plug.Capture.read_body(conn, [])
iex> {:error, error} = RequestSeal.Plug.Capture.read_body(conn, length: -1)
iex> error.reason
:invalid_options

  


        

      


  

    
RequestSeal.Plug.SignResponse 
    



      
Sign final buffered response bytes in a Plug before_send callback.
The signing callback runs after other registered callbacks, including callbacks
registered earlier that mutate signed facts. Their changes are included before
signing. Plug merges resp_cookies into headers afterward, so covering
set-cookie while cookies are pending fails closed; this also applies to
cookies set by session callbacks. Explicit final set-cookie response
headers can be signed without pending cookies. Transformations in the server
after Plug's callbacks (such as Bandit compression) must be disabled when
covering bytes; no no-transform field is injected. Request fields selected
with req retain their captured values and do not establish response
content integrity.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Wraps the transport and registers a final before_send callback that signs the response.



    


    
      
        init(opts)

      


        Validates response signing options once, at plug initialization.
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Wraps the transport and registers a final before_send callback that signs the response.
The callback signs the status, final response headers, and, when the
connection state is :set, the buffered body, bound to the request in
RequestSeal.Plug.capture/1 at the time the callback runs. A covered
missing date header is added from the same sampled :clock value as
created and expires. Required body coverage needs conn.state == :set:
file and chunked delivery cannot authenticate unretained bytes.
Status-only streaming signatures are supported without body coverage. The
transport wrapper is request-local, redacted, and starts no process.
Parameters
	conn - a Plug.Conn, normally after RequestSeal.Plug.Capture.
	opts - options returned by init/1.

Returns
	Plug.Conn - with the wrapped adapter and the signing callback
appended after all registered callbacks. Absent or nil callback state
means no callbacks.

When the response is sent, success appends signature-input and
signature (and any generated content-digest) to the response headers.
On failure the :on_failure status and an empty unsigned body replace any
delivery, including file and chunked modes; signature, digest,
content-length, content-encoding, transfer-encoding, and trailer
headers are removed, and later chunk writes return {:error, :closed}.
Private state's :error holds a
%RequestSeal.Adapter.Error{stage: :sign, attempt: 1} with reason:
:unsupported_delivery (malformed callback state, which replaces delivery
at once; pending resp_cookies with set-cookie covered; or body
coverage without conn.state == :set), :unsupported_component (request
@request-target, @target-uri, or @query selected with req, because
Plug lacks exact target evidence, or a component the message cannot
supply), :not_captured (no capture), :invalid_options (a clock value
outside 0..253,402,300,799, or a signer whose algorithm differs),
:body_unavailable, :digest_conflict, :invalid_request, :limit, and
:signing_failed (signer or custody failure, or an unexpected exception),
with the meanings of RequestSeal.Finch.sign/4. Meanings:
RequestSeal.Adapter.Error.
Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> sign = %{
...>   label: "res",
...>   algorithm: "ed25519",
...>   components: ~s[("@status" "content-type" "content-digest" "@method";req)],
...>   parameters: %{created: true, expires_in: 60, nonce: :random, alg: true, keyid: nil, tag: nil},
...>   digest: ["sha-256"],
...>   field_schemas: %{}
...> }
iex> opts =
...>   RequestSeal.Plug.SignResponse.init(
...>     sign: sign,
...>     signer: handle,
...>     signing_timeout: 5_000,
...>     clock: fn -> System.system_time(:second) end,
...>     on_failure: {:respond, 500}
...>   )
iex> capture =
...>   RequestSeal.Plug.Capture.init(origin: :connection, max_body_bytes: 1_024, read_timeout: 5_000)
iex> conn =
...>   Plug.Test.conn(:get, "https://docs.example.com/guides/1")
...>   |> RequestSeal.Plug.Capture.call(capture)
...>   |> RequestSeal.Plug.SignResponse.call(opts)
...>   |> Plug.Conn.put_resp_content_type("text/plain")
...>   |> Plug.Conn.send_resp(200, "guide text")
iex> {conn.status, Enum.map(conn.resp_headers, &elem(&1, 0)) -- ["cache-control"]}
{200, ["content-type", "content-digest", "signature-input", "signature"]}
iex> uncaptured =
...>   Plug.Test.conn(:get, "https://docs.example.com/guides/1")
...>   |> RequestSeal.Plug.SignResponse.call(opts)
...>   |> Plug.Conn.send_resp(200, "guide text")
iex> {uncaptured.status, uncaptured.resp_body, uncaptured.private.request_seal.error.reason}
{500, "", :not_captured}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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Validates response signing options once, at plug initialization.
Parameters
	opts - keyword list of the options below. All five are required;
unknown or duplicate options reject.

Options
	:sign - the signing map. It contains exactly :label (signature
label), :components (serialized component Inner List without metadata
parameters), :algorithm (exact supported HTTP signature algorithm),
:parameters, :digest, and :field_schemas (explicit field schema
map). :parameters contains exactly :created and :alg (Booleans),
:expires_in (positive seconds or nil, requiring created when present),
:nonce (:random or nil), and :keyid and :tag (bounded strings or
nil). The adapter generates selected metadata for each signing
operation. :digest is nil or a nonempty unique selection of
"sha-256" and "sha-512"; present digests must match those
algorithms and the retained response body. req components bind to the
captured request; host and tr components are unsupported. The short
RequestSeal.signing_spec/0 form is not accepted here.
	:signer - a RequestSeal.KeyHandle or an arity-two function signer
(algorithm, base).
	:signing_timeout - 1..300,000 milliseconds.
	:clock - arity-zero function returning Unix seconds.
	:on_failure - {:respond, status} with a final status in 200..599.

Returns
	keyword list - the validated options.

Raises RequestSeal.Adapter.Error with stage :sign and reason
:invalid_options (a missing, unknown, or invalid option),
:unsupported_component (host or tr components), or :limit (the
component list exceeds its bound).
Examples
iex> try do
...>   RequestSeal.Plug.SignResponse.init(
...>     sign: %{label: "res", algorithm: "ed25519", components: ~s[("@status")], expires_in: 60},
...>     signer: fn _algorithm, _base -> {:error, :unused} end,
...>     signing_timeout: 5_000,
...>     clock: fn -> 0 end,
...>     on_failure: {:respond, 500}
...>   )
...> rescue
...>   error in RequestSeal.Adapter.Error -> {error.reason, error.stage}
...> end
{:invalid_options, :sign}

  


        

      


  

    
RequestSeal.Plug.Verify 
    



      
Verify the immutable captured request under an explicit policy and label.
Verify reads only the message retained by RequestSeal.Plug.Capture. No
authenticated identity is implicitly authorized. The RequestSeal reader's
invocation is tracked separately from adapter reads. Pass-through parsers
that leave the body unread do not impose a replay requirement, even when
they fetch empty body params. Wrapper transformations after a read remain
caller-controlled and cannot be observed by the replay check. Captured Plug
values do not establish exact target evidence, so target-dependent
components are refused (see call/2).

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Verifies the captured request once and records the result in private state.



    


    
      
        init(opts)

      


        Validates verification options once, at plug initialization.
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Verifies the captured request once and records the result in private state.
From 0.5.0, a connection is verified at most once. A later Verify with the same
:policy and :label values as the first is idempotent: it reuses the
first result (assigning it under its own :assign on success) and applies
:on_reject again on a rejection. A later Verify with any other policy or
label fails closed: private state's :verification becomes
{:error, %RequestSeal.Adapter.Error{reason: :already_verified}}, so
RequestSeal.Plug.verification/1 returns :error from then on, every
assign made by Verify on the connection is removed, and :on_reject
applies. The :policy and :label values are compared with ==.
Checks run in this order: a missing capture, the
replay checks, policy resolution, target-dependent coverage, then
RequestSeal.verify/3 with the label. The replay checks reject a replaced
or rewrapped replay adapter, a RequestSeal reader call without a replay
read, and a partially drained replay or a handed-out digest that differs
from the full captured body. Every check before RequestSeal.verify/3 runs
before key resolution, freshness evaluation, or replay callbacks; the policy
function or MFA runs only after the capture and replay checks pass.
Parameters
	conn - a Plug.Conn that passed RequestSeal.Plug.Capture.
	opts - options returned by init/1.

Returns
	Plug.Conn - on success, private state's :verification is
{:ok, %RequestSeal.Verification{}}, readable with
RequestSeal.Plug.verification/1, and the result is assigned when
:assign is set.
	Plug.Conn - on rejection, private state's :verification is
{:error, %RequestSeal.Adapter.Error{stage: :verify, attempt: 0}}, any
:assign key is removed, and with {:halt, status} the connection is
sent with that status and an empty body and halted. Reasons:
:not_captured (no capture), :parser_order (replay checks above),
:invalid_options (a policy function or MFA returned an invalid
policy), :unsupported_component (the policy requires, or the selected
Signature-Input covers, @request-target, @target-uri, or @query;
unrelated labels impose nothing), :request_rejected (the core
verifier rejected, with its bounded RequestSeal.Error as source),
and :response_rejected (a policy callback raised, threw, or exited, or
another unexpected exception, without source details). Meanings:
RequestSeal.Adapter.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> components = ~s[("@method" "@authority" "@path")]
iex> {:ok, message} =
...>   RequestSeal.Message.request("POST", "https://messages.example.com/inbox", [], "hi")
iex> {:ok, signed} =
...>   RequestSeal.sign(message, %{
...>     label: "sig",
...>     algorithm: "ed25519",
...>     components: components,
...>     expires_in: 60
...>   }, handle)
iex> conn =
...>   Enum.reduce(
...>     signed.fields,
...>     Plug.Test.conn(:post, "https://messages.example.com/inbox", "hi"),
...>     fn field, conn ->
...>       Plug.Conn.put_req_header(conn, String.downcase(field.name), field.value)
...>     end
...>   )
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: components,
...>     key_resolver: fn _ -> {:ok, %{algorithm: "ed25519", key: key}} end,
...>     freshness: :not_evaluated,
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> capture =
...>   RequestSeal.Plug.Capture.init(origin: :connection, max_body_bytes: 1_024, read_timeout: 5_000)
iex> verify =
...>   RequestSeal.Plug.Verify.init(
...>     policy: policy,
...>     label: "sig",
...>     on_reject: {:halt, 401},
...>     assign: :signature
...>   )
iex> conn = conn |> RequestSeal.Plug.Capture.call(capture) |> RequestSeal.Plug.Verify.call(verify)
iex> {:ok, verification} = RequestSeal.Plug.verification(conn)
iex> {verification.label, verification.authorization, conn.assigns.signature == verification}
{"sig", :not_evaluated, true}
iex> again = RequestSeal.Plug.Verify.call(conn, verify)
iex> {RequestSeal.Plug.verification(again) == {:ok, verification}, again.halted}
{true, false}
iex> other = RequestSeal.Plug.Verify.init(policy: policy, label: "other", on_reject: {:halt, 401})
iex> refused = RequestSeal.Plug.Verify.call(again, other)
iex> {:error, error} = refused.private.request_seal.verification
iex> {error.reason, RequestSeal.Plug.verification(refused), Map.has_key?(refused.assigns, :signature), refused.status}
{:already_verified, :error, false, 401}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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Validates verification options once, at plug initialization.
Parameters
	opts - keyword list of the options below. Unknown or duplicate options
reject.

Options
	:policy (required) - a valid RequestSeal.Policy, a zero-arity
function, or an exported {module, function, args}. A function or MFA
returns a policy directly and runs once per eligible request, after the
capture and parser checks, before key resolution. Resolution runs
synchronously; callers own deadlines for external work. No callback
diagnostics are retained.
	:label (required) - the signature label to verify.
	:on_reject (required) - :continue, or {:halt, status} with a final
status in 200..599.
	:assign - a non-Boolean atom or nil (default nil; Booleans reject
from 0.5.0). When set, a
successful verification is also assigned under that key.
	:name - a stable repeat-identity atom (or 1..256-byte binary),
default nil. When set, a later Verify on the same connection reuses
the first result when its :name and :label are equal, even if the
:policy value is a rebuilt-equivalent policy whose function fields
make == fail — the name is the caller's explicit assertion that the
policy is the same one. A repeat with a different name, no name, or a
different label still fails closed :already_verified; a policy-based
repeat of a named verification never matches.

Returns
	keyword list - the validated options.

Raises RequestSeal.Adapter.Error with reason :invalid_options and stage
:verify on any invalid option.
Examples
iex> try do
...>   RequestSeal.Plug.Verify.init(policy: fn -> :unused end, label: "sig")
...> rescue
...>   error in RequestSeal.Adapter.Error -> {error.reason, error.stage}
...> end
{:invalid_options, :verify}

  


        

      


  

    
RequestSeal.Req 
    



      
Optional Req final-attempt signing and verification before body decoding.
attach/2 adds a signing step that runs last on every attempt and, unless
verify: :none, a verification step that runs first on every response.
Every attempt removes only this adapter's previously appended values, then
regenerates parameters. Req's own redirect/retry choices still govern whether
another attempt runs. Signing must remain the last request step; a later step
rejects before transport. Only Req's Finch adapter is supported; framework
hooks that can mutate transport bytes after signing reject. No pool, server,
or background fetch starts.
When required, verification is the first response step, before retry, HTTP errors,
redirect, digest auth, decompression, or decoding. Each intermediate response
must satisfy the selected policy: unsigned 3xx/5xx responses fail closed
without redirecting or retrying. It uses the exact sent Message once per
response. A rejection returns a bounded RequestSeal.Adapter.Error with
:response_rejected, never a response body.
All verified delivery, including synchronous responses, uses a collector with
explicit max_stream_bytes: overflow stops transport before complete
buffering with :limit. Chunks are buffered within that bound and hashed when
policy requires content integrity; automatic streams refuse caller-selected
representation hashing. The original destination receives chunks only after
verification. Collectables are opened only after success. Req cache handling,
http_errors: :raise, checksum wrappers on streaming destinations, and custom
response steps before verification are refused under verification, since
these can consume or expose unverified bodies.

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts)

      


        Attaches final-attempt signing and optional response verification to a Req request.



    


    
      
        verification(arg1)

      


        Returns the verification stored in a response's private metadata by an attached request.



    





      


      
        Functions


        


  
    
      
    
    
      attach(request, opts)



        
          
        

    

  


  

      

          @spec attach(Req.Request.t(), keyword()) ::
  {:ok, Req.Request.t()} | {:error, RequestSeal.Adapter.Error.t()}


      


Attaches final-attempt signing and optional response verification to a Req request.
The returned request carries three added steps: an option check prepended
to the request steps, a signing step appended as the last request step, and
a response step. With a verification map the response step runs first;
with verify: :none it runs just before Req's :decompress_body step and
makes no verification claim. Nothing is sent and no process starts. Run the
request with Req.request/1 against a caller-started Finch pool.
Parameters
	request - a Req.Request built by Req.new/1 that still has Req's
:decompress_body response step and Req's Finch adapter. URL, method,
headers, body, and into are Req struct fields. The request options
may include only user_agent, compressed, range, base_url,
params, path_params, path_params_style, auth (except digest),
form, form_multipart, json, compress_body, checksum, raw,
http_errors, decode_body, decoders, decode_json, redirect,
redirect_trusted, redirect_log_level, max_redirects, retry,
retry_delay, retry_log_level, max_retries, cache, cache_dir,
finch, request_timeout, receive_timeout, pool_timeout,
follow_redirects, location_trusted, and redact_auth. These are
checked at attachment, before the request steps, and at final signing.
finch accepts only an explicit caller-owned atom name and optional
pool_timeout, receive_timeout, and request_timeout; configure
trusted pool connections when starting the caller-owned pool.
Caller-supplied Host, connection overrides, proxies, UNIX sockets, Finch
private metadata and pool options, IPv6 overrides, and Req's
aws_sigv4 option reject with :invalid_options. into: :self and
into: :legacy_self reject.
	opts - keyword list of the options below. Unknown or duplicate
options reject.

Options
	:sign (required) - the signing specification described in
RequestSeal.Finch.sign/4.
	:signer (required) - a RequestSeal.KeyHandle or an arity-two
function signer, as in RequestSeal.Finch.sign/4.
	:verify (required) - :none, or a map with exactly :policy (a valid
RequestSeal.Policy), :label (the response signature label), and
:max_stream_bytes (a nonnegative integer bound on buffered response
bytes; any other value, including nil, rejects with :invalid_options,
from 0.5.0; 0.4.1 rejects nil with :unsupported_delivery). With a map, the request
must keep http_errors: :return (the default), must not set
cache: true, and must not have a response step ahead of
verification. A non-nil into destination must be a two-arity
function or a Collectable, must not be combined with Req's
checksum, and requires a policy whose content is :not_required or
of kind :content. With :none, ordinary synchronous delivery keeps
Req's semantics.
	:signing_timeout - 1..300,000 ms. Default 5,000.
	:clock - arity-zero function returning Unix seconds. Default system
seconds.
	:request_body - :as_is (default) or {:retain, max} with a
nonnegative integer max. Retention reads a Req function body or an
enumerable stream once under max bytes and replaces it with
replayable bytes before transport. With :as_is an enumerable stream
is sent unread with its bytes unavailable for coverage, and a Req
function body rejects at signing with :body_unavailable.
	:redirect - :same_origin (default) rejects any attempt whose origin
differs from the first attempt's. {:allow, origins} permits up to 64
listed origins, each an http or https URL with a host and no path,
query, fragment, or userinfo, at most 2,048 bytes. An origin is scheme,
lowercased host, and port. Allowed cross-origin attempts strip
authorization, cookie, proxy-authorization, and
:credential_headers, even with Req's redirect_trusted. Stripping is
monotonic: once removed, credential headers stay removed for later
attempts, including a later redirect back to the first origin.
	:credential_headers - at most 64 HTTP header names of 1..256 token
bytes, matched case insensitively, stripped on allowed cross-origin
attempts. Default [].

Returns
	{:ok, %Req.Request{}} - the request with RequestSeal steps attached.
	{:error, %RequestSeal.Adapter.Error{stage: :attach, attempt: 0}} -
reasons: :invalid_options (option, spec, signer, Req option, or
Host value; a request already attached; or an unexpected exception),
:invalid_request (not a Req.Request), :unsupported_component
(host, tr, or req components in the spec, or a streaming
destination with representation hashing), :unsupported_delivery
(adapter, into, verification delivery restrictions, or a missing
:decompress_body step), and :limit (component list bound).
Meanings: RequestSeal.Adapter.Error.

Req.request/1 on the attached request returns
{:error, %RequestSeal.Adapter.Error{}} with attempt set to the final
signing attempt (starting at 1). At stage :sign: :not_final_step,
:cross_origin_redirect, :invalid_options, :invalid_request,
:unsupported_component, :unsupported_delivery, :body_unavailable,
:digest_conflict, :limit, and :signing_failed, with the meanings of
RequestSeal.Finch.sign/4 and the checks above. At stage :verify:
:limit (more than max_stream_bytes), :invalid_request (a response
RequestSeal.Message.new/1 rejects), and :response_rejected (the core
verifier rejected, with its bounded source, or an unexpected exception).
Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> spec = %{
...>   label: "sig",
...>   algorithm: "ed25519",
...>   components: ~s[("@method" "@authority" "@path")],
...>   expires_in: 60
...> }
iex> request =
...>   Req.new(url: "https://crawler.example.com/pages", finch: [name: Example.Finch], retry: false)
iex> {:ok, attached} = RequestSeal.Req.attach(request, sign: spec, signer: handle, verify: :none)
iex> {attached.request_steps |> List.first() |> elem(0), attached.request_steps |> List.last() |> elem(0)}
{:request_seal_options, :request_seal_sign}
iex> {:error, error} = RequestSeal.Req.attach(attached, sign: spec, signer: handle, verify: :none)
iex> {error.reason, error.stage, error.attempt}
{:invalid_options, :attach, 0}
iex> {:error, error} =
...>   RequestSeal.Req.attach(%{request | into: :self}, sign: spec, signer: handle, verify: :none)
iex> error.reason
:unsupported_delivery
iex> RequestSeal.Custody.Local.release(handle)
:ok
Fragment (requires a running Finch pool and an HTTPS peer that signs its responses; not executed here):
{:ok, _pid} = Finch.start_link(name: Example.Finch)

request =
  Req.new(
    method: :post,
    url: "https://telemetry.example.com/ingest",
    body: ~s({"cpu":0.42}),
    finch: [name: Example.Finch]
  )

{:ok, request} =
  RequestSeal.Req.attach(request,
    sign: spec,
    signer: handle,
    verify: %{policy: response_policy, label: "res", max_stream_bytes: 1_048_576}
  )

{:ok, response} = Req.request(request)
{:ok, verification} = RequestSeal.Req.verification(response)
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          @spec verification(Req.Response.t()) :: {:ok, RequestSeal.Verification.t()} | :error


      


Returns the verification stored in a response's private metadata by an attached request.
Only a response that passed the verification step of attach/2 carries a
result. A rejected response is never returned by Req.request/1, so it has
no partial facts to read.
Parameters
	response - a Req.Response, usually from Req.request/1 on a request
attached with a verification map.

Returns
	{:ok, %RequestSeal.Verification{}} - the stored verified facts.
	:error - no verification is stored: any other response, including
responses from requests attached with verify: :none, or a value
that is not a Req.Response.

Examples
iex> RequestSeal.Req.verification(Req.Response.new(status: 200))
:error
Fragment (requires a running Finch pool and an HTTPS peer that signs its responses; not executed here):
{:ok, response} = Req.request(attached_request)
{:ok, verification} = RequestSeal.Req.verification(response)
verification.label
#=> "res"

  


        

      


  

    
RequestSeal.Profile 
    



      
Shared HTTP signature pipeline for profiles owned by extension packages.
This extension surface is unstable; pin RequestSeal exactly.
An extension selects its source-specific rules, then uses dictionaries/2 to
parse paired signature fields, preflight/4 to check coverage and freshness
before discovery, and verify_label/6 to verify its selected dictionary
member under an explicit RequestSeal.Policy. The input and signature values
come from the same label returned by dictionaries/2.
Profile maps contain at most eight atom keys and require
name: {package, kind}, where both values are atoms and package is not
:request_seal, :"request-seal", :rfc9421, :web_bot_auth, or :"web-bot-auth". Use a compile-time constant
in the extension module, never a name derived from wire input. Bare atom names, including the core-owned names
:rfc9421 and :web_bot_auth, reject as :invalid_profile at the :input layer.
Other values must be atoms, integers from -999,999,999,999,999 through
999,999,999,999,999, or binaries of at most 256 bytes.
This pipeline enforces the supplied generic policy, not an extension's
source-specific predicates. Extensions own those checks and any trusted
principal attribution. A profile stamp is not proof of profile enforcement;
consumers must allowlist trusted profiles and their verification code.
Replay commitments receive the selected profile in authenticated facts;
commitments must bind facts.profile to separate profile security scopes.
RequestSeal.Ash.scope/2 accepts only its core profile allowlist.
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    Functions
  


    
      
        dictionaries(message, max)

      


        Parse paired signature dictionaries in encounter order under a member limit.



    


    
      
        preflight(input, components, extra, freshness_policy)

      


        Check required coverage and freshness before resolving a selected key.



    


    
      
        valid_signature_input?(input)

      


        Check the semantic rules for one parsed RFC 9421 Signature-Input Inner List.



    


    
      
        verify_label(message, policy, label, input, signature, profile)

      


        Verify a selected member under an explicit policy and package-namespaced profile.
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          @type stamp() :: %{
  :name => {atom(), atom()},
  optional(atom()) => atom() | integer() | binary()
}
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          @spec dictionaries(RequestSeal.Message.t(), pos_integer()) ::
  {:ok,
   {[{binary(), RequestSeal.StructuredFields.Value.t()}],
    %{required(binary()) => RequestSeal.StructuredFields.Value.t()}}}
  | {:error, RequestSeal.Error.t()}


      


Parse paired signature dictionaries in encounter order under a member limit.
Parses Signature-Input and Signature header fields with the same rules as
RequestSeal.verify/3 and checks that their labels pair exactly. It
validates the message and max first (from 0.5.0) but not the selected Inner List; pass
the returned values to preflight/4 and verify_label/6.
Parameters
	message - a RequestSeal.Message.
	max - dictionary encounter ceiling for each field, normally the
policy's :max_signatures (1 to 64).

Returns
	{:ok, {entries, signatures}} - entries is a list of
{label, input} Signature-Input members in encounter order; signatures
maps each label to its Signature byte-sequence value.
	{:error, %RequestSeal.Error{}} - reasons this function can return:
:missing_signature_input, :missing_signature,
:invalid_signature_input, :invalid_signature_field,
:duplicate_label, :duplicate_parameter, :label_mismatch (layer
:fields); :limit (layer :input); :invalid_policy (layer
:input) for an unexpected fault; :invalid_options (layer :input)
when max is not an integer from 1 to 64; :invalid_message (layer
:input) when message is not a valid RequestSeal.Message. Both are
checked before parsing. Meanings: RequestSeal.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, message} = RequestSeal.Message.request("GET", "https://crawl.example.org/sitemap.xml", [], nil)
iex> spec = %{label: "crawl", algorithm: "ed25519", components: ~s[("@method" "@authority" "@path")], expires_in: 60, keyid: "crawler-key", tag: "example-crawl"}
iex> {:ok, signed} = RequestSeal.sign(message, spec, handle, clock: fn -> 1_700_000_000 end)
iex> {:ok, {[{"crawl", input}], signatures}} = RequestSeal.Profile.dictionaries(signed, 16)
iex> {RequestSeal.Profile.valid_signature_input?(input), Map.keys(signatures)}
{true, ["crawl"]}
iex> {:error, error} = RequestSeal.Profile.dictionaries(message, 16)
iex> {error.reason, error.layer}
{:missing_signature_input, :fields}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec preflight(
  RequestSeal.StructuredFields.Value.t(),
  binary(),
  :allow | :reject,
  :not_evaluated | map()
) :: {:ok, :not_evaluated | map()} | {:error, RequestSeal.Error.t()}


      


Check required coverage and freshness before resolving a selected key.
Lets an extension reject a selected signature before key discovery. It
applies the same coverage and freshness rules as RequestSeal.verify/3
and reads the freshness clock once. verify_label/6 repeats these checks
under a validated policy.
Parameters
	input - the selected Signature-Input Inner List from dictionaries/2.
	components - serialized Inner List of required component identifiers,
as in RequestSeal.Policy.
	extra - :allow or :reject (exact coverage), as the policy's
:extra_components.
	freshness_policy - :not_evaluated or a freshness map with :clock,
:max_age, :skew, and :require_expires, as in RequestSeal.Policy.
From 0.5.0, it is validated like RequestSeal.Policy.new/1's freshness.

Returns
	{:ok, :not_evaluated} - when freshness is not evaluated.
	{:ok, facts} - freshness facts %{now: _, created: _, expires: _, max_age: _, skew: _}.
	{:error, %RequestSeal.Error{}} - reasons this function can return:
:missing_required_component, :unexpected_component (layer
:policy); :invalid_clock, :missing_created, :missing_expires,
:created_in_future, :expired, :too_old (layer :freshness);
:invalid_signature_input (layer :fields) or :limit (layer
:input) for unparsable components; :invalid_policy (layer
:input) when extra is not :allow or :reject, when the freshness
policy is invalid (for example a negative skew), or for a malformed
argument that faults.
Meanings: RequestSeal.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, message} = RequestSeal.Message.request("GET", "https://crawl.example.org/sitemap.xml", [], nil)
iex> spec = %{label: "crawl", algorithm: "ed25519", components: ~s[("@method" "@authority" "@path")], expires_in: 60, keyid: "crawler-key", tag: "example-crawl"}
iex> {:ok, signed} = RequestSeal.sign(message, spec, handle, clock: fn -> 1_700_000_000 end)
iex> {:ok, {[{"crawl", input}], _signatures}} = RequestSeal.Profile.dictionaries(signed, 16)
iex> freshness = %{clock: fn -> 1_700_000_030 end, max_age: 300, skew: 0, require_expires: true}
iex> {:ok, facts} = RequestSeal.Profile.preflight(input, ~s[("@method" "@authority" "@path")], :reject, freshness)
iex> {facts.created, facts.expires}
{1_700_000_000, 1_700_000_060}
iex> {:error, error} = RequestSeal.Profile.preflight(input, ~s[("@method" "@path")], :reject, :not_evaluated)
iex> {error.reason, error.layer}
{:unexpected_component, :policy}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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          @spec valid_signature_input?(term()) :: boolean()


      


Check the semantic rules for one parsed RFC 9421 Signature-Input Inner List.
Accepts a RequestSeal.StructuredFields.Value with type: :inner_list,
ordered component items, and signature parameters. It delegates to the shared
signature-field validator: at most 256 components, unique component identities,
recognized derived components or lowercase field names, permitted component
parameters, and integer created/expires or string nonce/alg/keyid/tag.
Unknown signature parameters remain permitted under RFC 9421 Section 2.3.
An empty component list is permitted; profiles select required coverage.
Parse or validate the Structured Fields representation first under an RFC 8941
schema. This predicate checks signature semantics, not the complete Structured
Fields grammar, parameter uniqueness, freshness, key trust, or cryptography.
It does not parse wire binaries.
Parameters
	input - any term; only a parsed RequestSeal.StructuredFields.Value
Inner List can pass.

Returns
	true - the Inner List satisfies the rules above.
	false - otherwise, including binaries, non-inner lists, and malformed
structures that cannot be inspected. This function never raises.

Examples
iex> alias RequestSeal.StructuredFields.{Schema, Value}
iex> {:ok, schema} = Schema.new(%{revision: :rfc8941, type: :list, item_types: [:string], inner_lists: true})
iex> {:ok, %Value{value: [input]}} = RequestSeal.StructuredFields.parse(~s[("@method" "@path");created=1618884473], schema)
iex> RequestSeal.Profile.valid_signature_input?(input)
true
iex> RequestSeal.Profile.valid_signature_input?(~s[("@method")])
false
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          @spec verify_label(
  RequestSeal.Message.t(),
  RequestSeal.Policy.t(),
  binary(),
  RequestSeal.StructuredFields.Value.t(),
  RequestSeal.StructuredFields.Value.t(),
  stamp()
) :: {:ok, RequestSeal.Verification.t()} | {:error, RequestSeal.Error.t()}


      


Verify a selected member under an explicit policy and package-namespaced profile.
Runs the generic verification pipeline of RequestSeal.verify/3 on one
label, stamping profile into the result and into replay commitment facts.
Verification re-parses the message under the policy's max_signatures and
checks that both supplied values equal that label's entries before
resolving a key.
verify_label/6 does not accept :representation or :digest_state options.
Content checks can use retained message body bytes only; representation
policies and stream digest states require generic RequestSeal.verify/3
with its validated options.
Parameters
	message - a RequestSeal.Message.
	policy - a valid RequestSeal.Policy.
	label - the selected signature label.
	input - the label's Signature-Input value from dictionaries/2.
	signature - the label's Signature value from dictionaries/2
(a byte sequence of 1 to 1,024 bytes).
	profile - a stamp/0 with a package-namespaced name, as
described in the module documentation.

Returns
	{:ok, %RequestSeal.Verification{}} - with profile set to the stamp,
principal: :unattributed, and authorization: :not_evaluated.
	{:error, %RequestSeal.Error{}} - reasons this function can return:
:invalid_profile, :invalid_policy, :invalid_options (invalid
label), :invalid_message, :limit (layer :input);
:invalid_signature_field, :unknown_label, :invalid_signature_input,
and the dictionary reasons of dictionaries/2 (layer :fields); and
every :policy, :freshness, :key, :crypto, :content, and
:replay reason of RequestSeal.verify/3. An unexpected fault returns
:invalid_policy. Meanings: RequestSeal.Error.

Examples
iex> {_public, seed} = :crypto.generate_key(:eddsa, :ed25519)
iex> {:ok, handle} = RequestSeal.Custody.Local.new("ed25519", {:ed25519, seed})
iex> {:ok, message} = RequestSeal.Message.request("GET", "https://crawl.example.org/sitemap.xml", [], nil)
iex> spec = %{label: "crawl", algorithm: "ed25519", components: ~s[("@method" "@authority" "@path")], expires_in: 60, keyid: "crawler-key", tag: "example-crawl"}
iex> {:ok, signed} = RequestSeal.sign(message, spec, handle, clock: fn -> 1_700_000_000 end)
iex> {:ok, key} = RequestSeal.Custody.public_key(handle)
iex> {:ok, policy} =
...>   RequestSeal.Policy.new(%{
...>     algorithms: ["ed25519"],
...>     components: ~s[("@method" "@authority" "@path")],
...>     key_resolver: fn %{keyid: "crawler-key"} -> {:ok, %{algorithm: "ed25519", key: key}} end,
...>     freshness: %{clock: fn -> 1_700_000_030 end, max_age: 300, skew: 0, require_expires: true},
...>     content: :not_required,
...>     replay: :not_required
...>   })
iex> {:ok, {[{"crawl", input}], signatures}} = RequestSeal.Profile.dictionaries(signed, policy.max_signatures)
iex> stamp = %{name: {:example_crawl, :sitemap_fetch}, revision: 1}
iex> {:ok, verification} = RequestSeal.Profile.verify_label(signed, policy, "crawl", input, signatures["crawl"], stamp)
iex> {verification.profile, verification.principal}
{%{name: {:example_crawl, :sitemap_fetch}, revision: 1}, :unattributed}
iex> {:error, error} = RequestSeal.Profile.verify_label(signed, policy, "crawl", input, signatures["crawl"], %{name: :rfc9421})
iex> {error.reason, error.layer}
{:invalid_profile, :input}
iex> RequestSeal.Custody.Local.release(handle)
:ok
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